[bookmark: _Toc287358824][bookmark: _GoBack]Disaster Recovery Planning

NOTE 1—Disaster recovery planning includes the identification of key components of a disaster recovery plan, gathering the necessary information to provide the details to tailor the plan to meet the organization’s needs, formalization and approval of the disaster recovery plan, annual testing of the implementation of the requisite disaster recovery action, and formal review and necessary revision of the disaster recovery plan.
[bookmark: _Toc286937928][bookmark: _Toc287358825]Activation of Response Plan:
[bookmark: _Toc286937929][bookmark: _Toc287358826]Policy Statement:
To ensure that the plan is effective and that all involved understand its purpose, there must be a clearly defined policy statement
This statement should define the scope and overall objectives of the plan
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Designated authority declares the end of disaster recovery operations and disseminates that announcement to the communications network
Arrange for all personnel to return to work
Resume standard operating procedures
Complete comprehensive post event evaluation, conduct review of the adequacy of the existing disaster recovery plan, and revise the plan if necessary
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[bookmark: _Toc286937976][bookmark: _Toc287358873]Equipment and system requirements for all hardware, software, firmware, and other resources required to support system operations
Details should be provided for each entry, including model or version number, specifications, and quantity
[bookmark: _Toc286937977][bookmark: _Toc287358874]Key business records
[bookmark: _Toc286937978][bookmark: _Toc287358875]Directions to and description of any alternate sites including locations for offsite backup media
[bookmark: _Toc286937979][bookmark: _Toc287358876]Other documents or information critical to the organization
[bookmark: _Toc286937980][bookmark: _Toc287358877]Writing the Plan:
Assign an individual (in case of small organizations) position/department or a team to create the plan. Particular attention should be paid to the coordination of needed input from various departments
When the team approach is used, team members should be individuals who serve in a variety of organizational roles in order to assure a diversity of perspective when creating the plan. Be sure to include the following items within the plan:
Designation of the individual position/department responsible for maintaining the plan
Designation of the individual position/department responsible for declaring an emergency and activating the plan
Designation of the individual position/department in charge of making short-term emergency decisions
Designation of the individual position/department in charge of transitioning from emergency mode back to normal business mode
[bookmark: _Toc286937981][bookmark: _Toc287358878]The essence of writing a disaster recovery plan is to think ahead and create a unified plan that addresses all defined disaster scenarios (internal and external)
Be aware that during a disaster, individuals may not be able to call in, log in, or walk in
[bookmark: _Toc286937982][bookmark: _Toc287358879]Natural—hurricane, tornado, flood, snow, ice, fire, earthquake, etc
[bookmark: _Toc286937983][bookmark: _Toc287358880]Human—disastrous employee error, sabotage, virus, terrorism, etc
[bookmark: _Toc286937984][bookmark: _Toc287358881]Environment—disastrous equipment failure, soft- ware corruption, telecommunications network outage, electrical failure, etc
[bookmark: _Toc286937985][bookmark: _Toc287358882]The Planning Process:
To be successful, senior management must support the plan and be included in the process to develop the policy statement and the plan
When policies and procedures are developed related to the disaster recovery plan, they need to be coordinated with related organizational activities, including information technology security, physical security, human resources, risk management, quality assurance, information technology operations, and administrative services
[bookmark: _Toc286937986][bookmark: _Toc287358883]The disaster planning process should include the following key steps:9
[bookmark: _Toc286937987][bookmark: _Toc287358884]Identify and assign responsibility (committee, task forces, or teams)
Planning.
Response.
Recovery.
[bookmark: _Toc286937988][bookmark: _Toc287358885]Train members of the committees, task forces, or teams
[bookmark: _Toc286937989][bookmark: _Toc287358886]Conduct a risk analysis
Identify potential building problems
Survey fire protection policies and equipment
Assess ability to protect people
Evaluate potential source for damage
 Establish goals and a timeline
[bookmark: _Toc286937990][bookmark: _Toc287358887]Develop a reporting schedule
[bookmark: _Toc286937991][bookmark: _Toc287358888]Evaluate systems and records and establish priorities
[bookmark: _Toc286937992][bookmark: _Toc287358889]Develop recovery strategies
[bookmark: _Toc286937993][bookmark: _Toc287358890]Identify preventive controls and protection needs
[bookmark: _Toc286937994][bookmark: _Toc287358891]Review fiscal implications
Prepare the plan
Distribute the plan
Training
Testing
Drills/Exercises
Plan maintenance
Evaluate the plan
Update it regularly
Continue to follow the 3 planning principles of define, document, and demonstrate
[bookmark: _Toc286937995][bookmark: _Toc287358892]Plan Characteristics:
Recognizing that the logic and order of recovery steps depends on the nature of the organization and its services as well as on the type of disaster or interruption, the plan should have the following characteristics:
Significant flexibility so that the plan can be utilized as needed by managers
Able to be implemented without the direct input of the person or the team that created it
Legible, easy to understand, and able to be interpreted by all involved
[bookmark: _Toc286937996][bookmark: _Toc287358893]Environmental Assessment and Analysis of Organization:
[bookmark: _Toc286937997][bookmark: _Toc287358894]Determine and list the functions and services provided by the organization
Dictation services for authors or accessing of voice files from client voice servers or both
Delivery of voice files to medical transcriptionists
Processing of transcribed reports
Document distribution to clients or providers or both
Billing or accounting for services rendered
Payroll
Pay for vendor services
[bookmark: _Toc286937998][bookmark: _Toc287358895]Identify the location of key records, equipment, and supplies that would be needed during a recovery process
Computer(s)
File cabinet(s)
Onsite location(s)
Offsite location(s)
Documentation of equipment location both at your site and off-site at your clients, MT homes, etc
[bookmark: _Toc286937999][bookmark: _Toc287358896]Detail what important information would be needed during a recovery process and prioritize each
Current protected health information to include voice and text data
Stored protected health information to include voice and text data
Business data to include contracts, leases, deeds, service agreements, insurance policies, corporate bylaws, IRS information, banking and accounting materials
The organization’s intellectual capital, i.e., the programmer’s code for a particular software application
Software/hardware (backups)
User names and passwords (limited access)
List of all authorized personnel with level of access allowed
[bookmark: _Toc286938000][bookmark: _Toc287358897]Include details on how this information is stored in a secure environment
CDs
Archived files within digital systems
External drives
Backup media
Intranet
Other
[bookmark: _Toc286938001][bookmark: _Toc287358898]Have a backup plan for accessing key information during an emergency or system outage
Alternative methods for access
Alternative individuals given access privileges
[bookmark: _Toc286938002][bookmark: _Toc287358899]Inventory and document all equipment, software, and fixtures (whether recovery-related or not)
Consider photo documentation or video recordings with narratives or both
Original invoices for equipment and components with date of installation
Establish an equipment database
Original software with appropriate license agreements
Store a backup of this information in a secure offsite location
[bookmark: _Toc286938003][bookmark: _Toc287358900]Communication:
[bookmark: _Toc286938004][bookmark: _Toc287358901]List routine modes and lines of communication both within and outside the organization
Telephone with extension number
Email or Instant Messaging addresses or both
Wireless communication devices
Web-based communication devices
Name and title of individuals involved in routine communication
Other
When a disruption impacts business operations, communication becomes especially critical
Identifying stakeholders in advance and predefining communication methods can save a great deal of time and effort when a disruption occurs. Consider these examples of a broad range of stakeholders with whom rapid communication might be required
Members of the workforce (employees, independent contractors, students, volunteers, etc.)
Board of Directors and/or business owner(s)
Customers/clients/healthcare staff
Vendors for customers/clients
Suppliers/vendors
Press
Neighboring businesses
Utilities (electricity, water, trash, sewage, etc.)
Telecommunication services
Community emergency services (police, fire, ambulance, civil defense, building inspector, Red Cross)
Insurance representatives
Maintenance services (plumbers, electrician, building contractor, etc.)
[bookmark: _Toc286938005][bookmark: _Toc287358902]In disastrous situations
In disastrous situations, prompt and clear communication with clients/customers or healthcare providers or both can minimize anxiety and panic. Communicate with them immediately. This contact list should include the following items:
Product or service provided to them
(1) Location and description of any remote equipment on their premises
Customer’s name
Mailing address (including zip code)
Contact person’s full name
Contact phone numbers with area code
Email address(es)
Instant message provider and address
Alternate names and numbers for emergency contacts
Fax number
Notes or comments (other pertinent information)
Follow a similar procedure for informing vendors of an emergency.
Vendor contact list should include the following items.
Product or service provided
(1) Location and description of any remote equipment on the premises.
Name of the vendor
Mailing address (including zip code)
Contact person’s full name
Contact phone numbers with area code
Email address(es)
Instant message provider and address
Alternate names and numbers for emergency contacts
A 24-hour phone number
Fax number
Notes or comments (other pertinent information)
[bookmark: _Toc286938006][bookmark: _Toc287358903]Communication with members of the workforce
(employees, independent contractors, students, volunteers, etc.). An emergency call list should be kept current to include the following information:
Full name
Title
Mailing address (including zip code)
Telephone number(s) with area code (including office, home, cellular, or pager, or combinations thereof)
Email address(es)
Instant message provider and address
Alternate contact information (family, friends, etc.)
[bookmark: _Toc286938007][bookmark: _Toc287358904]Establish an Alert Team composed of key individuals
Declaration of an emergency will be done by designated individual position/department
(1) Immediately following the declaration of an emergency, the remainder of the Alert Team will be contacted
Determine what information is essential to immediately communicate and who will do it
This will include the primary communication method and an alternative method during the current emergency
Define an order of contact or hierarchy of notification
(1) Groups to contact include: Members of the Alert Team, remainder of the workforce, clients and healthcare providers, vendors and suppliers, media, and others when the disaster plan has been implemented, when the emergency has been resolved, and when the status has transitioned to a normal business mode
(2) Determine best method of communication (i.e., phone tree, blast alert system, etc.)
[bookmark: _Toc286938008][bookmark: _Toc287358905]Incorporate within the plan the appropriate actions for a variety of disaster situations
[bookmark: _Toc286938009][bookmark: _Toc287358906]Answer the following questions to help design/create the plan
Is this disaster internal to the facility or external?
What is the disaster—fire, explosion, bomb threat, tornado, hurricane, snow, ice, water, major power and communication outage, etc.—and what are the responses for each?
Here are some examples of disaster situations to use as a guide:
[bookmark: _Toc286938010][bookmark: _Toc287358907]Contingency Planning 
Contingency planning, in order to make alternative plans, specifically consider each of the organization’s services. If a phone system is needed to provide services to clients or providers, this may be the area that should be invested in redundancy by having phone service with multiple providers. If it is a computer system or a website that is needed to provide services to clients or providers, this may be where to focus resources for redundancy
Plan for an alternative place for staff to go should the corporate offices or their home offices become unusable; consider remote access for critical applications
Here is an example of contingency planning for alternative office space :
Establish a contingency plan for the following important items:
Privacy and security of individually protected health information, voice and text, digital and paper
Ongoing transcription being performed by remote staff not affected by the disaster
Provision of needed transcription support services
(1) Evaluation of needs for remote or onsite medical transcriptionists and other staff
Preservation of data integrity
Quality assurance for ongoing transcription
(1) Evaluation of needs for remote or onsite quality assurance editors
Turn-around time for transcribed documents
Dictation services for authors
Dictation (voice file) access support for medical transcriptionists or clients or both
Transmission or transportation or both of confidential healthcare documentation (paper or electronic or both) to all involved parties
Procedures for handling any material that has been damaged and needs to be recovered or restored, i.e., wet documents, wet or burned hard drives, etc
Procedure to reset passwords in case of system failure
Security services for personnel and facility protection

[bookmark: _Toc287358908]Organization of Key Business Information and documents
Know where the organization’s information is so that if staff is displaced from the office, steps can be taken to resume business operations. See Table I 


TABLE 1 Organization InformationA 


Onsite & where	Offsite & where	Online & url


IRS Determination Letter	  		  		  	

IRS Form 1023	  		  		  	

Current/previous Form 990s	  		  		  	

Current and previous audited financial statements	  		  		  	

Financial Statements	  		  		
(if not part of the computer system and regularly backed-up)

Sales-Tax Exemption Certificate	  		  	

EIN #:  	

ER #:  	

Bylaws	  		  		  	

Mission Statement	  		  		  	

Board Minutes	  		  		  	

Corporate Seal	  	

Blank Checks	  	

Computer Passwords	  		  		  	

Client Records	  		  		  	

Vendor Records 	  		  		  	

AIf a disaster recovery service vendor is under contract, provide contact information in this section


Personnel Information—List all names, home ad- dresses, phone numbers, email addresses, emergency contacts, etc. (see 5.7.5 for more details).

Onsite & where		Offsite & where

I-9s				  			  		
Payroll
Company Name 
Account Number 
Payroll Rep 
Phone & email

1. [bookmark: _Toc286938011][bookmark: _Toc287358909]Insurance Information:
[bookmark: _Toc286938012][bookmark: _Toc287358910]General Liability/Commercial Umbrella
Company / Underwriter: 
Policy Number:
Representative, phone and email: 
Broker, phone and email:
[bookmark: _Toc286938013][bookmark: _Toc287358911]Corporate Automobile
Company / Underwriter: 
Policy Number:
Representative, phone and email: 
Broker, phone and email:
[bookmark: _Toc286938014][bookmark: _Toc287358912]Professional Liability
Company / Underwriter: 
Policy Number:
Representative, phone and email: 
Broker, phone and email:
[bookmark: _Toc286938015][bookmark: _Toc287358913]Directors & Officers Liability
Company / Underwriter: 
Policy Number:
Representative, phone and email: 
Broker, phone and email:
[bookmark: _Toc286938016][bookmark: _Toc287358914]Health Insurance Company
Company / Underwriter: 
Policy Number:
Representative, phone and email: 
Broker, phone and email:
[bookmark: _Toc286938017][bookmark: _Toc287358915]Unemployment Insurance
Company / Underwriter: 
Policy Number:
Representative, phone and email: 
Broker, phone and email:
[bookmark: _Toc286938018][bookmark: _Toc287358916]Workers’ Compensation
Company / Underwriter: 
Policy Number:
Representative, phone and email: 
Broker, phone and email:
[bookmark: _Toc286938019][bookmark: _Toc287358917]Disability Insurance (short-term)
Company / Underwriter: 
Policy Number:
Representative, phone and email: 
Broker, phone and email:
[bookmark: _Toc286938020][bookmark: _Toc287358918]Disability Insurance (long-term)
Representative, phone and email:
Broker, phone and email:
[bookmark: _Toc286938021][bookmark: _Toc287358919]Life Insurance
Company / Underwriter: 
Policy Number:
Representative, phone and email: 
Broker, phone and email:
[bookmark: _Toc286938022][bookmark: _Toc287358920]Dental
Company / Underwriter: 
Policy Number:
Representative, phone and email: 
Broker, phone and email:
[bookmark: _Toc286938023][bookmark: _Toc287358921]Long Term Care
Company / Underwriter: 
Policy Number:
Representative, phone and email: 
Broker, phone and email:
[bookmark: _Toc286938024][bookmark: _Toc287358922]Retirement Plan/401k
Company / Underwriter: 
Policy Number:
Representative, phone and email: 
Broker, phone and email:
[bookmark: _Toc286938025][bookmark: _Toc287358923]Other Insurance
Company / Underwriter: 
Policy Number:
Representative, phone and email: 
Broker, phone and email:
[bookmark: _Toc286938026][bookmark: _Toc287358924]Financial Information:
[bookmark: _Toc286938027][bookmark: _Toc287358925]Financial accounts
Bank Name(s): Account Numbers: 
Branch Representative: 
Phone, fax, email:
[bookmark: _Toc286938028][bookmark: _Toc287358926]List those who are authorized to make transfers
[bookmark: _Toc286938029][bookmark: _Toc287358927]List those who are authorized check signers
[bookmark: _Toc286938030][bookmark: _Toc287358928]Investment
Financial Planner / Broker Company: 
Rep name:
Phone, email:
[bookmark: _Toc286938031][bookmark: _Toc287358929]List those who are authorized to make transfers
[bookmark: _Toc286938032][bookmark: _Toc287358930]List those who are authorized signers
[bookmark: _Toc286938033][bookmark: _Toc287358931]Technology Resources:
Since computers are integral to the organization’s mission or operations, take the following steps to prepare for resuming information technology functions
[bookmark: _Toc286938034][bookmark: _Toc287358932]Inventory—Hardware:
Create a document that lists every piece of hardware that the organization owns and would need to replace if damaged or destroyed. Include the make and model, as well as the serial number, and date installed
Document all printers and other peripherals (scanner, external drives, etc.)
Maintain a file containing all the purchase receipts with details of the hardware including date of installation
Document all other technology equipment, i.e., phones, faxes, pagers, beepers, cell phones, etc
[bookmark: _Toc286938035][bookmark: _Toc287358933]Inventory—Software:
Document the software version and license number being used on each individual computer and server
[bookmark: _Toc286938036][bookmark: _Toc287358934]Network—Create a diagram of the network structure and workflow
Document the current computer configuration so that backup tapes can be used to restore applications and systems
Map the workflow through the network with security methods utilized (i.e. intrusion-detection devices, encrypted, password protected, etc.)
[bookmark: _Toc286938037][bookmark: _Toc287358935]Maintain a list of technology vendors and contact information
[bookmark: _Toc286938038][bookmark: _Toc287358936]Company that provides website hosting
[bookmark: _Toc286938039][bookmark: _Toc287358937]Company that provides email services
[bookmark: _Toc286938040][bookmark: _Toc287358938]Company that provides telecommunication services
[bookmark: _Toc286938041][bookmark: _Toc287358939]Document all passwords needed to access files and data and store offsite
[bookmark: _Toc286938042][bookmark: _Toc287358940]List authorized individuals who can reset default system passwords
Ensure that key individuals know how to program phones to forward to another number, change voice mail messages, retrieve voice mail remotely, reset mail box passwords, and any other necessary features.
[bookmark: _Toc286938043][bookmark: _Toc287358941]Website
Ensure that website can be updated from a remote location (outside of the office)
[bookmark: _Toc286938044][bookmark: _Toc287358942]All employees should know how to access their email from alternative sites
Have employees establish backup email accounts for emergency use
[bookmark: _Toc286938045][bookmark: _Toc287358943]Data Integrity—Analyze the data backup routine
[bookmark: _Toc286938046][bookmark: _Toc287358944]Create backups, verify the data, and take it off-site
This can be as simple as having someone regularly taking the backup home to secure in a fire-proof lock-box or it could be high-level, clustering or mirroring the server to ensure data security
Do a backup, test for validity, and restore
[bookmark: _Toc286938047][bookmark: _Toc287358945]Setup a routine schedule for backups and testing of the backup and recovery strategies
[bookmark: _Toc286938048][bookmark: _Toc287358946]Backups should include all important and pertinent files
[bookmark: _Toc286938049][bookmark: _Toc287358947]Determine what kind of archival system of the backup media will be maintained
Establish a rotation system for backup media to get to achieve an archive of data
Keep a copy off-site as a theft or loss of the only existing backup tape due to a disaster will not help with data restoration
Consider making the databases web-based. For ex- ample, use an ASP (application service provider) to store the database online
Consider a redundant data center where information would be mirrored in separate locations
[bookmark: _Toc286938050][bookmark: _Toc287358948]Data Security—Use technical and physical security measures to protect the data
Encrypt data and provide a key only to those authorized to view it
Store media in a fire-proof lock-box
Use password protection to gain access to systems where data is located
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