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[bookmark: _Toc34636019][bookmark: _Toc485283729][bookmark: _Toc417051612]Executive summary
[bookmark: Audit_context]As part of its clinical trial safety obligations as a Sponsor, SPONSOR mandated Sunnikan Consulting to conduct an audit of its Contract Research/Safety Organisation (CRO/CSO), CRO/CSO name located in City, COUNTRY.
SPONSOR outsources to CRO/CSO the management of clinical trial safety activities (such as main subcontracted activities).
The audit was conducted on xxx by xxx in CRO/CSO facilities, in xxx, according to the agenda sent on xxx.
[bookmark: Audit_objectives]This audit was aimed at assessing:
CRO/CSO organisation with regards to clinical trial safety,
the quality system applicable to clinical trial safety activities, including the qualification and training of the personnel,
the management of the clinical trial safety activities and corresponding documentation,
the compliance of the clinical trial safety activities with the applicable regulatory requirements,
the reporting to SPONSOR.

	Overall, it may be noted that:


No critical or major observation was noted. xx findings were identified: xx were classified as major, xx as minor and xx are comments.
The major findings concern the following:
Organisation:

Quality system:

Qualification and training:





The results of this audit are the reflection of a non-exhaustive review of the quality system and safety activities and, based on the available documentation and the interviews conducted during the audit.



[bookmark: _Toc34636020]Audit plan
[bookmark: _Toc34636021]Audit methodology

	Audit objectives
	To check and assess the clinical trial safety system and its quality system, as well as the responsibilities and tasks delegated by CRO/CSO to ensure the compliance with the requirements of the contract signed with CRO/CSO as well as of the applicable legislation.

	Main audit standards
	Directive 2001/20/EC
Detailed guidance CT-3, June 2011
Regulation 536/2014/EC
Regulation 2017/745/EC
ICH E6 (R2) "Note for guidance on good clinical practice"
ISO 14155:2020
MDCG 2021-10Rev.1
21 CFR Part 312 (§ 32 & 33) and 812 (§46 & §150)
Guidance for Industry and Investigators - Safety Reporting Requirements for INDs and BA/BE Studies, FDA, December 2012
Guidance for Clinical Investigators, Sponsors, and IRBs - Adverse Event Reporting to IRBs, FDA, January 2009
Articles L.1123-10 and R.1123-45 to R. 1123-62 of the French Public Health Code
Regulation (EU) 2016/679 ("GDPR")
Loi n° 78-17 du 6 Janvier 1978 relative à l'informatique, aux fichiers et aux libertés et ses modifications, France
Benchmark methodologies MR-001 and MR-003
Service agreements signed between CRO/CSO and SPONSOR
Protocol and Safety Management Plan of the xxx trial

	Audit scope
	1. CRO/CSO 's organisation for clinical trial safety activities
1. Quality system applicable to the clinical trial safety activities:
· safety regulatory monitoring
· quality documentation
1. Qualification and training of the personnel involved in clinical trial safety activities
Project management at compound and study levels, implementation and follow-up of the services provided to SPONSOR, including the management of the Safety Project Plans and the other clinical trials documents
Risk management (with regard to the services provided to SPONSOR)
Management of the xxx clinical trial safety activities, including:
· collection, recording, processing, assessment and submission to the Competent Authorities and Ethics Committees, as applicable, of (S)AEs and Device Deficiencies
· information of the Investigators
· preparation and submission of DSURs and other periodic reports, if applicable
· management of new safety events and urgent safety measures, if applicable
· reconciliation of the clinical and safety databases
· monitoring of the investigational product and trial risk-benefit ratio, if applicable
· blind management,
Brief review of the safety database validation documentation and data migration documents
Personal data protection
Security (physical and logical) and business continuity
Documentation (tracking) and filing (electronic and hard copies) of the documents

	The audit consisted in interviews on the different topics and reviews of the corresponding documentation. Due to a lack of time and in agreement with the auditees, the xxx and xxx topics were not covered during the audit.


[bookmark: _Toc34636022]Audit attendees
	Alphabetical order
	Opening meeting
	Closing meeting
	Interview

	
	
	
	

	
	
	
	

	
	
	
	


xxx, xxx, SPONSOR, attended the audit as an observer.
[bookmark: _Toc417051619][bookmark: _Toc485283737][bookmark: _Toc34636023][bookmark: _Toc192994522][bookmark: _Toc194738681][bookmark: _Toc328381861]Audit findings grading 
According to the classification of the EMA, the findings are classified as critical, major or minor.

	"Critical
Conditions, practices or processes that adversely affect the rights, safety or well-being of the subjects and/or the quality and integrity of data.
Critical observations are considered totally unacceptable.
Possible consequences: rejection of data and/or legal action required
Remark: Observations classified as critical may include a pattern of deviations classified as major, bad quality of the data and/or absence of source documents. Manipulation and intentional misrepresentation of data belong to this group.
Major
Conditions, practices or processes that might adversely affect the rights, safety or well-being of the subjects and/or the quality and integrity of data.
Major observations are serious deficiencies and are direct violations of GCP principles.
Possible consequences: data may be rejected and/or legal action required
Remark: Observations classified as major, may include a pattern of deviations and/or numerous minor observations.
Minor
Conditions, practices or processes that would not be expected to adversely affect the rights, safety or well-being of the subjects and/or the quality and integrity of data.
Possible consequences: Observations classified as minor, indicate the need for improvement of conditions, practices and processes.
Remark: Many minor observations might indicate a bad quality and the sum might be equal to a major finding with its consequences.
Comments
The observations might lead to suggestions on how to improve quality or reduce the potential for a deviation to occur in the future."
(Procedure for reporting of GCP inspections requested by the Committee for Medicinal Products for Human Use (CHMP), EMA, March 2017)




[bookmark: _Hlk168322114][bookmark: _Toc34636024][bookmark: _Toc466881517][bookmark: _Toc485283739][bookmark: _Toc192994523][bookmark: _Toc194738682]List of abbreviations



Audit report
[bookmark: _Toc414368759][bookmark: _Toc478143790][bookmark: _Toc486942052][bookmark: _Toc34636025]Relationship between SPONSOR and CRO/CSO
[bookmark: _Toc478143791][bookmark: _Toc486942053][bookmark: _Toc34636026]Contractual agreement
The first contract between SPONSOR and CRO/CSO was signed in date.
The current contract has been applicable since date and has been completed by xx amendments.
It includes a detailed scope of services describing the responsibilities of each party.
SPONSOR outsources to CRO/CSO the following clinical trial safety activities for all its clinical trials:
xxx.
The subcontracted activities are supervised by SPONSOR's function of the person responsible for the supervision.

	Finding # Grade

	Blablabla

Main audit standards

	Suggestions	Comment by Catherine MERAT: À supprimer si pas prévu au devis

	



[bookmark: _Toc478143792][bookmark: _Toc486942054][bookmark: _Toc34636027]Concerned trials
The clinical trials covered by the contract signed between SPONSOR and CRO/CSO are the following (listed in xxx of the agreement):
Xxx.
[bookmark: _Toc478143793][bookmark: _Toc486942055][bookmark: _Toc34636028]Reporting to SPONSOR
The xxx sends weekly activity report, by email, to SPONSOR. it includes xxx.
In addition, at least one annual meeting is organised between CRO/CSO and SPONSOR.
[bookmark: _Toc478143794][bookmark: _Toc34636029]Presentation of CRO/CSO and its organisation
[bookmark: _Hlk153289736][bookmark: _Toc417051621][bookmark: _Toc486942057][bookmark: _Toc240963606][bookmark: _Toc328381874]CRO/CSO is a CRO/CSO located in City, COUNTRY.
It was created in date.
CRO/CSO employs xxx people, including xxx.
The turnover over the past xx years is of xx%.
CRO/CSO ensures the following activities for its clients:
Xxx,
Xxx.
CRO/CSO has xxx clients, mainly pharmaceutical companies.
CRO/CSO manages around xxx clinical trial cases per year in total and prepares approximately xxx DSURs.
[bookmark: _Toc478143795][bookmark: _Toc34636030]CRO/CSO's general organisation
[bookmark: _Hlk153289753]CRO/CSO's organisation is described in a functional organisational chart, dated date and signed by CRO/CSSO's CEO.
It is up-to-date and reflects CRO/CSO current organisation.
There are X Units/Departments/Services:
xxx
xxx
, which undertake the activities for SPONSOR.
[bookmark: _Toc478143796][bookmark: _Toc34636031]CRO/CSO's organisation for the provided services
Xxx people are involved in the pharmacovigilance activities performed on behalf of SPONSOR:
xxx.
A list with all the involved people is available and it is accurate (dated date).
CRO/CSO manages around xx clinical trial cases per year for SPONSOR and xx DSURs.
[bookmark: _Toc430615049][bookmark: _Toc478143797][bookmark: _Toc34636032][bookmark: _Toc417051628][bookmark: _Toc486942062]Quality Management System
[bookmark: _Toc430615050][bookmark: _Toc478143799][bookmark: _Toc34636033][bookmark: _Hlk153289935]Quality documentation
[bookmark: _Hlk153289778]The applicable documents are CRO/CSO and SPONSOR quality documents.
The management of quality documents is described in the procedure xxx "xxx", version xxx, dated date.
The quality documents are managed in an electronic document management system (tool name)/hard copies.
They are subject to a writing/review (by xxx)/approbation process (by xxx).
They are revised at least every xx years.
The quality documents are up-to-date and cover all processes.
The training to the quality documents is ensured before they become applicable.

However, xxx.
Examples are provided in the table below:

	SOP ID
	SOP Title
	Comments

	
	
	

	
	
	

	
	
	

	
	
	


[bookmark: _Toc478143800][bookmark: _Toc34636034][bookmark: _Toc430615055][bookmark: _Toc417051631][bookmark: _Toc430615051]Quality Controls
 Quality controls are performed by _ on 
 Quality controls are documented.
 There are quality metrics.
Continuous improvement: audits
The internal audit process is described in the procedure xxx "xxx", version xxx, dated date.
An internal audit programme over xx years is established by xxx based on the risk-based approach audit strategy.
The audit strategy includes the xx criteria: xxx that are taken into account xxx.
Internal audits are performed according to the annual calendar (xxx). 
CAPAs are implemented following audits and tracked in xxx (xxx).
CRO/CSO is regularly audit by its clients (xx audits/month). The present audit is the xx audit by SPONSOR.
CRO/CSO has already be inspected by the ANSM/FDA xx times through its clients.
[bookmark: _Toc430615056][bookmark: _Toc34636035]Continuous improvement: non-conformities/deviations and CAPAs management
The management of non-conformities/deviations is described in the procedure xxx "xxx", version xxx, dated date.
Any identified non-conformity/deviation is transmitted to xxx.
CSO records all non-conformities/deviations in xxx.
CAPAs are implemented following non-conformities/deviations and tracked in xxx.
[bookmark: _Toc430615059][bookmark: _Toc478143798][bookmark: _Toc34636036][bookmark: _Toc478143803][bookmark: _Toc478143801][bookmark: _Toc430615058]Clinical trial safety regulatory monitoring
The regulatory watch process is described in the procedure xxx "xxx", version xxx, dated date.
The regulatory watch is performed by xxx, using newsletter, IDRAC, every xxx.
The results of the search are documented in xxx.
A documented impact analysis is performed in order to ensure that the processes in place are conducted in accordance with the applicable regulatory requirements.
[bookmark: _Toc34636037]Compliance measurement
The compliance management is described in the procedure xxx "xxx", version xxx, dated date.
Indicators are measured and an objective is defined for each one:
Xxx.
The xxx analyses the results.
The indicators are sent to SPONSOR on a monthly basis.
[bookmark: _Toc34636038]Personnel qualification and training
[bookmark: _Toc34636039]Personal files
Personal files are kept for each collaborator including the CV, Job Description and training records (training plan, training certificates, attendance sheets, training material, etc.).
The personal files of the following people were reviewed during the audit:
Name, function,
Name, function.

	Name, function
	Date of entry in the company or in the function
	CV
	Job Description

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



The CVs are up-to-date, dated and signed.
There is a job description for each function. They are managed by xxx. The Job description details the responsibilities, tasks, hierarchical relationship, qualification required of each function and is signed by the employee and his/her manager as well as the Human Resources.
[bookmark: _Toc34636040]Initial and continuous training
The training process is described in the procedure xxx "xxx", version xxx, dated date.
It covers the initial and continuous training of the personnel.
Upon arrival in the company an initial training is initiated. It consists in xxx (training to vigilance regulatory requirements, to quality documents, to tools, to SPONSOR products and specific requirements, etc.) according to a training plan/training matrix established for each function.
The training is assessed through a test. A score of xxx is required to pass the test and validate the training. 
When the minimal score is not obtained, a re-training is organised.
When the training is completed, it is checked by xxx and the collaborator is considered qualified. It is documented on xxx.
A continuous training plan is prepared each year, including xxx.
CSO personnel is appropriately qualified and trained to pharmacovigilance regulatory requirements and activities.
[bookmark: _Toc486958783][bookmark: _Toc34636054][bookmark: _Toc486942072]
The personal records were checked for the following persons:

	Name
Position
	Job Description
	CV
	Training and Qualification

	
	
	
	



Regulatory compliance
[bookmark: _Toc486958775]Regulatory monitoring
 The regulatory monitoring process is described in the procedure xxx "xxx", version xxx, dated date.
 The regulatory monitoring is performed by xxx, using newsletter, IDRAC, every xxx.
 
 A documented impact analysis is performed in order to ensure that the processes in place are conducted in accordance with the applicable regulatory requirements.
 The country-specific clinical trial safety regulatory requirements are available xxx.
 The newest French vigilance requirements have been taken into account.
Personal data protection
Outside clinical trials specifications
 The Vendor / LABO has appointed a Data Protection Officer (DPO) : name
 The DPO has been communicated to the Supervisory Authority and is mentioned in the organizational chart.
 DPO's job description clearly identifies its missions and responsibilities.
 DPO is appropriately trained.
 Internal DPO has no conflict of interest with any other task fulfilled within the company.
 The Vendor / LABO maintains a record of processing activities including:
·  processing activities outside clinical trials
·  processing activities for clinical trials
·  processing activities for CTIS
For a specific clinical trial
 Data Controller (Responsable du Traitement) is located in the European Union.
 Data Controller is not located in the European Union, but has appointed a representative [Name of the representative] in the European Union, located in …
Therefore, the following regulation is applicable:
·  GDPR
·  LIL4 (Loi Informatique et Libertés version 4)
·  MR-00X

	"(80) Lorsqu'un responsable du traitement ou un sous-traitant qui n'est pas établi dans l'Union traite des données à caractère personnel de personnes concernées qui se trouvent dans l'Union et que ses activités de traitement sont liées à l'offre de biens ou de services à ces personnes dans l'Union, qu'un paiement leur soit demandé ou non, ou au suivi de leur comportement, dans la mesure où celui-ci a lieu au sein de l'Union, il convient que le responsable du traitement ou le sous-traitant désigne un représentant" (Règlement Européen 2016/679 relatif à la protection des personnes physiques à l'égard du traitement des données à caractère personnel et à la libre circulation de ces données, Version au 25 mai 2016)


 The Vendor / LABO has signed a compliance statement regarding the Benchmark Methodology MR00X, dated……………….., and can proof its commitments through:
·  a security and confidentiality policy, made available for the whole staff (how, which evidences)
·  technical and organizational measures to ensure data confidentiality and security (name the documents accurately): 
·  procedures related to data protection, including:
·  assessment of subcontractors regarding data protection elements
·  management of data breaches
·  assessment of clinical trial's compliance with the corresponding MR prior the start of the trial (name the available documents, such as CL) and steps nearby Authorities if applicable
·  definition of data flows for each clinical trial
·  secure transmission of information towards other partners (subcontractors, investigational sites…)
·  collaboration with data controller in data impact analysis
·  data transfers outside EU
Risk management
Voir CL_System
[bookmark: _Toc34636055][bookmark: _Hlk168322635]Project management
Voir CL_System
[bookmark: _Toc34636056]Clinical trial documentation
Trial documentation
Latest protocol version
Safety management plan
Latest SmPCs/IB versions
New events
The Head of Clinical trial safety Department approves the clinical trials protocols.
The Clinical trial safety Department is a recipient of the new versions of the trial documents in case of update (e.g. new version of the protocol following a substantial amendment).
[bookmark: _Toc486942073][bookmark: _Toc34636057]Management of SAEs
☐ Number of SAEs since the beginning of the trial
☐ Number of SUSARs since the beginning of the trial
Reception
☐ By CRO / Sponsor
☐ Receipt date
☐ Transmission timeframe
☐ AR
The management of SAEs is described in the procedure xxx.
Most SAEs are directly received by xxx fax or email. SAEs are managed according to the same process as ADRs.
[bookmark: _Toc486942075][bookmark: _Toc34636059]SAE register
☐ SAE register completed
0. [bookmark: _Toc486942076][bookmark: _Toc34636060]Duplicate check
☐ Duplicate check procedure
Translation of source documents (ajout LMA à valider)
À détailler
Translations done internally or outsourced ?
Accuracy of translation documented ?

[bookmark: _Toc486942078][bookmark: _Toc34636062]Data entry/Assessment
☐ Data entry (consistency) (cases to check)
Note : data can be checked against the CRF. But the CRF data cannot be used as source for PV purposes (as not validated by the Investigator). (should be handled through queries sent to the site for confirmation).

☐ Assessment
Seriousness (check)
Causality (in addition to the Investigator causality assessment, if assessment is different both assessment are to be included in the case report)
Expectedness (according to RSI (SmPC or IB))
☐ Special situations
Overdose
Other special situations (misuse…)
☐ Device Deficiencies that could have led to a serious adverse event
☐ Coding
☐ Validation
☐ QC
Unblinding
☐ Unblinding procedure
☐ Blinding maintenance for the Sponsor (at least for EU Sponsor personnel involved in data analysis, etc.)
☐ Blinding maintenance for EU Investigators (unless it may have an impact on patients safety)
Follow-up
☐ Follow-up procedure
The Clinical trial safety Department prepares the requests for additional information (DCFs) and transmits them to the CRO which is in charge of the sending to Investigators. Replies to DCFs are directly received by the Clinical trial safety Department.
[bookmark: _Toc486942081][bookmark: _Toc34636065]Case documentation/Filing
☐ Source documents
☐ Validated CIOMS
☐ Proof of reporting if applicable + AR
Expedited reporting
☐ EudraVigilance registration
☐ Reporting to Competent Authorities
☐ Reporting to the EMA via EudraVigilance EVCTM
☐ Reporting to Ethics Committees
☐ Investigators information (periodic in the EU)
☐ Modalities for reporting tool and maintenance: spreadsheet (Authorities and Ethics Committees)
☐ Auxiliary products
The Clinical trial safety Department is responsible for the reporting of SUSAR to the Competent Authorities and the Clinical Manager is in charge of the reporting to Ethics Committees.
In case of blinded trials, the Clinical trial safety Department is in charge of the unblinding of related SAE for the corresponding patient treatment. The envelopes with the randomisation lists are kept in a locked cupboard. If the case is a SUSAR, the Clinical trial safety Department ensures the reporting to Ethics Committees.
The Clinical trial safety Department maintains a recap table of the reporting requirements. The recap table of reporting requirements for clinical trials only includes the European requirements although a study is also conducted in other countries.
[bookmark: _Toc486942083][bookmark: _Toc34636067]Information of Investigators
xxx
AEs and Deficiencies review/Reconciliations
☐ Review of AEs (seriousness)
☐ Reconciliation process
Frequency, criteria, documentation, etc.
Documentation of the changes following the reconciliation
☐ Sponsor monitor
☐ Clinical database
The Clinical trial safety Department monthly sends regularly the list of all SAE received to the xxx for reconciliation. The reconciliation is documented in xxx.
There is no systematic review / reconciliation of all AE by Pharmacovigilance in order to identify SAE that may not have been previously identified / transmitted.
[bookmark: _Toc486942085][bookmark: _Toc34636068]DSUR management
[bookmark: _Hlk168323832]Annual reports are not mandatory in the EU  for Medical Devices
☐ DSUR schedule established and maintained
Annual DSUR
☐ Requests for information (regulatory data, sales data, clinical data (interventional and non-interventional, pre-clinical data, efficacy data…), documentation
☐ Format and content
☐ Management of requests from Competent Authorities (assessment report)
☐ Reporting to Competent Authorities, documentation
☐ Blind maintenance for the Clinical team
☐ Reporting to Ethics Committees
☐
☐ Filing
The DSURs are drafted by the xxx based on the safety data and the information provided by the contributors and reviewed by the xxx responsible for the corresponding studies and the Head of Clinical trial safety Departrment.
The following inconsistencies were identified during the review of DSUR Nr xxxx covering the period from xxx to xxx:

	Chapter / Page
	Inconsistency
	Reference

	
	
	

	
	
	

	
	
	


[bookmark: _Toc486942086][bookmark: _Toc34636069]Monitoring of the benefit/risk balance of the study
☐ Documentation
☐ Information of Competent Authorities
The monitoring of the benefit/risk balance of the study is under the responsibility of a xxx.
[bookmark: _Toc486942087][bookmark: _Toc34636070]Safety issues/New events
New events reports are not mandatory in the EU  for Medical Devices
☐ Information of Competent Authorities
☐ Information of Ethics Committees
☐ Information of Investigators
The process of management of safety issues or new events occurring during clinical trials is not specifically described.
At the time of the audit no new event has been identified in SPONSOR clinical trials.
[bookmark: _Toc430615061][bookmark: _Toc478143804][bookmark: _Toc34636053][bookmark: _Toc34636048][bookmark: _Toc34636071][bookmark: _Toc531878038]Filing and archiving of clinical trial safety-related documents
☐ CSO only keeps in paper the source documents directly received at CRO/CSO (e.g. replies to follow-up requests). All other documents are kept electronically and sent to SPONSOR as it comes along.
☐ The hard copies of the documents are kept in filing room the access of which is restricted to the authorised personnel. The room is protected against fire and water damages (smoke detectors, sprinklers, secure cupboards, etc.).
☐ The paper documents are sent to SPONSOR annually (for closed cases).
[bookmark: _Toc430615063]Facilities, equipment, computerised systems and business continuity
[bookmark: _Toc478143806][bookmark: _Toc34636049]Facilities and equipment
The facilities and equipment are adequate and secure.
[bookmark: _Toc34636050]IT security
The management of the IT systems is described in the procedure xxx "xxx", version xxx, dated date.
Each collaborator has an individual access to his/her the computing system: individual username and password which has to be changed every xxx days.
Backups are in place in order to ensure the quality, accuracy, reliability, integrity, availability and completeness of the data: xxx (servers, data centres, etc.).
[bookmark: _Toc34636051]Management of the clinical trial safety database and other computerised system relevant for vigilance activities
The management of the clinical trial safety database xxx is described in the procedure xxx "xxx", version xxx, dated date.
The clinical trial safety database was validated.
The validation process was based on the GAMP 5. The validation documentation includes (non-exhaustive list):
a validation plan, including a risk analysis,
a traceability matrix which identifies the tests protocols,
a validation protocol,
a validation report, version xx, dated date and signed by xxx. Xx deviations were identified: xxx.
Maintenance in a validated state – change control.
There is a list of all the people who have access to the clinical trial safety database (new access, deletion of access).
The other computerised systems are relevant for vigilance activities are the following:
Xxx, validated on xxx,
medical information database, validated on xxx.
[bookmark: _Toc34636052]Business continuity
There is a "Business continuity plan and disaster recovery plan" described in "xxx" version xxx, dated date.
It includes a risk analysis which led to risks with different scores and for each risk (fire, intrusion, loss of data, hacking, viruses, loss of internet and telephone connections, etc.), mitigation measures are established.
The recovery of activities is also covered by the procedure, and verification means are foreseen to ensure that all of the activities performed during the incident/failure were correctly "recovered".
The Business continuity plan is regularly tested and the tests are documented: xxx.
[bookmark: _Toc430615060][bookmark: _Toc478143802][bookmark: _Toc34636041][bookmark: _Toc430615062][bookmark: _Toc478143805]Personal data protection
[bookmark: _Toc34636042]Contractual arrangements for data protection between SPONSOR and CSO
Roles and responsibilities between controller and processor (service provider) are defined in…
Roles and responsibilities between controller and processor are appropriately determined.
Processor engages other processor(s) only with written prior controller's authorization.
[bookmark: _Toc34636043]DPO
A DOP has been appointed:
This designation is documented in… (organization chart updated?)
There is a job description for the DPO.
[bookmark: _Toc514410603][bookmark: _Toc34636044][bookmark: _Toc514410599]Data Protection Documentation
There is a "Data Security and Confidentiality" policy, version _, date_
There is a SOP "Personal Data Protection".
There is a record of data processing activities.
The record is maintained by…
The record is updated.
There is a detailed sheet for each data processing (description, impact assessment, protection measures…).
[bookmark: _Toc34636045]Data Protection Impact Assessment
A data protection impact assessment has been performed.
This impact assessment is documented.
This impact assessment is performed prior data processing activities.
This impact assessment includes:
a systematic description of the envisaged processing operations and the purposes of the processing, including the legitimate interest pursued by the controller,
an assessment of the necessity and proportionality of the processing operations in relation to the purposes,
an assessment of the risks to the rights and freedoms of data subjects,
the measures envisaged to address the risks (safeguards, security measures and mechanisms to ensure the protection of personal data and to demonstrate compliance with this Regulation).
Actions issued from the impact assessment are centralized in… / followed by… 
[bookmark: _Toc514410600][bookmark: _Toc34636046]Security of processing
Technical and organizational measures for security of processing are implemented.
These measures are described in …
These measures include:
pseudonymisation,
encryption,
the ability to ensure the ongoing confidentiality, integrity, availability and resilience of processing systems and services,
the ability to restore the availability and access to personal data in a timely manner in the event of a physical or technical incident,
a process for regularly testing, assessing and evaluating the effectiveness of technical and organisational measures for ensuring the security of the processing,
data minimising,
data protection policy,
approved codes of conduct,
certification.
[bookmark: _Toc514410601][bookmark: _Toc34636047]Transfer of personal data
Transfer of personal data to third countries is performed in a way that ensures the level of protection requested by the Regulation (checked by CSO according to the contract signed with SPONSOR):
Adequacy Decision,
legally binding and enforceable instrument between public authorities or bodies,
Biding Corporate Rules (BCR),
standard data protection clauses adopted by the Commission,
standard data protection clauses adopted by a supervisory authority and approved by the Commission,
approved code of conduct,
approved certification mechanism.
Each data transfer to third countries is documented.
Version history of the audit report
	Version
	Date
	Comments

	V0.1
	
	Delivery of the draft version for review by the audit sponsor

	V1.0
	
	Delivery of the signed version after receipt of the audit sponsor's comments received on ….
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