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	Audit requested by:
	

	Audit type:
	Vendor audit

	Audited Provider:
	

	Computerized System:
	SYSTEM

	Auditor:
	

	Audit dates:
	

	Audit location
	Remote audit



Please fill in the following questionnaire and provide relevant evidence for each topic falling in the scope of the audit (e.g. quality documents, records, etc.).
As far as possible, address your processes as well as CLIENT specifications in your answers.
As the audit is conducted remotely:
evidence must be available using secure media (e.g. sFTP, SharePoint folder),
documentation must be accessible to the Auditor during the entire audit period.
We thank you in advance for your collaboration.

	This audit questionnaire is the intellectual property of Sunnikan. It is strictly confidential and is protected by a Sunnikan copyright. Any use, reproduction or dissemination, whether in whole or in part, is strictly prohibited. Sunnikan reserves the right to seek any legal remedy available in order to protect its property from use, reproduction or dissemination which would not be subject to a contract or prior agreement.
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[bookmark: _Toc489614541]Introduction
[bookmark: _Toc489614542]Audit context
As part of its xxx obligations/activities, CLIENT is using the computerized system SYSTEM, provided by PROVIDER, Provider located in COUNTRY.
PROVIDER is in charge of SYSTEM development, maintenance and hosting.
In that context, CLIENT requested Sunnikan to conduct a remote audit of SYSTEM management by PROVIDER, mainly focusing on documentation review.
[bookmark: _Toc489614543]Audit Agenda and Methodology
	Audit objective
	To assess the quality and operational processes implemented by PROVIDER to manage the SYSTEM computerized system, in terms of CSV (including data migration from legacy system), change control, hosting, security and regulatory compliance

	Audit scope
	

	Main audit standards
	

	Main audited documentation
	Quality documentation (SOPs and associated records) applicable to the audited activities/processes
Documentation related to staff qualification and training (Staff Log, Job Descriptions, CVs, training matrix and records, etc.)
Documentation related to SYSTEM hosting, security and business continuity
For the core-system and study-specific application: documentation related to validation/migration operations and change control.
Note: the column "expected evidence" in the questionnaire is used by Sunnikan to give some examples of expected documentation to be available for the audit. It should not be considered as an exhaustive list by PROVIDER. PROVIDER should reference and provide any other relevant evidence, depending on its own documentation architecture.

	Agenda
	Please note that the following schedules are given in French local time.

date: completed audit questionnaire returned to Sunnikan by PROVIDER

date: access provided by PROVIDER to Sunnikan to:
the audited documentation
other, if applicable (e.g. study eTMF)
(access to be provided until date included)

Day 1
	14:00 – 16:00
	Opening teleconference: 
Purpose and scope of the audit
Presentation by PROVIDER of its general organization for the implementation of SYSTEM, and processes implemented for CSV, data migration, change control, security, etc. (according to the defined audit scope)

	16:00-18:00
	Documentation review by Sunnikan



Day 2
	10:00 – 13:00
14:00 – 16:00
	Documentation review by Sunnikan

	16:00 – 17:00
	Interim teleconference: to discuss on possible findings, to obtain clarifications on some processes, to request additional documents, etc.

	16:00 - 18:00
	Documentation review by Sunnikan



Day 3
	10:00 – 13:00
	Documentation review by Sunnikan

	14:00 – 15:00
	Preparation of the closing teleconference

	15:00 - 16:00
	Closing teleconference: positive points, summary of main findings




	Other methodological aspects
	To facilitate the conduct of the audit, Sunnikan suggests that PROVIDER organizes the conference calls to ensure the involvement of relevant PROVIDER's representatives.
Please note that CLIENT's representatives may attend the opening and closing teleconferences.
During the preparation phase or the course of the audit, PROVIDER may contact Sunnikan (and conversely) by email or phone to:
obtain clarifications, information, additional documents
discuss some issues.


[bookmark: _Hlt470424325][bookmark: _Toc437355334][bookmark: _Toc489614544][bookmark: _Toc348438911][bookmark: _Toc26864461][bookmark: _Toc27455432][bookmark: _Toc27534952][bookmark: _Toc28061668][bookmark: _Toc28062569][bookmark: _Toc28062931][bookmark: _Toc28399544]Abbreviations
CAPA	Corrective Actions / Preventive Actions
CSV	Computerized Systems Validation
CV	Curriculum Vitae
eTMF	electronic Trial Master File
ICSR	Individual Case Safety Report
IT	Information Technology
JD	Job Description
PV	Pharmacovigilance
QA	Quality Assurance
QC	Quality Control
QMS	Quality Management System
SOP	Standard Operating Procedure
WI	Working Instruction
[image: Logo_Sunnikan]

[image: Logo_Sunnikan]

	
Sunnikan Consulting
231 rue La Fontaine
94120 Fontenay-sous-Bois, France
	
+33 (0)1 55 97 13 13
contact@sunnikan.com
www.sunnikan.com
	
Sunnikan Consulting
SAS au capital de 100 000 €
RCS Créteil B 409 032 240 APE 7490B


Sunnikan Consulting / A_CSV_Questionnaire_En.docx / Page 1/17

Sunnikan Consulting / A_CSV_Questionnaire_En.docx / Page 16/17
[bookmark: _Toc489614545]General information
	
	
	To be filled in by PROVIDER

	Items
	Expected evidence
	Answer/brief description
	Provided evidences

	Main contact persons for the audit
(name, function, email, phone)
	---
	
	

	Company set-up date
	
	
	

	Company Legal status
	
	
	

	Belonging to a Holding
(if yes, specify)
	
	
	

	Subsidiary companies
(if yes, specify)
	
	
	

	Connections with other companies
(if yes, specify)
	
	
	

	Business activities
	
	
	

	List of main customers
	
	
	

	Main services provided and key locations
	Company presentation
	
	

	Number of employees
(total and per key Department)
	
	
	

	Turn over (past 3 years)
	
	
	

	Is an up-to-date company organizational chart maintained?
	Org chart(s)
	
	

	What is your global organization for managing SYSTEM related services?
	
	
	

	Please provide a brief description of SYSTEM
	SYSTEM presentation
	
	

	RELATIONSHIP WITH CLIENT:
	
	
	

	Is a contractual/services agreement in place, covering the SYSTEM-related services?
	* Agreement
* Change orders
	
	

	Please detail main services contractually agreed with CLIENT
	---
	
	

	Are there any services related to SYSTEM management subcontracted by PROVIDER in the framework of the contractual agreement with CLIENT?
If yes, please specify concerned services, Providers/Vendors and location, type of contractual agreement and signature date, date of last audits performed and main conclusions
Ou utiliser section 7
	* Agreement
* Change orders
* Audit agendas and/or certificates
	
	

	Please detail your general organization for ensuring SYSTEM-related services for CLIENT
	---
	
	

	In case of migration
Please detail the organization implemented by your company for managing the SYSTEM replacement
	---
	
	


[bookmark: _Toc489614546]
If the remote audit is not directly conducted with the PROVIDER but with the CRO using this provider, the following can be considered:
Is a contractual/services agreement in place between CRO and PROVIDER, covering the SYSTEM-related services?
Please detail main services contractually agreed with PROVIDER
Have you conducted a qualification audit of PROVIDER? (please detail main conclusions and status of the CAPA plan)
Is a follow-up audit scheduled?


Staff qualification and training
	
	
	To be filled in by PROVIDER

	Items
	Expected evidence
	Answer/brief description
	Provided evidences

	What is your general process for managing staff qualification and training? 
	* SOPs related to:
JD management
CV maintenance
Staff training (newcomer & continuous training)
* JD list
* Training plan (past 3 years)
	
	

	How are training records maintained?
	Related SOP(s)
	
	

	Do written Job Descriptions exist for all company staff?
	Related SOP(s)
JD list
	
	

	Are CVs maintained for all company staff?
	Related SOP(s)
	
	

	Please provide a copy of personal files for the following PROVIDER representatives involved in the following areas:
Quality Assurance
IT Development
CSV
Migration
Technical Support
	CV, JD, training records (regulations, SOPs, eTMF, CSV, etc.) for relevant staff member (at least 1 per key position)
	
	


[bookmark: _Toc489614547]


Quality Management System
	
	
	To be filled in by PROVIDER

	Items
	Expected evidence
	Answer/brief description
	Provided evidences

	Is your company certified?
(e.g. ISO certification)
	Certificate(s)
	
	

	Is quality risk management integrated in your QMS approach?
	
	
	

	Please describe your QA organization
(QA staff, main activities…)
	
	
	

	How is your QMS organized?
(in terms of Policies, SOPs, records…)
	Quality Manual or equivalent (e.g. QA plan)
	
	

	Is a quality policy defined?
	Quality Policy
	
	

	Are quality objectives and/or quality indicators defined?
If yes, how are they managed?
	List of objectives and/or indicators
	
	

	How internal communication on quality is managed?
	
	
	

	Are periodic Management/Quality Reviews conducted?
	Related SOP(s)
Last meeting minutes
	
	

	Do you maintain a list of applicable quality documents?
	Related List(s)
	
	

	What is your current process for quality documents maintenance?
(i.e.. SOPs creation/update, current lifecycle)
	Related SOP(s)
	
	

	How is staff trained on the new/updated SOPs?
	Related SOP(s)
	
	

	Are SOPs shared with clients?
	
	
	

	Please provide us with a copy of SOPs/WIs applicable to the SYSTEM management (setup, validation, change control / maintenance, security aspects, user management, etc.)
	* List of applicable quality documents
* Copies of applicable SOPs/WIs
	
	

	CONTINUOUS IMPROVEMENT:
	
	
	

	Is your company regularly audited by clients and/or inspected by Regulatory Authorities?
Please detail for the past 3 years
	
	
	

	Are internal audits conducted on a regular basis?
Please detail for the past 3 years (audits types).
By whom internal audits are conducted?
	Related SOP(s)
Audit plan 2017
	
	

	How CAPA are managed?
	Related SOP(s)
	
	

	Does a quality control process exist for operational activities?
	Related SOP(s)
	
	

	What is your current process for managing noncompliance/deviations?
	Related SOP(s)
	
	

	Have any noncompliance/deviation been reported for the SYSTEM since its implementation for CLIENT?
	Related log
	
	

	If yes, have these been shared with CLIENT?
	Communication to CLIENT
	
	

	How clients' complaints are managed?
	SOP Related SOP(s)
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Regulatory Compliance
	
	
	To be filled in by PROVIDER

	Items
	Expected evidence
	Answer/brief description
	Provided evidences

	Is there a regulatory intelligence process in place within your organization?
Please detail process and key staff involved
	Related SOP(s)
	
	

	Is a list of the main regulatory standards applicable to your activities maintained?
	List of regulatory standards or equivalent
	
	

	How do you guarantee that staff involved in SYSTEM management is aware of applicable regulation and new regulation?
	Related SOP(s)
	
	

	How do you guarantee that applicable regulation/new regulation are taken into account in SYSTEM IT development, validation and maintenance?
	Related SOP(s)
	
	

	Who is in charge of ensuring personal data security and confidentiality according to regulatory requirements?
	
	
	

	How personal data protection regulatory requirements are taken into account?
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Control of subcontracted activities
	
	
	To be filled in by PROVIDER

	Items
	Expected evidence
	Answer/brief description
	Provided evidences

	Do any services are subcontracted?
If yes, please specify concerned services, Providers/Vendors and location, type of contractual agreement and signature date, date of last audits performed
	
	
	

	Is a qualification process in place?
If yes, detail main steps, periodicity of audits
	Related SOP(s)
	
	

	Is a list of qualified Providers/Vendors maintained?
	Related list(s)
	
	

	For non-qualified Providers/Vendors, is a selection process in place?
If applicable, indicate concerned Providers/Vendors
	Related SOP(s)
	
	

	How subcontracted activities are controlled and evaluated?
Please specify key elements.
	Related SOP(s)
	
	

	Which subcontracted services concerned CLIENT?
Specify:
if they have been qualified
dates of the last audits performed
main conclusions of the audits
	Contractual agreements
Audit certificates
	
	


[bookmark: _Toc489614550]


SYSTEM management (core-system)
Current release: 	
Date of release: 	
Please confirm that this version is currently for CLIENT: 	
[bookmark: _Toc489614551]IT development
	
	
	To be filled in by PROVIDER

	Items
	Expected evidence
	Answer/brief description
(general process as well as CLIENT specificities)
	Provided evidences

	GENERAL ORGANIZATION
	
	
	

	Please describe your organization for managing IT development of SYSTEM, including:
staff involved, methodology followed (V cycle, Agile..), main operations, documentation architecture…
management of core-system and dedicated client application instance
deployment policy? (i.e. systematic patch/upgrade applied to all clients?)
	Related SOP(s)
	
	

	Please describe your IT development environments and how they are managed
Please detail main tools used (IT infrastructure/hardware/software)
	Related SOP(s)
	
	

	Is your IT infrastructure qualified?
	Qualification evidence
	
	

	Is dedicated staff affected to CLIENT?
If yes, backup are identified?
	
	
	

	How CLIENT's requirements are taken into account in terms of SYSTEM IT development?
	Related SOP(s)
	
	

	IT DEVELOPMENT OPERATIONS
	
	
	

	How IT development operations are conducted and documented?
Please specify key steps and records (e.g. list of requirements, specifications, code review, etc.)
	Related SOP(s)
Programming standards
	
	

	How source code in controlled?
	
	
	

	What kind of tests are run?
Specify:
how they are documented
who is involved in testing activities
 if good testing practices are followed
if automated tests are used
	Related SOP(s)
Good testing practices (or equivalent)
	
	

	How do you guarantee that applicable regulations are considered in the SYSTEM?
	Compliance statement(s)
Related SOP(s)
	
	

	How are considered personal data protection regulatory requirements?
	
	
	

	How SYSTEM versioning is managed?
core-system
client application instance
	
	
	

	PV specific
What is your current progress regarding integration of ICH E2B (R3) requirements?
	
	
	

	CONFIGURATION MANAGEMENT
	
	
	

	What is your current organization for configuration management?
	Related SOP(s)
	
	


[bookmark: _Toc489614552]CSV and change management
	
	
	To be filled in by PROVIDER

	Items
	Expected evidence
	Answer/brief description
(general process as well as CLIENT specificities)
	Provided evidences

	VALIDATION OPERATIONS
	
	
	

	Please describe your global approach for validation operations
Please specify key steps and records (documentation architecture), staff involved, main IT tools used…
	Related SOP(s)
	
	

	Do you follow a GAMP5 approach?
	
	
	

	What is your CSV policy?
	CSV policy
	
	

	Do you have a Validation (Master) Plan or equivalent?
	Plan
	
	

	Is a risk-based approach implement?
	
	
	

	What kind of validation operations/tests are run?
Specify:
how they are documented
who is involved in testing activities
 if good testing practices are followed
if automated tests are used
	Related SOP(s)
Good testing practices (or equivalent)
	
	

	Is CSV documentation shared with clients?
	
	
	

	How a client is involved in CSV activities?
	
	
	

	Which CSV operations remain in the scope of the client?
	
	
	

	Are kits for operational validation (or equivalent) provided to the client?
	
	
	

	For CLIENT, please specify:
which CSV operations are done by PROVIDER
which CSV operations have to be done by CLIENT
if database migration occurred/is planned (please give details)
	
	
	

	RELEASE
	
	
	

	What is your current organization for managing system release and deployment?
Specify release policy
	Related SOP(s)
	
	

	How client is informed?
	
	
	

	Are all releases systematically applied to a client? Any possibility to refuse it?
	
	
	

	Please specify the standard duration between release note availability and go-live in production environment (in other words, how long is the testing period for CLIENT?)
	
	
	

	How do you guarantee that a given database is not affected by a version upgrade?
e.g. for PV: no impact on ICSRs status
	
	
	

	What king of documentation is made available for clients?
In terms of IT development, validation, maintenance, etc.
	
	
	

	CHANGE CONTROL
	
	
	

	How modification requests (non-conformity, bug, anomaly, etc.) are managed:
during validation phase?
during operation phase?
Please specify in terms of process, tools, IT environment, traceability, escalation
	Related SOP(s)
	
	

	Is a risk-based approach implement?
	
	
	

	Indicate average time for bug resolution
	
	
	

	How relationship with a client is taken into account when the modification is requested by the client? 
	
	
	

	Please specify your process for managing system upgrade?
	Related SOP(s)
	
	

	PV system
Please specify your process for managing dictionaries upgrade?
	Related SOP(s)
	
	

	PV system
Please indicate current versions of dictionaries used by CLIENT
	Subscription evidence
	
	

	ADDITIONAL DOCUMENTATION TO BE PROVIDED TO THE AUDITOR: 
	
	
	

	Validation Dossiers (core system and client application instance)
Change control documentation until current SYSTEM version
Deployment authorizations
Release notes.
Note: the Auditor wishes to review coverage of some requirements (regulatory, CLIENT's ones) from initial assessment to release.
	See adjacent column
	
	





If the remote audit is not directly conducted with the PROVIDER but with the CRO using this provider, the following can be considered:
How are you informed by PROVIDED in case of change?
Is this information systematically escalated to CLIENT?
SYSTEM management (study-specific)
This section applies for instance to eCRF, eTMF.
Current version: 	
Date of release: 	
Study-specific set-up and validation
	
	
	To be filled in by PROVIDER

	Items
	Expected evidence
	Answer/brief description
	Provided evidences

	Please describe the process implemented for SYSTEM set-up
(Specify staff involved and key steps
	* Specifications
* Related SOPs
	
	

	Please describe the process implemented for SYSTEM validation at the study level
Specify staff involved and key steps
	* Full validation dossiers, including test evidences
* Go-live form
* Related SOPs
	
	

	How were change requests (non-conformity, bug, anomaly, etc.) managed during the validation phase?
Please specify in terms of process, tools, IT environment, traceability, escalation…
	* Change log
* Related SOP(s)
	
	

	Was CLIENT involved in validation operations?
Please detail.
	Sponsor's UAT
	
	


Change control (in production environment)
	
	
	To be filled in by PROVIDER

	Items
	Expected evidence
	Answer/brief description
	Provided evidences

	What is your current process for change control in production environment?
	Related SOPs
	
	

	Is a risk-based approach implemented?
	---
	
	

	How CLIENT is involved in the change control process?
	---
	
	

	How many changes occurred since deployment of study-specific SYSTEM?
	* Change logs
* Change forms
* Related validation documentation
	
	

	Indicate average time for request processing
	---
	
	


Data migration
	
	
	To be filled in by PROVIDER

	Items
	Expected evidence
	Answer/brief description
(general process as well as CLIENT specificities)
	Provided evidences

	How did you manage data migration from SYSTEM A to SYSTEM B?
Specify staff involved and key steps
	* Full data migration dossier, including test evidences
* Related SOPs
	
	

	From a data integrity perspective, please specify how meta-data were considered in the defined migration process
	---
	
	

	How audit trail considerations were managed in the context of this migration?
	---
	
	

	From a personal data protection perspective, please specify how possible impact were assessed (e.g. loss of data, unwanted data modification, illegitimate access to data)
	---
	
	


Users management
	
	
	To be filled in by PROVIDER

	Items
	Expected evidence
	Answer/brief description
(general process as well as CLIENT specificities)
	Provided evidences

	What kind of training sessions are proposed to clients?
	Related SOP(s)
	
	

	Which training sessions were done for CLIENT?
	Training records
	
	

	Is a User Manual or equivalent maintained?
	User Manual (last version)
	
	

	How User access are managed?
Describe shortly (profile definition and assignment, account creation, password policy, etc.)
	* Related SOP(s)
* study specifications
* Listing per study of active/inactive accounts, with associated profiles
	
	

	How do you ensure access restriction?
Please describe
	Related SOP(s)
	
	

	What kind of technical support/User assistance is provided?
	Related SOP(s)
Study specificities, if any
	
	


For an eTMF
Documentation management
	
	
	To be filled in by PROVIDER

	Items
	Expected evidence
	Answer/brief description
(general process as well as CLIENT specificities)
	Provided evidences

	Please detail your process for study documents uploading and QC
	* Related SOP(s)
* Study specificities, if any
	
	

	Specify existing document workflows within the eTMF
	Study workflows description
	
	

	Indicate average time for documentation upload
	Metrics per document type, if available
	
	

	How do you manage eTMF index update?
	* eTMF index (last version, including change history)
* Related impact analysis
* Applicable SOP(s)
	
	

	How do you manage certified copies?
	* Related SOP(s)
* Study specificities, if any
	
	


Quality controls
	
	
	To be filled in by PROVIDER

	Items
	Expected evidence
	Answer/brief description
(general process as well as CLIENT specificities)
	Provided evidences

	What kind of quality controls are implemented for the study eTMF?
at a system level
at a documentation level
	* Related SOP(s)
* QC evidences
	
	


[bookmark: _Toc489614553]Hosting, security and business continuity
	
	
	To be filled in by PROVIDER

	Items
	Expected evidence
	Answer/brief description
(general process as well as CLIENT specificities)
	Provided evidences

	GENERAL ORGANIZATION
	
	
	

	Please describe your global organization for managing SYSTEM hosting, security and business continuity
	* Related SOP(s) and Policies, if any
* Contractual agreement between your company and hosting provider or Binding Corporate Rules or other, as applicable
	
	

	What is your security and confidentiality policy?
	Related Policy
	
	

	Is a risk-based approach implement?
	
	
	

	What are the main measures taken in terms of personal data protection?
	Related SOP(s)
	
	

	PHYSICAL SECURITY
	
	
	

	Please describe your facilities and the main physical security measures (access management, environmental risks such as fire, intrusion, etc.)
	Related SOP(s)
	
	

	SYSTEM HOSTING (including PV database)
	
	
	

	Please describe your global organization for SYSTEM hosting (including main locations)
	Related SOP(s)
	
	

	How independence of each client databases is guaranteed? (i.e. separate environments)
	
	
	

	What are your commitments in terms of SYSTEM availability?
	Service Level Agreement or equivalent
	
	

	How do you comply with these commitments?
	
	
	

	For CLIENT, please specify:
	
	
	

	client application/database hosting location
	Contractual agreement between PROVIDER and hosting provider or Binding Corporate Rules
Accreditation/certification
	
	

	start date for hosting service
	
	
	

	infrastructure description
	Infrastructure description
	
	

	infrastructure qualification (production server)
	Qualification report
	
	

	main physical and logical security measures
	Description of physical and logical security measures
	
	

	data backup and restoration
	Records related to last data restoration exercise
	
	

	last audit performed and periodicity
	Audit certificate(s)
	
	

	incident management process (including escalation)
	Incidents log
Records for the 3 last incidents
	
	

	Indicate average time for incident resolution
	
	
	

	MAINTENANCE
	
	
	

	What is your current organization for ensuring SYSTEM maintenance?
	Related SOP(s)
	
	

	What king of maintenance operations are ensured for CLIENT?
	
	
	

	Which administration and functional activities can be performed by CLIENT in its own environment?
	
	
	

	BUSINESS CONTINUITY
	
	
	

	Do you have a disaster recovery and a business continuity plan, covering SYSTEM-related aspects?
	Disaster recovery and business continuity plan
Related SOP(s)
	
	

	What is the testing frequency
	
	
	


[bookmark: _Toc5622727]Additional comments/documentation
Please feel free to mention here any other relevant information:
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