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Italic numbers in gray cells are calculations that generally should not be altered.

	General Computer Controls

	Control Area
	Control
	Include in Testing?
	Testing Frequency
	Notes

	IT management
	Management maintains a comprehensive annual technology plan that guides how the organization aligns itself to the business. The plan covers areas that include skill alignment, head count, and investment for the current fiscal year.
	Yes
	Annually
	In light of recent ethical issues within the industry, pay close attention to this item.

	IT management
	A detailed budget has been established to guide purchase decisions throughout the year. The budget is reviewed and updated on a monthly basis.
	Yes
	Quarterly
	


	IT management
	Procedures have been established to help the organization identify, prioritize, and then decide whether to create or buy new business technologies.
	
	
	

	IT security
	A comprehensive security policy is in place that guides the organization's use of information technology assets.
	
	
	

	IT security
	Systems that store financial data are physically secure, where access is restricted on a least-privileged basis.
	
	
	

	IT security
	Logical access to financial systems and all systems that feed financial systems is restricted by a unique logon ID and password combination.
	
	
	

	IT security
	Passwords are required to contain a minimum of six characters, including one numeric character, and must be changed every 30 days.
	
	
	

	IT security
	Firewalls and proxy servers are established to guard Web access to internal systems. Access logs are reviewed on a periodic basis to identify unusual or unauthorized access.
	
	
	

	Application development and change control
	A methodology has been formally established to guide the development of all internally developed software.
	
	
	

	Application development and change control
	Systems are established to log and manage all development projects.
	
	
	

	Application development and change control
	Systems are established to assist with source-code version control.
	
	
	

	Application development and change control
	System documentation, including code comments and database schema designs, is kept for all development projects.
	
	
	

	Computer and network operations
	An operations manual exists that details general computer operation, including job logs.
	
	
	

	Computer and network operations
	A network topology, which guides the maintenance of the network infrastructure, exists and is kept current.
	
	
	

	Computer and network operations
	A help desk and/or customer service desk system is established to log and monitor all IT-related issues.
	
	
	

	Control area
	
	
	
	





	Application-specific Controls

	Business Application
	Control
	Include in Testing?
	Testing Frequency
	Notes

	ERP system
	A data map is available that depicts the systems that feed the ERP system, which affects financial reporting.
	Yes
	
	

	ERP system
	Access to the application is guarded by logical security controls, including a unique password and ID combination.
	
	
	

	ERP system
	Transaction errors are logged so that users can take corrective action.
	
	
	

	ERP system
	All transactions must be posted before the closing process can proceed.
	
	
	

	ERP system
	System reports are generated and checked to ensure the accuracy of system output.
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	General Computer Controls

	General Control Area
	Test in Current Period?
	Test of Controls
	Control Evaluation
	Notes on Results

	IT management



	Yes
	Obtain a copy of the most recent IT annual plan, and review its contents for completeness, relevancy, and accuracy.
	Effective
	Ensure that a more detailed analysis of skills required is included in next year's plan.

	IT management
	Yes
	Review the annual budget to determine completeness and accuracy. Review the notes from recent budget review meetings.
	
	

	IT management
	Not determined
	Review the project prioritization process, including the notes from project review committees, if available.
	
	

	IT security
	Not determined
	Review the information security policy, and determine whether it has been updated within the last six months. Determine whether all major systems have been covered, including internal and Web applications.
	
	

	IT security
	Not determined
	Review the access control list for all key financial systems. Take a sample of users, and check with management to determine whether system access is appropriated.
	
	

	IT security
	Not determined
	Take a sample of users, and check against human resources logs to determine whether only current employees have system access. Determine whether unique passwords are required.
	
	

	IT security
	Not determined
	Review password parameter settings in key systems to determine whether minimum standards are upheld.
	
	

	IT security
	Not determined
	Review network topology maps to determine whether access points are restricted by firewalls and proxy servers. Review firewall logs to ensure that firewall is actively monitoring traffic.
	
	

	Application development and change control
	Not determined
	Review change control methodology to ensure relevancy and completeness.
	
	

	Application development and change control
	Not determined
	Review the change control log. Trace a sample of changes back to the initial change control request to ensure that proper sign-offs were given and that the change control process was followed.
	
	

	Application development and change control
	Not determined
	Sample development projects and review source-code versioning.
	
	

	Application development and change control
	Not determined
	Review technical documentation for a sample of development projects.
	
	

	Computer and network operations
	Not determined
	Review the operations manual to ensure relevancy and completeness.
	
	

	Computer and network operations
	Not determined
	Review the network topology, and corroborate with IT management that the configuration is current.
	
	

	Computer and network operations
	Not determined
	Review the help desk application. Take a sample of issues to ensure that they are prioritized and closed in accordance with stated procedures.
	
	

	Control Area
	Not determined
	
	
	





	Application-specific Controls

	Business Application
	Test in Current Year?
	Test of Controls
	Control Evaluation
	Notes on Results

	ERP system
	Yes
	Review the data map, and corroborate with financial systems users that all key systems affecting the financial application have been identified.
	Effective
	

	ERP system
	Not determined
	Review the application control list to determine that unique ID and passwords are required for all system accounts.
	
	

	ERP system
	Not determined
	Review the transaction error logs. Take a sample of errors, and corroborate that errors were corrected in a timely and accurate manner.
	
	

	ERP system
	Not determined
	Review the closing process. Observe a trial close where a sample of items have not been posted to ensure control effectiveness.
	
	

	ERP system
	Not determined
	Take a sample ef end user reports, and corroborate with users that report information is accurate.
	
	



SUNNIKAN Consulting / IT Audit Plan 2.doc / Page 2/4
