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[bookmark: 1.7._Sécurité_des_traitements_]"1.7. Sécurité des traitements
La mise en oeuvre de traitements automatisés de données personnelles intervenant dans le cadre de la recherche clinique s'effectue chez le promoteur et/ou chez des tiers agissant pour son compte, selon des modalités garantissant la confidentialité et l'intégrité des données. Ces modalités sont les suivantes :
· l'établissement d'une politique de confidentialité, de protection et de sécurisation des données, avec la mise en place de formations par rapport aux thèmes ci-dessus et un système de documentation qui trace ces formations ;
· des locaux dédiés à l'informatique et un personnel spécialement affecté à sa maintenance ;
· des moyens informatiques sécurisés physiquement par l'installation d'alarmes, digicode, gardiennage et logiquement par la sécurisation des accès aux bases de données avec au minimum un mot de passe individualisé par utilisateur ;
· un administrateur informatique pour gérer les mots de passe ;
· un mot de passe doit avoir une longueur minimale et être réactualisé régulièrement, les derniers mots de passe ne doivent pas être réutilisés, et l'accès doit être verrouillé en cas de frappes successives incorrectes, le poste informatique doit se verrouiller automatiquement au bout de quelques minutes d'inactivité, l'accès au réseau informatique du prestataire ne doit pas être accessible à quelqu'un de l'extérieur (firewalls) ;
· une journalisation des connexions ;
Un audit peut être effectué pour tout projet commencé avec un nouveau prestataire. Le plan de l'audit couvre notamment la vérification du plan qualité de l'entreprise, la validation des systèmes informatiques avec l'existence d'un système de sauvegarde et de récupération des données.
Le traitement automatisé une fois achevé, les données sont récupérées au format défini par le service en charge du traitement des données cliniques et sont stockées temporairement - le temps de préparer notamment l'archivage - sur un répertoire dont l'accès est restreint aux personnes dûment habilitées. L'accès à ce répertoire n'est possible que par un mot de passe." (§ 1.7, Décision du 5 janvier 2006 portant habilitation d'une méthodologie de référence)

Computer Systems - General
 Computer systems were …
 There was a written description of the computer systems.
 There was no written description of the computer systems.
 The system xxx was considered as "business critical" (for instance data management system) and this system was controlled by…
 The system xxx was considered as "business critical" but this system was not controlled:
 The server(s) room was adequately equipped and well maintained (secure, only server, well cleaned, room temperature controlled, uninterruptible power supply (UPS) regularly tested).
 The server(s) room was not adequately equipped and maintained.

Computer Systems - Procedures
 There were written procedures for the following:
Systems validation
Computer system operations
Configuration management
System access / security management
Operational change management / change control (maintenance)
Operational problem management
System training
Operations management (back up, business recovery, disaster recovery)
IT service continuity planning
Archiving
System and application retirement
Back-up and Security
 The system access was adequately managed (records of personnel, titles, privileges) and based upon the user's role (read, write, change, delete).
 The system access was not adequately managed.
 IT were informed on new terminations.
 IT were not informed on new terminations.
 The passwords were changed …. and were kept confidential.
 There was a log off system after a specified period of inactivity.
 The controls to prevent virus entry were adequate (updated …).
 The controls to prevent virus entry were not adequate (updated …).
 The systems were backed up …
 The back up system was adequate.
 The back up system was not adequate.
 The storage of the back up media was adequate (not in the server room, fireproof safe, off site storage).
 The storage of the back up media was not adequate.
 There were regular test restores of backup media.
 There were no regular test restores of backup media.
 There was a tested disaster recovery plan.
 There was no tested disaster recovery plan.
 There were controls to prevent outside access to data.
 There was no control to prevent outside access to data.
System validation and 21 CFR Part 11 Compliance (if it systems were critical: datamanagement, central lab)
 There was a policy on 21 CFR Part 11 compliance.
 There was no policy on 21 CFR Part 11 compliance.
 There was a 21 CFR Part 11 Compliance plan.
 The 21 CFR Part 11 Compliance plan was up-to-date.
 The 21 CFR Part 11 Compliance plan was not up-to-date.
 There was no 21 CFR Part 11 Compliance plan.
 For the following systems, the CRO claims to be compliant:___
 For the following systems, the CRO has made an assessment and an action plan in place and updated:_________
 There was an updated system inventory.
 There was no system inventory.
 A gap analysis was performed and an action plan was in place.
 No gap analysis was performed.
 For the validated systems, the following documentation was present: user requirements, functionnal specifications, validation plan, validation reports, test plan and test scripts, test deviation reports and resolutions, installations qualifications, operational qualification or user acceptance testing.
(parfois en local : uniquement , installations qualifications, operational qualification or user acceptance testing)
 For the validated systems, the following documentation was missing: user requirements, functionnal specifications, validation plan, validation reports, test plan and test scripts, test deviation reports and resolutions, installations qualifications, operational qualification or user acceptance testing.
 For systems used to handle data, there was an audit trail (secure, computer-generated, maintenance of new and old information, entries dated and stamped, protected against being turned off).
 For systems used to handle data, there was no audit trail.
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