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[bookmark: _Toc477973219][bookmark: _Toc481771853]Abbreviations
CTMS	Clinical Trial Management System
IQ	Installation Qualification 
OQ	Operational Qualification 
PQ	Performance Qualification 
CSV	Computerized Systems Validation 
[bookmark: _Toc477973220][bookmark: _Toc481771854]Audit context
This Computerized Systems Validation Audit of LABO PHARMA was required by ___.
[bookmark: _Toc217272094][bookmark: _Toc477973221][bookmark: _Toc481771855]Purpose of the audit
The aim of the audit is to assess:
Computerized Systems Validation Management of LABO PHARMA,
The overall process of Computerized Systems Validation of LABO PHARMA, in particular its compliance with the regulatory requirements and recommendations described outlined below.
Computer System Security of LABO PHARMA,
within the scope as defined below.
[bookmark: _Toc477973222][bookmark: _Toc481771856]Audit References
The audit was conducted according to the main applicable standards:
GAMP 5, "A Risk-Based Approach to Compliant GxP Computerized Systems", ISPE, 2008
Good practices for computerized systems in regulated "GxP" environments, PI 011-3, PIC/S, 25 September 2007 A Implémenter !!
Guidance for Industry - Part 11, Electronic Records; Electronic Signatures — Scope and Application, FDA, August 2003
21 CFR Part 11 Electronic Records; Electronic Signatures ; Final Rule, Federal Register, 4–1–03 Edition
ISO 27002:2005 Standard, "Technologies de l'information - Techniques de sécurité - Code de bonne pratique pour la management de la sécurité de l'information"
ISO 27799:2008 Standard, "nformatique de santé – Gision de la sécurité de l'information relative à la santé en utilisant l'ISO/CEI 27002"
Clinical Research:
Regulations applicable in France, including French Good Clinical Practices (Décision du 24 novembre 2006),
Note for guidance on Good Clinical Practice, CPMP/ICH/135/95, E6, post-Step 4, September 1997
"Décision du 5 janvier 2006 portant homologation d'A méthodologie de référence pour les traitements de data personnelles opérés dans le cadre des recherches biomédicales (méthodologie de référence MR-001), CNIL"
FDA Guidance for Industry: Computerized Systems Used in Clinical Invisigations, May 2007
Computerised systems validation in Clinical Research: a practical guide, edition 2, February 2004, CR-CSV/ACDM/PSI Working Party
Data Input System:
Good Clinical Data Management Practices, Published July 2008, Sociandy for Clinical Data Management
Electronic Case Report Form:
Good Clinical Data Management Practices, Published July 2008, Sociandy for Clinical Data Management
DRAFT Reflection paper on e.g.pectations for electronic source documents used in clinical trials, EMEA/505620/2007, GCP inspectors working group, 17 October 2007
Data Management System:
Good Clinical Data Management Practices, Published July 2008, Sociandy for Clinical Data Management
Note for Guidance on Statistical Principles for Clinical Trials, CPMP/ICH/363/96, 5 February 1998
Guideline for Standard Operating procedures for Good Statistical Practice in Clinical Research, versions 1-6, 1999 - 19 July 2001, PSI
Statistical Analysis System:
Note for Guidance on Statistical Principles for Clinical Trials, CPMP/ICH/363/96, 5 February 1998
Guideline for Standard Operating procedures for Good Statistical Practice in Clinical Research, versions 1-6, 1999 - 19 July 2001, PSI
Trial Vigilance System:

IVRS-IWRS (Interactive Voice / Web Response System):

CTMS (Clinical Trial Management System):

Pharmacovigilance System:
"Arrêté du 28 avril 2005 relatif aux bonnes pratiques de pharmacovigilance – France"
VOLUME 9A of The Rules Governing Medicinal Products in the European Union - Guidelines on Pharmacovigilance for Medicinal Products for Human Use, September 2008
Medical Device Software
IEC TR 80002-3:2014

[bookmark: _Toc477973223][bookmark: _Toc481771857]Audit Plan
The audit was performed by _, Auditor, Sunnikan Consulting, and took place in LABO PHARMA offices on _.

[bookmark: _Toc477973224][bookmark: _Toc481771858]Opening meeting
An opening meeting was held in the presence of the following persons:

[bookmark: _Toc477973225][bookmark: _Toc481771859][bookmark: _Toc415283675][bookmark: _Toc415283676]Audit
The audit consisted in performing interviews, tour of facilities and documentation review related to the following:
organization of LABO PHARMA,
equipments, security, accesses,
quality system concerning validation,
validation process.
Interviews were performed:

[bookmark: _Toc477973226][bookmark: _Toc481771860]Closing meeting
[bookmark: _Toc217272099]A debriefing meeting took place to present and discuss the audit results with the following persons:


[bookmark: _Toc477973227][bookmark: _Toc481771861]Audit Report
The improvement suggestions included in this report are only advices. They are not based on a prior assessment of costs / timelines / quality objectives of the CRO. They do not represent by themselves the appropriate actions plan and should be considered within the global context.
Classification of audit findings
In this report, the findings are classified as critical, major or minor according to the Procedure for reporting of GCP inspections requested by the Committee for Medicinal Products for Human Use (CHMP), 28 March 2017:

	"APPENDIX 5 – Grading of inspection findings
Critical
Conditions, practices or processes that adversely affect the rights, safety or well-being of the subjects and/or the quality and integrity of data.
Critical observations are considered totally unacceptable.
Possible consequences: rejection of data and/or legal action required
Remark: Observations classified as critical may include a pattern of deviations classified as major, bad quality of the data and/or absence of source documents. Manipulation and intentional misrepresentation of data belong to this group.

Major
Conditions, practices or processes that might adversely affect the rights, safety or well-being of the subjects and/or the quality and integrity of data.
Major observations are serious deficiencies and are direct violations of GCP principles.
Possible consequences: data may be rejected and/or legal action required
Remark: Observations classified as major, may include a pattern of deviations and/or numerous minor observations.

Minor
Conditions, practices or processes that would not be expected to adversely affect the rights, safety or well-being of the subjects and/or the quality and integrity of data.
Possible consequences: Observations classified as minor, indicate the need for improvement of conditions, practises and processes.
Remark: Many minor observations might indicate a bad quality and the sum might be equal to a major finding with its consequences.

Comments
The observations might lead to suggestions on how to improve quality or reduce the potential for a deviation to occur in the future."




[bookmark: _Toc477973228][bookmark: _Toc481771862]
Executive summary

Sunnikan Consulting is required to conduct the audit system XXX. 

The audit is performed by ZZZ on the VW. 

The objective of the audit is to assess …

Overall, it may be noted that 
According to this audit, the subcontractor Computer Validation System is considered to be compliant with the applicable regulations, provided that the action plan related to the following findings are in place:

The main findings concern the following:



[bookmark: _Toc477973229][bookmark: _Toc481771863][bookmark: _Toc217272100]Quality Management System
[bookmark: _Toc477973230][bookmark: _Toc481771864]Quality Management System Organisation

[bookmark: _Toc477973231][bookmark: _Toc481771865]Documentation Management
	Requirement
	Comment

	☐ There is an appropriate SOP for documentation management
	

	☐ Appropriate version control
	

	☐ Archiving period defined
	

	☐ Record Retention Plan ??
	

	☐ There is an inventory List (Eu GMP § 4.32 Documentation)
	

	If GED:
☐ restricted access by password (or equivalent)
☐ audit trail
☐ independent check of critical data
☐ storage of signatures associated with documents
	

	☐ Documentation: written, appropriate, clear, verified, approved
	




[bookmark: _Toc477973232][bookmark: _Toc481771866][bookmark: _Toc295830668][bookmark: _Toc282701500]Staff Management
Les aspects "formation" are également à vérifier pour les RH clé.
[bookmark: _Toc477973233][bookmark: _Toc481771867]Process Owner

[bookmark: _Toc477973234][bookmark: _Toc481771868]System Owner

[bookmark: _Toc477973235][bookmark: _Toc481771869]Computerized Systems Validation Manager (CSV Manager)
 The Computerized Systems Validation (CSV) Manager is identified and has the appropriate qualification:
 CSV training
 training in the use of the computerized Systems of LABO PHARMA
[bookmark: _Toc477973236][bookmark: _Toc481771870]Quality Management
[bookmark: _Toc477973237][bookmark: _Toc481771871]Organization
[bookmark: _Toc295830666][bookmark: _Toc477973238][bookmark: _Toc481771872]Validation Policy
 LABO PHARMA has defined a "Validation Policy" (reference), version#XX.
 There is no Computerized Systems Validation Policy.
 The Validation Policy covers the following points:
 responsibilities of the Managing director and staff,
 staff Management,
 documentation Management,
 Computerized Systems Management (internally developed or not),
 Systems retirement,
 Quality Management,
 Risks Management.
 The Computerized Systems Validation Policy is approved by the Manager.
[bookmark: _Toc477973239][bookmark: _Toc481771873]Data Security Policy
 LABO PHARMA has defined a "Data Security Policy" (_), version _.
 The "Data Security Policy" is approved by the Manager.
[bookmark: _Toc295830669][bookmark: _Toc477973240][bookmark: _Toc481771874]Computerized Systems Validation procedure
 The Computerized Systems Validation Process is described in the "_" procedure, version _, dated _.
 This procedure describes the validation process steps:
 Computerized Systems Inventory and description,
 Validation approach steps, 
 Validation decision,
 Validation team,
 Project initiation,
 Supplier audit,
 User specifications,
 functional and technical specifications,
 Risk Analysis,
 Validation Protocol,
 Traceability Matrix,
 Environment management,
 Testing activities,
 Validation Report and Validation Certificate,
 System Deployment,
 Maintaining compliance and fitness for intended use,
 Change Management (Change Control),
 Configuration Management,
 Computerized Systems Review,
 Audits of computerized systems validation,
 Computerized System Retirement.
[bookmark: _Toc295830670]
[bookmark: _Toc477973241][bookmark: _Toc481771875]Computerized Systems Inventory
 There is a Computerized Systems Inventory.
 The Computerized Systems Inventory is maintained up-to-date and specifying all used systems by LABO PHARMA:
The listed systems are:
,

 The Computerized Systems Inventory is approved by _.
 For each computerized System, a validation decision is available.

[bookmark: _Toc295830671][bookmark: _Toc477973242][bookmark: _Toc481771876]Computerized Systems Description
	Requirement
	Comment

	System description includes:
☐ Identification
☐ Criticality

	



 For each identified system, a Descriptive Sheet is available, up-to-date, validated by _.

Case:
 There is a list of the studies using the _ system:
 up-to-date,
 validated by _.

[bookmark: _Toc282701504][bookmark: _Toc477973243][bookmark: _Toc481771877]Equipment and Software Inventory
 Equipment and Software Inventory is available and up-to-date.
 This Inventory is approved by _.

[bookmark: _Toc477973244][bookmark: _Toc481771878]Staff Dedicated to the System Maintenance
 There is specific staff dedicated to the system maintenance.
 The details of the provided services are described in the service contract … The Provider is qualified for computerized systems maintenance of LABO PHARMA owing to …
 The computerized systems maintenance of LABO PHARMA:
 is carried out internally.
 is carried out in part by IT Manager and via a service provider.
 is carried out via IT service provider.
Provider Identity: _
Provided services: _
 There is a computer maintenance contract.
 The contract specifies the subcontractor responsibilities.
 The service provider is qualified to manage the computerized systems maintenance of LABO PHARMA owing to…
 The IT Manager is qualified to manage the computerized systems maintenance of LABO PHARMA owing to…
 The maintenance staff is totally / partially dedicated to the system.
[bookmark: _Toc217272103][bookmark: _Toc477973245][bookmark: _Toc481771879]Data Protection
 The LABO PHARMA compliance to the "Conformity Assessment to the CNIL official methodology" ("Engagement de conformité à la méthodologie de référence, publiée par la CNIL"), regarding data protection, is documented. 
 The LABO PHARMA compliance to the "Conformity Assessment to the CNIL official methodology" ("Engagement de conformité à la méthodologie de référence, publiée par la CNIL"), regarding data protection, is submitted to the CNIL.

[bookmark: _Toc295830675][bookmark: _Toc477973246][bookmark: _Toc481771880]Computer Systems Validation Procedures
GxP:
[image: http://intranet.sunnikan.com/images/Icone_WORLD.gif] " 6.1.1. Computerized systems policies and procedures
... These documents [more Detailed policies or SOPs] will typically address:
- maintaining the system inventory 
- dandermining the impact of systems on patient safandy, product quality, and data integrity 
- defined roles and responsibilities 
- the computerized system life cycle approach 
- planning, supplier assessment, risk management, specification, verification, and reporting activities and documents system operation and management, including up to date operating procedures for end users and administrators, and all operational processes described in section 4.3 of this guide
- record and data management 
- security management" (GAMP (Good Automated Practices), a risk-based approach to compliant GxP computerized systems, version 5, April 2008, ISPE - §6.1.1)
CLINIQUE:
[image: http://intranet.sunnikan.com/Images/Icone_FR.gif] " 5.5.3. Si les data de la recherche biomédicale font l’objand d’un traitement ou sont gérées par des computerized systems, le proCore System:
... b) Mand en place and assure le suivi des procedures opératoires standardisées relatives à l’utilisation de ces systems ;..." (Décision du 24 novembre 2006 fixant les règles de bonnes pratiques clinical pour les recherches biomédicales portant sur des médicaments à usage humain - § 5.5.3)
[image: http://intranet.sunnikan.com/Pharmacovigilance/Flag_CEE.gif] "5.5.3 When using electronic trial data handling and/or remote electronic trial data systems, the Sponsor should:
...maintains SOPs for using these systems,..." (Note for Guidance on Good Clinical Practice CPMP/ICH/135/95)
[image: FDA] "B. Standard Operating procedures
There should be specific procedures and controls in place when using computerized systems to create, modify, maintain, or transmit electronic records, including when collecting source data at clinical trial sites. A list of recommended standard operating procedures (SOPs) is provided in Appendix A. Such SOPs should be maintained either on-site or be remotely accessible through electronic files as part of the specific study records, and the SOPs should be made available for use by personnel and for inspection by FDA.
APPENDIX A -STANDARD OPERATING PROCEDURES
Standard operating procedures (SOPs) and documentation pertinent to the use of a computerized system should be made available for use by appropriate study personnel at the clinical site or remotely and for inspection by FDA. The SOPs should include, but are not limited to, the following processes.
- System sandup/installation (including the description and specific use of software, hardware, and physical environment and the relationship) 
- System operating manual 
- Validation and functionality Testing 
- Data collection and handling (including data archiving, audit trails, and risk assessment) 
- System maintenance (including system decommissioning) 
- System security measures 
- Change control 
- Data backup, recovery, and contingency plans 
- Alternative recording mandhods (in the case of system unavailability) 
- Computer user training 
- Roles and responsibilities of sponsors, clinical sites and other parties with respect to the use of computerized systems in the clinical trials" 
(FDA Guidance for Industry: Computerized Systems Used in Clinical Invisigations, May 2007)
[image: http://intranet.sunnikan.com/images/Icone_WORLD.gif]  page 52 (Computerised systems validation in Clinical Research, a practical guide, 2nd edition, February 2004, CR-CSV Working Party)
DATA MANAGEMENT:
[image: http://intranet.sunnikan.com/images/Icone_WORLD.gif] ""Chapter EDC Principles - Recommended Standard Operating procedures:
- System Sandup/Installation/Training 
- Data Collection and Handling 
- System Maintenance 
- Data Backup, Recovery, and Contingency Plans 
- Security of the Server 
- Security of the EDC software 
- Change Control 
- Maintenance of Coding Dictionaries 
- Vendor Audits
Chapter Database validation, programming and standards - Recommended Standard Operating procedures:
- System Installation 
- System Validation 
- Change Control: outlines the validation procedure when a major system component is upgraded or changed 
- Data Backup/Recovery: outlines the frequency of and archival strategy for database backups and the specific plan for recovery in the event of a system crash or other disaster that results in the loss of data 
- Trial-specific Database Design 
- Validation of Trial-specific Database Design 
- Trial-specific Database Programming 
- Validation of Trial-specific Database Programming 
- Data Collection and Handling 
- Receipt of Electronic Data 
- Database and Systems Security 
- Site Qualification" (Good Clinical Data Management Practices, version 5.0, July 2008, Sociandy for Clinical Data Management)
DATA MANAGEMENT AND STATISTIQUES :
[image: http://intranet.sunnikan.com/Pharmacovigilance/Flag_CEE.gif]"5.8 Integrity of data and computer software validity
… The computer software used for data management and Statistical analysis should be reliable, and documentation of appropriate software Testing procedures should be available…" (Note for Guidance on Statistical Principles for Clinical Trials, CPMP/ICH/363/96, 5 February 1998)
[image: http://intranet.sunnikan.com/images/Icone_WORLD.gif] "6. DATABASE
... 5 procedures should be defined to ensure that errors are not introduced into the database as a result of errors in computer programs. This includes the need to define programming standards. The following items should be considered:
(i) general system validation:
-  software to be used for data entry
- structure and format of electronic data files
- documentation of methods of software checking and action to be taken when errors are found.
(ii) study-specific checks:
- checking of programs written for data entry (e.g. screen design)
- checking of programs written to conduct data derivations and data validation/plausibility checks
- checking of data manipulation programs written to transfer data from the entry format to the analysis format." (Guideline for Standard Operating procedures for Good Statistical Practice in Clinical Research, versions 1-6, JA 1999 – July 2001, PSI)
PHARMACOVIGILANCE:
[image: http://intranet.sunnikan.com/Images/Icone_FR.gif] "Chapitre 6 - Rôle du responsable de la mise sur le marché d'un médicament
10. procédures mises en place par le responsable de la mise sur le marché
Disposer de procédures and de techniques de contrôle de qualité, ainsi que de procedures opératoires standardisées relatives à la pharmacovigilance constituant les référentiels d'audits réguliers. Ces procédures doivent décrire de manière précise la structure et l'organisation du service de pharmacovigilance mis en place au sein de l'entreprise, la management des informations de pharmacovigilance ainsi que les fonctions and responsabilités de toute personne concernée par les opérations de pharmacovigilance." (Arrêté du 28 avril 2005 relatif aux bonnes pratiques de pharmacovigilance)
[image: http://intranet.sunnikan.com/Pharmacovigilance/Flag_CEE.gif] "1.3.10 Confidentiality and Security
...In addition, procedures should be implemented to ensure security and non-corruption of data during data transfer. (VOLUME 9A of The Rules Governing Medicinal Products in the European Union - Guidelines on Pharmacovigilance for Medicinal Products for Human Use, September 2008)
 LABO PHARMA has an applicable procedures list, up-to-date (version#X.X, date), on the computerized systems management. 
 The procedures life cycle is adequate: writing, identification, approval and diffusion, as described in the procedure…
 The available operational procedures cover the different stages of computerized systems management.
 LABO PHARMA has written procedures for computerized systems management.
 The required following procedures are present and updated:
 computerized systems validation procedure including:
 systems identification and characterization,
 risks management, 
 validation steps (tests), 
 user documentation and support,
 changes management,
 configuration management,
 periodical reviews,
 retirement.
 "one-off programs" validation procedure of (e.g., specific macros to a data sand, for a specific study), 
 Software Development procedure, if applicable, 
 systems configuration and installation procedure (including inventories and systems description [hardware, software, environment, interfaces]) 
 use and system maintenance procedure
 services contracts management procedure/ suppliers management (including computerized systems purchase)
·  Back-up and Recovery procedure 
·  Archiving procedure 
·  Security procedure:
 logical, includes the user account and password management, security tools, system audit trail, antivirus, firewalls, logging connections, application firewall 
 physical / facilities
 security incidents management
·  continuity activity procedure, continuity Plan, recovery Plan, contingency Plans associated.
For a data management system/ statistical analysis:
 coding dictionaries maintenance procedure [réf. Good Clinical Data Management Practices] is described on the document…
 database design validation procedure [réf. Good Clinical Data Management Practices] is described on the document…
 programs validation procedure [data management / statistics] is described on the document…
 The required procedures are available, although not updated:
 The following required procedures are not available:
[bookmark: _Toc477973247][bookmark: _Toc481771881][bookmark: _Toc217272120]System Life Cycle (Eu GMP Annex 11)
IEC 62304, Section B.1.1, describes three common lifecycle models: WATERFALL, INCREMENTAL, and EVOLUTIONARY.

	SLC
	Annex 11 (EU)
	IEC TR 80002-3:2014
	Comments

	Conceptualization
	11-4.5 Defining Project
	
	

	
	11-3, 11-4.5 Generating Quality Plan
	
	

	Development
	Software Development Planning
	4.1.1
	

	Development
	Establishing requirements specification
	4.1.2 Software Requirements Analysis
	

	
	Performing Risk Analysis
	4.3 Software Risk Management
	

	
	Generating Design Specifications
	4.1.3 Software Architectural Design
	

	
	
	4.1.4 Software Detailed Design
	

	
	Developing System Components (software and infrastructure)
	
	

	
	Developing the User and System Manuals
	
	

	
	
	4.1.5 Software Unit Implementation and Verification
	

	
	
	4.1.6 Software Integration and Integration Testing
	

	
	Installing the system and qualifying
	
	

	
	Planning and executing the acceptance test
	4.1.7 Software System Testing
	

	Operational life
	Releasing the system for operations
	4.1.8 Software Release
	

	
	Operating and maintaining the computer system
	4.2 Software Maintenance
	

	
	· Archiving
	
	

	
	· Backups
	
	

	
	· Business continuity
	
	

	
	· Infrastructure maintenance
	
	

	
	· Periodic review
	
	

	
	· Problem reporting
	
	

	
	· Problem management
	
	

	
	· Retirement
	
	

	
	· Security
	
	

	
	· System monitoring
	
	

	
	· Training
	
	

	
	· Change and configuration management
	4.4 Software Configuration Management
	


[bookmark: _Toc477973248][bookmark: _Toc481771882]Conceptualisation of the System

[bookmark: _Toc477973249][bookmark: _Toc481771883]Software Development
[bookmark: _Toc295830674][bookmark: _Toc477973250][bookmark: _Toc481771884]Applicable References
	Requirement
	Comment

	☐ to the system
	

	☐ Regulations and standards applicable to system validation are listed and maintained
☐ The list is up-to-date and complete
	

	Main standards are:
	


0. [bookmark: _Toc477973251][bookmark: _Toc481771885]Define a Software Development Life Cycle Process Model
Models include:
V-life cycle
waterfall life cycle
incremental life cycle
evolutionary life cycle
0.0.1 [bookmark: _Toc481771886]ISO 62304 Lifecycle
[image: ]

0.0.2 [bookmark: _Toc481771887]Evolutionary / Incremental Lifecycle
[image: ]
0. [bookmark: _Toc477973252][bookmark: _Toc481771888]Software Development Plan
	Requirement
	Comment

	☐ A Software Development Plan is established
	

	Reference to inputs:
☐ System Requirements
	

	Including or referring to: (IEC 62304:2006)
☐ Software Development Life Cycle Model
☐ Design and development processes
☐ Development SOPs, standards, methods, tools
☐ Integration of system items (including SOUP) and testing
☐ Deliverables
☐ Verifications (deliverables, tasks, milestones, acceptance criteria
☐ Risk management planning
☐ Documentation planning
☐ Software configuration management
☐ Verification strategy
☐ Traceability between system requirements, system test, risk control measures implemented in software
☐ Integration strategy
☐ Software configuration and change management, including SOUP configuration items
☐ Software problem resolution$
☐ Strategy for the documentation to be produced
	

	☐ Includes or references a Risk Management Plan, including the plan to manage risks relatfing to SOUP
	

	☐ Includes or references a Configuration Management Plan
	

	☐ the Software Development Plan is maintained throughtout the SPC
	


[bookmark: _Toc477973253][bookmark: _Toc481771889]Configuration Management Plan
	Requirement
	Comment

	☐ 
	

	The software configuration management plan includes or references:
☐ the classes, types, categories or lists of items to be controlled;
☐ the software configuration management activities and tasks;
☐ the organization(s) responsible for performing software configuration management and activities;
☐ their relationship with other organizations, such as software development or maintenance;
☐ when the items are to be placed under configuration control;
☐ when the problem resolution process is to be used;
☐ software configuration items that include other software products or entities such as SOUP.
	



[bookmark: _Toc477973254][bookmark: _Toc481771890]Software Requirements – User Requirement Specification (URS)
	Requirements Content
	Comment

	☐ Functional and capability requirements (performance, physical characteristics, computing environment, need for compatibility with upgrades, multiple SOUP, other device versions)
☐ Software inputs and outputs
☐ Interfaces between systems
☐ Software-driven alarms, warnings, operator messages
☐ Security requirements
☐ Usability engineering requirements that are sensitive to human errors and training
☐ Data definition and database requirements
☐ Installation and acceptance criteria
☐ Maintenance requirements
☐ User documentation to be developed
☐ Regulatory Requirements
	

	☐ Risk control measures implemented in software for hardware failures and potential software defects
	

	☐ Audit trail (Annex 11)
	



	Requirements about Requirements
	Comment

	☐ Requirements are uniquely identified
	

	☐ Requirements are traceable
	

	☐ Software requirements are verified
	

	☐ Process of GMP-relevant changes and deletions
	instructions such as specifications and recipes and the records generated by the execution of instructions such as laboratory records, production records, or evidence of SOP execution




GxP :
[image: http://intranet.sunnikan.com/images/Icone_WORLD.gif] "Appendix D1 – 3.1 General Guidance
… The URS [User Requirements Specifications] defines, clearly and precisely, what the regulated company requires the system to do…
The content of a URS typically includes, but is not limited to:
- operational requirements
- functional requirements
- data requirements
- technical requirements
- interface requirements
- environment requirements
- performance requirements
- availability requirements
- security requirements
- maintenance requirements
- regulatory requirements
- migration of any electronic data
- constraints to be observed
life cycle requirements " (GAMP (Good Automated Practices), a risk-based approach to compliant GxP computerized systems, version 5, April 2008, ISPE)
CLINIQUE :
[image: http://intranet.sunnikan.com/images/Icone_WORLD.gif] pages 35-36 (Computerised systems validation in Clinical Research, a practical guide, 2nd edition, February 2004, CR-CSV Working Party)
 User Requirements Specifications are available for the system:
Date and version :
Approved by :
 The system User Requirements Specifications include the following:
·  User requirements :
·  operational, 
·  functional, 
·  data, 
·  technical, 
·  interfaces, 
·  environment, 
·  performance, 
·  availability, 
·  security, 
·  maintenance, 
·  regulations,
·  the constraints,
·  any other point considered significant for the users …


[bookmark: _Toc477973255][bookmark: _Toc481771891]Re-evaluation of Software Risk Analysis
When software requirements are established
[bookmark: _Toc477973256][bookmark: _Toc481771892]Software Architectural Design
	Requirement
	Comment

	☐ Software requirements are transformed into an architecture
☐ Define the software items
☐ Define the interfaces between the software items
☐ Specify functional and performance requirements of SOUP items
☐ Identify segregation necessary for risk control
	

	☐ Software architecture is verified
	


[bookmark: _Toc477973257][bookmark: _Toc481771893]Software Detailed Design
	Requirement
	Comment

	☐ Refine software architecture into software units
	

	☐ Develop detailed design for each software unit and interface
	


[bookmark: _Toc477973258][bookmark: _Toc481771894]Software Unit Implementation and Verification
	Requirement
	Comment

	☐ Implement each software unit
	

	☐ Establish software unit verification process
	

	☐ Establish software unit acceptance criteria
	

	☐ Software unit verification
	


[bookmark: _Toc477973259][bookmark: _Toc481771895]Software Integration and Integration Testing
	Requirement
	Comment

	☐ Integration Plan
	

	☐ Integrate software units in accordance with the Integration Plan
	

	☐ Verify software integration
	

	☐ Test integrated software
	

	☐ Verify integration test procedures for correctness
	

	☐ Conduct regression tests
	

	☐ Integration test Record / Report
	

	☐ Use software problem resolution process
	


[bookmark: _Toc477973260][bookmark: _Toc481771896]Software Testing
	Requirement
	Comment

	☐ Establish tests for software requirements
input stimuli
expected outcomes
pass / fail criteria and procedures
	

	☐ Use software problem resolution process
	

	☐ Restest after changes
	

	☐ Verify software testing
	

	☐ Establish Software Testing Report
	


[bookmark: _Toc477973261][bookmark: _Toc481771897]Software Release
	Requirement
	Comment

	☐ Ensure software verification is complete
	

	☐ Document known residual anomalies
☐ Evaluate known residual anomalies
	

	☐ Document released version
	

	☐ Document how released software was created
	

	☐ Ensure acivities and tasks are complete
	

	☐ Archive software (product, configuration items, documentation)
	

	☐ Assure repetability of software release
	



[bookmark: _Toc477973262][bookmark: _Toc481771898]System Validation Strategy 
 The validation strategy of the XXX Core System is based on a Risk Analysis, documented and maintained up-to-date.
 The validation strategy of the XXX Core System is based on a Risk Analysis.
 The validation methodology is compliant with the GAMP 5 recommendations.
 The validation methodology is not compliant with the GAMP 5 recommendations.

 The "XX" Core System validation is acted on a Validation Report:
Date and version of the report:
Core System version:
Approved by:
 The "XX" Core System validation is not acted on a Validation Report.
 The validation steps including:
 Installation Qualification 
 Operational Qualification 
 Performance Qualification 
 The validation documentation includes the mains following elements:
 User requirements
 Functional and Technical Specifications
 Risk Analysis
 Traceability Matrix
 Validation Protocol
 Test Protocol/ Test Booklet/ Test Sheets 
 Test Report
 Validation Report
 <Validation Certificate>
 The validation documentation does not the following:
[bookmark: _Toc477973263][bookmark: _Toc481771899]Functional and Technical Specifications
Spécifications Fonctionnelles
GxP :
[image: http://intranet.sunnikan.com/images/Icone_WORLD.gif] "Appendix D2 – functional specifications
... An FS [functional specification] defines what the system should do, and what functions and facilities are to be provided. It provides a list of design objectives for the system... The FS typically is produced by the supplier and should be reviewed and approved by the regulated company..." (GAMP (Good Automated Practices), a risk-based approach to compliant GxP computerized systems, version 5, April 2008, ISPE)
Content of the document (based on appendix D2):
- overview of the essentiel system functions and interfaces to the outside world 
- description of individual functions or facilities (objective, use, performance, security, limits of configuration, traceability to URS, error conditions...) 
- data management : data definition, access, values, fields, checks, relationships, security, migration... 
- interfaces description : User roles, interface with equipment/other systems (including description of data transferts) 
- non-functional attributes : availability and maintainability 
- special environment requirements (encryption for e.g.ample)
CLINIQUE :
[image: http://intranet.sunnikan.com/images/Icone_WORLD.gif] "Glossary
Design specification: a specification that documents how a system is to be built. It typically includes system or component structures, algorithms, control logic, data structures, data sand (file) use information, input/output formats, interface description…
Functional specifications: Detailed specifications of the nature and structure of the system under evaluation, including the operating system" (Computerised systems validation in Clinical Research, a practical guide, 2nd edition, February 2004, CR-CSV Working Party)
Spécifications techniques:
GxP :
[image: http://intranet.sunnikan.com/images/Icone_WORLD.gif] "Appendix D3 – configuration and design
... Based upon the type of system (e.g., configurable or custom), configuration and design specifications provide a Detailed, technical e.g.pansion of the Functional Specifications..." (GAMP (Good Automated Practices), a risk-based approach to compliant GxP computerized systems, version 5, April 2008, ISPE)
Information required (based on Appendix D3):
- overview of configuration and design information (diagrams use is highly recommended) 
- configuration : sandtings/paramanders, reason with reference to controlling specification, mandhods used, dependency and impact on other modules of the system, security of sandtings... 
- hardware design : description of hardware architecture, configuration details, embedded systems, input and output formats, physical security required for the system (temperature, humidity, electrical supplies...) 
- software design : required for custom applications (normally not required for configurable products). Software design may include:
- software description 
- description of system data and major data objects (databases and collection of files, files, records) 
- module description (programs and sub-programs management)
CLINIQUE :
[image: http://intranet.sunnikan.com/images/Icone_WORLD.gif] "Glossary
Design specification: a specification that documents how a system is to be built. It typically includes system or component structures, algorithms, control logic, data structures, data sand (file) use information, input/output formats, interface description…" (Computerised systems validation in Clinical Research, a practical guide, 2nd edition, February 2004, CR-CSV Working Party)
 The Functional and Technical Specifications are available for the "XX" Core System:
Date and version :
Approved by :
 There are no Functional and Technical Specifications for the "XX" Core System.
 This documentation covers the followings points:
·  functions and interfaces of the system,
·  detailed description of each function [objective, using modalities, performance, sandting, controls…],
·  description of the managed data [data nature, values, champs, inter-relations, security, migration…],
·  interfaces' description with other system,
·  non functional specifications description [availability and maintainability of the system]
·  specific specifications description [e.g. encryption]
·  A general description of settings system and/or design system,
·  A detailed setting description [configurations, parameters, specification, interdependence with others systems modules…],
·  A description of material configuration [architecture, integrated systems, temperature conditions, electric system électrique if required…]
·  A description of software configuration [only for applications entirely developed in-house] :
·  databases description, files, recordings,
·  programming management.

 Each specification is correlated with user requirements.
 There is no correlation between System Specifications and user requirements.
[bookmark: _Toc477973264][bookmark: _Toc481771900]Risk Analysis
☐ A Risk Analysis has been performed for the system:
Date and version:
Approved by:
☐ This Risk Analysis covers the following topics:
· ☐ potential risks identification for the system functioning:
· ☐ materials (e.g.: breakdown, unavailability, replacement necessity...), 
· ☐ Software (e.g.: crash, version changes, computer access rights, alteration or loss of files, design error, bug...), 
· ☐ data (e.g.: data entry error, data loss, file loss or file corruption, back-up failure...), 
· ☐ communication (e.g.: lack of communication, alteration during communication...),
· ☐ human factor (e.g.: malicious acts, fraud, theft, training lack, error, absence, espionage...), 
· ☐ environment (e.g. : virus attack, electrical failure, power failure, fire / heat, frost, water damage, theft...).
· ☐ evaluation and identified risks analysis:
· ☐  possible causes / scenarios, 
· ☐ consequences in terms of functionalities and responsibility exercise, 
· ☐ criticality,
· ☐ likehood of (occurrence frequency estimate), 
· ☐  prevention possible measures (Prevention Plan), 
· ☐ validation measures,
· ☐ Contingency Plan to apply in case of risk occurrence.

☐ The Risk Analysis is regularly reviewed and maintained up-to-date.
☐ The Risk Analysis is not regularly reviewed and maintained up-to-date.

[bookmark: _Toc477973265][bookmark: _Toc481771901][bookmark: _Toc282701509]Supplier Audit, if applicable
GxP :
[image: http://intranet.sunnikan.com/images/Icone_WORLD.gif] "Appendix D4 Management, development, and review of software
… 3.3.1 Purchasd Software
In most cases evidence of software control can be obtained through standard mechanisms for supplier assessment, such as supplier audit…" GAMP (Good Automated Practices), a risk-based approach to compliant GxP computerized systems, version 5, April 2008, ISPE
☐ The documentation of the system development by the supplier has been assessed during a supplier audit.
☐ The documentation of the system development by the supplier has not been assessed.
☐ LABO PHARMA has a summary of the supplier system Validation Report.
☐ LABO PHARMA has no summary of the supplier system validation report.
☐ LABO PHARMA has a Supplier Validation Certificate for the System.
☐ LABO PHARMA has no Supplier Validation Certificate for the System.
[bookmark: _Toc477973266][bookmark: _Toc481771902]Software Development
GxP :
[image: http://intranet.sunnikan.com/images/Icone_WORLD.gif] "Appendix D4 Management, development, and review of software
… 3.1 Software development
… Source code should be subject to a documented review… The review should take place before acceptance Testinf of software commences…
Software should be subject to configuration management and document version control…" GAMP (Good Automated Practices), a risk-based approach to compliant GxP computerized systems, version 5, April 2008, ISPE
[image: http://intranet.sunnikan.com/images/Icone_WORLD.gif] "Appendix D5 Testing of computerized systems
… 7.1 Testing during software development
… Common types of Test types to be e.g.ecuted are:
- acceptance Testing for purchasd hardware and software…
- unit/module tests…
- integration and system tests…" GAMP (Good Automated Practices), a risk-based approach to compliant GxP computerized systems, version 5, April 2008, ISPE

 The Core System development process is described in the procedure…
 The Core System development process is not described in a procedure….
[bookmark: _Toc477973267][bookmark: _Toc481771903]Development Standards
 The Core System Development is carried out under …
 There are internal programming standards / de development, including:
 code source drafting,
 sources management (see after),
 code reviews modalities.
 There is no internal programming standard / development.
 Code reviews are performed and documented.

 The sources management is performed under…
 The sources management is appropriate (versioning, history, recovery, security…).
 The sources management is not appropriate.
[bookmark: _Toc477973268][bookmark: _Toc481771904]Software Design Review
GxP:
[image: http://intranet.sunnikan.com/images/Icone_WORLD.gif] "Appendix M5 Design review and traceability
… Design reviews evaluate deliverables against standards and requirements, identify issues, and proposed required corrective actions. They are planned and systematic reviews of specifications, design, and development performed at appropriate points throughout the life cycle of the system…
Design review should be performed by appropriate Subjects Matter Experts (SMEs). The individuals performing the review should be identified.
… For non-configured products (GAMP category 3) a design review by the regulated company typically is not required.
For systems based on configured product, a significant part of the Design Review activities should have been performed by the supplier during development of the product. This should be verified during supplier assessment…
For custom applications, Design reviews typically are conducted at each level of Detail of specification, i.e. at Functional Specification (FS) and at each level of Design Specifications." GAMP (Good Automated Practices), a risk-based approach to compliant GxP computerized systems, version 5, April 2008, ISPE

 A Design Review is performed and documented:
Date and version:
Approved by:
 There is no Design Review.
[bookmark: _Toc477973269][bookmark: _Toc481771905]Unit and integration Testing
 Unit and integration Testing are performed and documented:
 Test Protocol
 Test Booklet
 Test Sheets
 Test Reviews are performed and documented.
 Unit and Integration Testing are performed but are not documented.
 The Testing management is compliant with the "Good Testing Practices" (GAMP):
 drafting by an independent Tester
 content including at least :
· references of the system and of the Test,
· test objectives,
· tested functionalities, 
· test environment, 
· datasets to use, if applicable,
· references documents,
· execution instructions of the Test,
· steps of Test scénario,
· acceptance standard of the Test, 
· observed potential nonconformities.
 sheets completed in a handwritten, dated and signed by the Tester,
 Test proof (screenshot, files printings …) joined with the sheets, identified by a single reference, dated and signed by the Tester,
 evaluation of the Test acceptance standard, by the Tester,
 Test Review implementation by an independent Tester.
 A Design Review is performed and documented:
Date and version:
Approved by :
 There is no Design Review.

[bookmark: _Toc282701510][bookmark: _Toc477973270][bookmark: _Toc481771906]Environments Management
 The following environments are used:
 development environment 
 tests and validation environment 
 production environment.
 The environments management is described in the document "XXX":
Date and version:
Approved by:
 The environments management is not described.
 The environments management is adequate with the validation strategy of the IWRS System.
 The environments management is not adequate with the validation strategy of the IWRS System.

[bookmark: _Toc477973271][bookmark: _Toc481771907]Traceability Matrix
GxP :
[image: http://intranet.sunnikan.com/images/Icone_WORLD.gif] "Appendix M5 – Design review and traceability – Chapter 4 Traceability
… Traceability ensures that:
- requirements are mand and can be traced to the appropriate configuration or design elements
- requirements are verified, and can be traced to Test or verification activity that shows that requirement has been mand…
The rigor of traceability activities and the e.g.tent of documentation should be base on risk, comple.g.ity, and novelty, for e.g.ample a non-configured product may require traceability only bandween requirements and Testing.
For more comple.g. systems, the relationship bandween user requirements specifications (URSs), FSs [functional specifications], configuration specifications, design specifications, and verification may not be simple, e.g.:
- multiple requirements can be covered by a single design specification and verified by a single Test
- multiple design specifications may be linked to a single requirement
- multiple tests can be required to address one requirement or one design specification.
The documentation or process used to achieve traceability should be documented and approved during the planning stage, and should be an integrated part of the complete life cycle." GAMP (Good Automated Practices), a risk-based approach to compliant GxP computerized systems, version 5, April 2008, ISPE

 A Traceability Matrix is available for the "XX" Core System:
Date and version:
Approved by:
 There is no Traceability Matrix concerning the "XX" Core System.
 This Traceability Matrix links:
 user requirements,
 functional specifications,
 technical specifications,
 risks,
 tests.
[bookmark: _Toc477973272][bookmark: _Toc481771908]Validation Protocol
GxP :
[image: http://intranet.sunnikan.com/images/Icone_WORLD.gif] "Appendix M1 Validation Planning - §5 Computerized system validation plans
… The plan should define:
- what activities are required
- how they will be performed and who is responsible
- what the requirements are for acceptance
- how compliance will be maintained for the lifandime of the system…
Contents of the plan:
-	introduction and scope
-	system overview
-	organizational structure
-	quality risk management
-	validation strategy
-	deliverables
-	acceptance criteria
-	change control
-	standard operating procedures
-	supporting processes
-	glossary " GAMP (Good Automated Practices), a risk-based approach to compliant GxP computerized systems, version 5, April 2008, ISPE
 The Validation Protocol is available for the "XX" Core System:
Date and version:
Approved by:
Core System Version :
 There is no Validation Protocol for the "XX" Core System.
 The Validation Protocol covers the following:
 identification and description of the system,
 application scope and validation objectives,
 regulation and applicable procedures,
 reference documentation,
 risks management,
 validation organization and validation strategy,
 deliverables,
 acceptance criteria,
 changes control,
 support processes (training, documentation management, configuration management, validated state maintaining).

[bookmark: _Toc477973273][bookmark: _Toc481771909]Tests
	CA le 21/01/11
Attention : tenir compte des caractéristiques des environments gérés
Ex:	tests IQ/OQ en environment de development
	tests IQ/OQ/PQ en environment de Test / de validation
	tests IQ/OQ/PQ en environment de production


 The tests cover the following steps:
 IQ
 OQ
 PQ
 The following tests are performed:
 unit tests and integration tests (IQ)
 functional tests(OQ/PQ)
 acceptance tests / reTest (OQ/PQ)

 The tests are performed and documented:
 Test Protocol 
 Test Booklet
 Test Sheets 
 Test Reviews are performed and documented.
 Tests are performed but are not documented.
 The tests management respected the "Good Practices Test" (GAMP):
 drafting by an independent Tester,
 the Test Protocol contains the followings:
·  the references of the system and of the Test,
·  test objective,
·  tested functionalities,
·  test environment, 
·  datasets to use, if applicable,
·  reference documents,
·  execution instructions of the Test,
·  steps of the Test case (scénario),
·  acceptance standard of the Test, 
·  observed potential nonconformities,
 sheets completed in a handwritten, dated and signed by the Tester,
 test proofs (screenshot, files printings …) joined with the sheets, identified by a single reference, dated and signed by the Tester,
 evaluation of the Test acceptance standard, by the Tester,
 Test Review implementation by an independent Tester.

For a Case Report Form Core System:
 The following tests and checkouts are performed and documented:
 Database design, 
 data input mask,
 data entry scenarios,
 control line,
 audit trail,
 timestamp,
 confirmation messages on the screen / alert (e.g.: if input error, missing data, non-standard values…),
 reporting / progress report,
 multilingual management:
·  data acquisition 
·  for the messages
 security :
·  ssl (https) activation certificate, 
·  access to the website,
·  profils User (Investigator, Project Manager…),
·  delivery of the logins / passwords,
·  accessibility 24 hours a day, 7days a week (24/7),
·  data back-up,
·  bases independence in the case of multistudies.

[bookmark: _Toc282701515][bookmark: _Toc477973274][bookmark: _Toc481771910]Validation Review
 A Validation Review is available:
Date and version:
Approved by:
 There is no Validation Review for the Core system.
 This documentation covers the following:
 the list of the observed differences between the validation documentation, regulatory requirements and user requirements,
 differences analysis,
 correctives actions setting up and mises en place and follow-up.

[bookmark: _Toc477973275][bookmark: _Toc481771911]Validation Report
GxP:
[image: http://intranet.sunnikan.com/images/Icone_WORLD.gif] "Appendix M7 - Validation Reporting
… 4.1 Content of the computerized system validation report
-	introduction and scope
-	scope changes
-	supplier assessment
-	summary of activities
-	summary of deliverables
-	summary of deviations and corrective actions
-	statement of fitness for intended use
-	training
-	maintaining compliance and fitness for intended use…" (GAMP (Good Automated Practices), a risk-based approach to compliant GxP computerized systems, version 5, April 2008, ISPE)

 A Validation Report is available for the "XX" Core System:
Date and version:
Approved by:
Core System Version:
 There is no Validation Report for the "XX" Core System.
 A Validation Report Summary is available.
 There is no Validation Report Summary.

[bookmark: _Toc477973276][bookmark: _Toc481771912]Validation Certificate
 A Validation Certificate is available for the XX Study system:
Date and version:
Approved by:
Core System Version:
Application Version:
 There is no Validation Certificate for the XX Study system.

[bookmark: _Toc282701511][bookmark: _Toc477973277][bookmark: _Toc481771913]Installation
	CA le 21/01/11
Attention : tenir compte des caractéristiques des environments gérés
Ex:	installation en environment de development
	installation en environment de Test / de validation
	installation en environment de production


GxP:
[image: http://intranet.sunnikan.com/images/Icone_WORLD.gif] "Table 4.1 Relationship bandween traditional qualification terminology and GAMP 5 activities
[GAMP 5 verification activity related to Installation Qualification]: checking, Testing, or other verification to demonstrate correct:
- installation of software and hardware
- configuration of software and hardware…" GAMP (Good Automated Practices), a risk-based approach to compliant GxP computerized systems, version 5, April 2008, ISPE
[image: http://intranet.sunnikan.com/images/Icone_WORLD.gif]"Appendix D5 Testing of computerized systems
… 9.1.1 Installation Testing of hardware/software
… The purpose is to verify and document that system components are combined and installed in accordance with specifications, supplier documentation, and local global requirements. Installation Testing provide a verified configuration baseline for subsequent verification and validation activities and also verifies any installation mandhods, tools or script used…" GAMP (Good Automated Practices), a risk-based approach to compliant GxP computerized systems, version 5, April 2008, ISPE

 The Core System Installation is documented.
 The Core System Installation is not documented.
 This documentation covers the following:
 the documentation of the Core System (technical guide, user guide, installation procedures, operating procedures, specifications sheets, software list…),
 execution of installation tests.

[bookmark: _Toc477973278][bookmark: _Toc481771914]System Release (Authorization for Deployment)
	Requirement
	Comment

	☐ The system is considered "validated"
	

	☐ All documents have been formally reviewed and approved
	

	☐ Operators are effectively trained
	

	☐ Applicable operational procedural controls are established
	



 An Authorization System Deployment is available for the XX Study system:
Date and version:
Approved by:
Core System Version :
Application Version:
 There is no Authorization System Deployment for the XX Study system.
[bookmark: _Toc477973279][bookmark: _Toc481771915]Periodic Review (self-inspection, audit)
	Requirement
	Comment

	☐ There are periodic reviews throughout the operational phase to ensure that the system remains in a validated state
	

	☐ The risk review process is based on a risk analysis
	

	☐ Periodic review is described in a SOP
☐ Frequency is defined and explained
☐ Periodic Reviews are planned (according to system inventory and classification)
	

	☐ All systems are concerned
	

	Risk review includes:
☐ compliance with applicable regulations
☐ validated state
	

	☐ Risk review is conducted by independent and qualified persons
	

	☐ There is a Periodic Review Report
☐ including possible Action Plan
	



0.2 [bookmark: _Toc477973280][bookmark: _Toc481771916]Software Configuration Management
	Requirement
	Comment

	☐ Items generated by the process or project are identified, defined and documented (Classes A, B, C – IEC TR 80002-3:2014)
	

	☐ SOUP configuration item details are documented, including title, developer, unique SOUP designator (Classes A, B, C – IEC TR 80002-3:2014)
	

	☐ The set of configuration items and their versions that comprise the software system configuration are documented (Classes A, B, C – IEC TR 80002-3:2014)
	

	☐ Modifications to the configuration items are implemented and the releases of the items are controlled (Classes A, B, C – IEC TR 80002-3:2014)
	

	☐ Changes to configuration items are made only in response to approved change requests (Classes A, B, C – IEC TR 80002-3:2014)
	

	☐ Modifications to the existing system are managed through the software configuration management process (Classes A, B, C – IEC TR 80002-3:2014)
	???

	☐ Modified software items are implemented and verified (Classes A, B, C – IEC TR 80002-3:2014)
	

	☐ An audit trail exists, whereby each modification, the reason for the modification, and authorization of the modification can be traced (Classes A, B, C – IEC TR 80002-3:2014)
	

	☐ 
	

	☐ Modifications and releases are made available to affected parties (IEC TR 80002-3:2014)
	

	☐ The status of the items and modifications are recorded (Classes A, B, C – IEC TR 80002-3:2014)
	

	☐ 
	

	☐ The completeness and consistency of the items is ensured (IEC TR 80002-3:2014)
	

	The storage, handling and delivery of the items are controlled (Classes B, C – IEC TR 80002-3:2014)
	

	The procedures and the environment used to create released software are documented (Classes B, C – IEC TR 80002-3:2014)
	

	The documentation archiving time is defined… (Classes B, C – IEC TR 80002-3:2014)
	

	The version of the released software is documented (Classes B, C – IEC TR 80002-3:2014)
	



[bookmark: _Toc477973281][bookmark: _Toc481771917]Change Management
GxP:
[image: http://intranet.sunnikan.com/images/Icone_WORLD.gif] "Appendix O6 – Operational change and configuration management
… 4.3 Change management
… The change process should address the following key steps:
-	describe the proposed change
-	document and justify the change
-	evaluate risks and impact of the change
-	accept or reject the requis for change
-	develop and verify the change
-	approve and implement the change
-	close the change…"
CLINIQUE:
pages 48-49 (Computerised systems validation in Clinical Research, a practical guide, 2nd edition, February 2004, CR-CSV Working Party)

 A study changes management System (changes control and configuration management) is maintained and documented as follows…
Clarify
 There is no changes management System for the XX study.

For specific systems
 A "Release note" is documented for any changes of the Core System (version change).
 There is no documented "Release note".



[bookmark: _Toc282701520][bookmark: _Toc477973282][bookmark: _Toc481771918]Validation for a Specific Instance
[Exemple : application generated from a Core System]
[bookmark: _Toc477973283][bookmark: _Toc481771919]System Description 

[bookmark: _Toc477973284][bookmark: _Toc481771920]Validation Strategy of the System
 The Validation Strategy for the Study System is based on a Risk Analysis, documented and maintained up-to-date.
 The Validation Strategy for the Study System is based on a Risk Analysis.
 The validation methodology follows the GAMP 5 recommendations.
 The validation methodology does not follow the GAMP 5 recommendations.

 The "XX" Core System validation is acted on a validation report:
Date and version of the Report:
Core System version:
Application Version :
Approved by:
 The Study System validation is not acted on a Validation Report.
 The validation steps including:
 Installation Qualification 
 Operational Qualification 
 Performance Qualification 
 The validation documentation includes the mains following elements:
 User requirements
 Functional and Technical Specifications
 Risk Analysis
 Traceability Matrix
 Validation Protocol
 Test Protocol/ Test Booklet / Test Sheets 
 Test Report
 Validation Report
 <Validation Certificate>
 The validation documentation does not the following:



[bookmark: _Toc477973285][bookmark: _Toc481771921]User requirements
GxP :
[image: http://intranet.sunnikan.com/images/Icone_WORLD.gif] "Appendix D1 – 3.1 General Guidance
… The URS [User Requirements Specifications] defines, clearly and precisely, what the regulated company requires the system to do…
The content of a URS typically includes, but is not limited to:
-	operational requirements
-	functional requirements
-	data requirements
-	technical requirements
-	interface requirements
-	environment requirements
-	performance requirements
-	availability requirements
-	security requirements
-	maintenance requirements
-	regulatory requirements
-	migration of any electronic data
-	constraints to be observed
-	life cycle requirements " (GAMP (Good Automated Practices), a risk-based approach to compliant GxP computerized systems, version 5, April 2008, ISPE)
CLINIQUE :
[image: http://intranet.sunnikan.com/images/Icone_WORLD.gif] pages 35-36 (Computerised systems validation in Clinical Research, a practical guide, 2nd edition, February 2004, CR-CSV Working Party)

 User requirements are available for the XX study system:
Date and version:
Approved by:
 There are no User requirements for the XX study system.

[bookmark: _Toc477973286][bookmark: _Toc481771922]Functional and Technical Specifications
Specifications Fonctionnelles
GxP :
[image: http://intranet.sunnikan.com/images/Icone_WORLD.gif] "Appendix D2 – functional specifications
... An FS [functional specification] defines what the system should do, and what functions and facilities are to be provided. It provides a list of design objectives for the system... The FS typically is produced by the supplier and should be reviewed and approved by the regulated company..." (GAMP (Good Automated Practices), a risk-based approach to compliant GxP computerized systems, version 5, April 2008, ISPE)
Content of the document (based on appendix D2):
-	overview of the essentiel system functions and interfaces to the outside world 
-	description of individual functions or facilities (objective, use, performance, security, limits of configuration, traceability to URS, error conditions...) 
-	data management : data definition, access, values, fields, checks, relationships, security, migration... 
-	interfaces description : User roles, interface with equipment/other systems (including description of data transferts) 
-	non-functional attributes : availability and maintainability 
-	special environment requirements (encryption for e.g.ample)
CLINIQUE :
[image: http://intranet.sunnikan.com/images/Icone_WORLD.gif] "Glossary
Design specification: a specification that documents how a system is to be built. It typically includes system or component structures, algorithms, control logic, data structures, data sand (file) use information, input/output formats, interface description…
Functional specifications: Detailed specifications of the nature and structure of the system under evaluation, including the operating system" (Computerised systems validation in Clinical Research, a practical guide, 2nd edition, February 2004, CR-CSV Working Party)
Spécifications techniques:
GxP :
[image: http://intranet.sunnikan.com/images/Icone_WORLD.gif] "Appendix D3 – configuration and design
... Based upon the type of system (e.g., configurable or custom), configuration and design specifications provide a Detailed, technical e.g.pansion of the Functional Specifications..." (GAMP (Good Automated Practices), a risk-based approach to compliant GxP computerized systems, version 5, April 2008, ISPE)
Information required (based on Appendix D3):
-	overview of configuration and design information (diagrams use is highly recommended) 
-	configuration : sandtings/paramanders, reason with reference to controlling specification, mandhods used, dependency and impact on other modules of the system, security of sandtings... 
-	hardware design : description of hardware architecture, configuration details, embedded systems, input and output formats, physical security required for the system (temperature, humidity, electrical supplies...) 
-	software design : required for custom applications (normally not required for configurable products). Software design may include:
- software description 
- description of system data and major data objects (databases and collection of files, files, records) 
- module description (programs and sub-programs management)
CLINIQUE :
[image: http://intranet.sunnikan.com/images/Icone_WORLD.gif] "Glossary
Design specification: a specification that documents how a system is to be built. It typically includes system or component structures, algorithms, control logic, data structures, data sand (file) use information, input/output formats, interface description…" (Computerised systems validation in Clinical Research, a practical guide, 2nd edition, February 2004, CR-CSV Working Party)

 Functional and Technical Specifications are available for the study IWRS System:
Date and version:
Approved by:
 There are no Functional and Technical Specifications for the study IWRS System.

[bookmark: _Toc477973287][bookmark: _Toc481771923]Risk Analysis
 A Risk Analysis is available for the XX study system:
Date and version:
Approved by:
 There is no Risk Analysis for the XX system.
 A Risk Analysis is regularly reviewed and maintained up-to-date.
 A Risk Analysis is not regularly reviewed and not maintained up-to-date.
[bookmark: _Toc477973288][bookmark: _Toc481771924]Supplier Audit, if applicable
GxP :
[image: http://intranet.sunnikan.com/images/Icone_WORLD.gif] "Appendix D4 Management, development, and review of software
… 3.3.1 Purchase Software
In most cases evidence of software control can be obtained through standard mechanisms for supplier assessment, such as supplier audit…" GAMP (Good Automated Practices), a risk-based approach to compliant GxP computerized systems, version 5, April 2008, ISPE
 The System development documentation by the supplier was evaluated during a supplier audit. 
 The System development documentation by the supplier was not evaluated. 
 LABO PHARMA has a summary of supplier validation report for the system.
 LABO PHARMA does not have a summary of supplier validation report for the system.
 LABO PHARMA has a supplier Validation Certificate for the system.
 LABO PHARMA does not have a supplier Validation Certificate for the system.

[bookmark: _Toc282701524][bookmark: _Toc477973289][bookmark: _Toc481771925]Development / Setting
À revoir en fonction du type d'application
For a Case Report Form:
 The development / setting include:
 database design,
 data input setting,
 profiles and user rights setting,
 alerts setting,
 line control setting,
 automatic reporting setting,
 research setting of potential doubloons…

 Each step is documented.
 Each step is validated and checked or a quality control was performed.

[bookmark: _Toc477973290][bookmark: _Toc481771926]In case of a specific development 
GxP :
[image: http://intranet.sunnikan.com/images/Icone_WORLD.gif] "Appendix D4 Management, development, and review of software
… 3.1 Software development
… Source code should be subject to a documented review… The review should take place before acceptance Testinf of software commences…
Software should be subject to configuration management and document version control…" GAMP (Good Automated Practices), a risk-based approach to compliant GxP computerized systems, version 5, April 2008, ISPE
[image: http://intranet.sunnikan.com/images/Icone_WORLD.gif] "Appendix D5 Testing of computerized systems
… 7.1 Testing during software development
… Common types of Test types to be e.g.ecuted are:
-	acceptance Testing for purchasd hardware and software…
-	unit/module tests…
integration and system tests…" GAMP (Good Automated Practices), a risk-based approach to compliant GxP computerized systems, version 5, April 2008, ISPE

 The system development is performed under…
 There are programming or development internal standards including:
 code-source drafting,
 sources management (see after),
 code review modalities.
 There are no programming or development internal standards.
 Code reviews are performed and documented.

 sources management is performed under…
 sources management is appropriate. (versioning, history, recovery, security…).
 sources management is not appropriate.

 A Design Review is performed and documented:
Date and version:
Approved by :
 There is no Design Review.

 Unit and integration Testing are performed and documented:
 Test Protocol
 Test Booklet
 Test Sheets
 Test Reviews are performed and documented.
 Unit and Integration Testing are performed but are not documented.
 The testing management is compliant with the "Good Testing Practices" (GAMP):
 drafting by an independent Tester
 content including at least:
· references of the system and of the Test
· Test objectives
· Tested functionalities 
· Test environment 
· datasets to use, if applicable
· references documents
· execution instructions of the Test
· steps of Test scénario 
· acceptance standard of the Test, 
· observed potential nonconformities,
 sheets completed in a handwritten, dated and signed by the Tester
 Test proofs (screenshot, files printings …) joined with the sheets, identified by a single reference, dated and signed by the Tester
 evaluation of the Test acceptance standard, by the Tester
 Test Review implementation by an independent Tester

 A Design Review is performed and documented:
Date and version:
Approved by :
 There is no Design Review.

[bookmark: _Toc282701525][bookmark: _Toc477973291][bookmark: _Toc481771927]Environments Management
 The following environments are used:
 development environment / setting environment,
 test environment / validation environment,
 production environment.
 The environments management is described in the document … :
Date and version:
Approved by:
 The environments management is not described in a document.

 The environments management is in line with strategy validation of the XX study system.
 The environments management is not in line with strategy validation of the XX study system.

[bookmark: _Toc282701526][bookmark: _Toc477973292][bookmark: _Toc481771928]Installation (if applicable)
	CA le 21/01/11
Attention : tenir compte des caractéristiques des environments gérés. Exemples :
installation en environment de development
installation en environment de Test / de validation
installation en environment de production


GxP:
[image: http://intranet.sunnikan.com/images/Icone_WORLD.gif] "Table 4.1 Relationship bandween traditional qualification terminology and GAMP 5 activities
[GAMP 5 verification activity related to Installation Qualification]: checking, Testing, or other verification to demonstrate correct:
-	installation of software and hardware
-	configuration of software and hardware…" GAMP (Good Automated Practices), a risk-based approach to compliant GxP computerized systems, version 5, April 2008, ISPE
[image: http://intranet.sunnikan.com/images/Icone_WORLD.gif]"Appendix D5 Testing of computerized systems
… 9.1.1 Installation Testing of hardware/software
… The purpose is to verify and document that system components are combined and installed in accordance with specifications, supplier documentation, and local global requirements. Installation Testing provide a verified configuration baseline for subsequent verification and validation activities and also verifies any installation mandhods, tools or script used…" GAMP (Good Automated Practices), a risk-based approach to compliant GxP computerized systems, version 5, April 2008, ISPE

 The installation of the XX study system is documented.
 The installation of the XX study system is not documented.
 This documentation covers the following:
 system configuration documentation (user guide, technical guide, installation procedures, operating procedures, specifications sheets, software list…)
 installation test execution 

[bookmark: _Toc477973293][bookmark: _Toc481771929]Traceability Matrix
GxP :
[image: http://intranet.sunnikan.com/images/Icone_WORLD.gif] "Appendix M5 – Design review and traceability – Chapter 4 Traceability
… Traceability ensures that:
-	requirements are mand and can be traced to the appropriate configuration or design elements
-	requirements are verified, and can be traced to Test or verification activity that shows that requirement has been mand…
The rigor of traceability activities and the e.g.tent of documentation should be base on risk, comple.g.ity, and novelty, for e.g.ample a non-configured product may require traceability only bandween requirements and Testing.
For more comple.g. systems, the relationship bandween user requirements specifications (URSs), FSs [functional specifications], configuration specifications, design specifications, and verification may not be simple, e.g.:
-	multiple requirements can be covered by a single design specification and verified by a single Test
-	multiple design specifications may be linked to a single requirement
-	multiple tests can be required to address one requirement or one design specification.
The documentation or process used to achieve traceability should be documented and approved during the planning stage, and should be an integrated part of the complete life cycle." GAMP (Good Automated Practices), a risk-based approach to compliant GxP computerized systems, version 5, April 2008, ISPE

 A Traceability Matrix is available for the XX study system:
Date and version:
Approved by:
 There is no Traceability Matrix for the XX study system.

[bookmark: _Toc477973294][bookmark: _Toc481771930]Validation Protocol
GxP :
[image: http://intranet.sunnikan.com/images/Icone_WORLD.gif] "Appendix M1 Validation Planning - §5 Computerized system validation plans
… The plan should define:
-	what activities are required
-	how they will be performed and who is responsible
-	what the requirements are for acceptance
-	how compliance will be maintained for the lifandime of the system…
Contents of the plan:
-	introduction and scope
-	system overview
-	organizational structure
-	quality risk management
-	validation strategy
-	deliverables
-	acceptance criteria
-	change control
-	standard operating procedures
-	supporting processes
-	glossary " GAMP (Good Automated Practices), a risk-based approach to compliant GxP computerized systems, version 5, April 2008, ISPE

 A Validation Protocol is available for the XX study system:
Date and version:
Approved by:
Core System Version:
Application Version:
 There is no Validation Protocol for the XX study system.
 The Validation Protocol for the XX study system refers to the Core System validation file.
 The Validation Protocol for the XX study system does not refer to the Core System Validation file.
 The Validation Protocol covers the following:
 identification and description of the system,
 the scope and validation objectives,
 regulation procedures, applicables procedures,
 reference documentation,
 risks management,
 organisation and validation strategy,
 deliverables,
 acceptance standards,
 changes control,
 support processes (training, documentation management, configuration management, maintaining the validated state).

[bookmark: _Toc477973295][bookmark: _Toc481771931]Tests
	CA le 21/01/11
Attention : tenir compte des caractéristiques des environnements gérés
Ex:	tests IQ/OQ en environment de development
	tests IQ/OQ/PQ en environment de Test / de validation
	tests IQ/OQ/PQ en environment de production


GxP:
GAMP 5
CLINIQUE:
+ User acceptance Testing
pages 39-40 (Computerised systems validation in Clinical Research, a practical guide, 2nd edition, February 2004, CR-CSV Working Party)
+ pages 64-65 (Computerised systems validation in Clinical Research, a practical guide, 2nd edition, February 2004, CR-CSV Working Party)
DATA MANAGEMENT AND STATISTICAL:
"5.8 Integrity of data and computer software validity
… The computer software used for data management and Statistical analysis should be reliable, and documentation of appropriate software Testing procedures should be available…" (Note for Guidance on Statistical Principles for Clinical Trials, CPMP/ICH/363/96, 5 February 1998)
STATISTICAL:
"11. QUALITY ASSURANCE AND QUALITY CONTROL
... 5 The staTesttician should be responsible for ensuring the accuracy and validity of computer programs used in Statistical analyses. The following mandhods of achieving this should be considered:
-	programs should be clearly documented with full use being made of commenting facilities within the program
-	formal flow charts should be prepared for comple.g. programs
-	a record of the function of each program should be kept in the project log and in the program comments
-	a sample of the data derived by computer programs should be manually checked
-	all data sands derived from the study database should be checked to ensure that they contain the intended data
-	Statistical analysis programs should be validated by analysing a datasand with independently pre-isablished results and validation documentation should be maintained
-	programs written for the purpose of data tabulation, data listing or graphical presentations should be checked by comparing the output with the original database
-	codes used for data listings should be verified…" (Guideline for Standard Operating procedures for Good Statistical Practice in Clinical Research, versions 1-6, 1999 - 19 July 2001, PSI)
DATA MANAGEMENT :
pages 61-64 (Computerised systems validation in Clinical Research, a practical guide, 2nd edition, February 2004, CR-CSV Working Party)
"Chapter Database Validation, Programming, and Standards
Clinical Database Validation
... Data management software purchasd off the shelf should have been heavily Tested by the vendor who originally developed the software…
Sponsors should ensure the complandion and documentation of functional level Testing, which includes documenting the effect of any known limitations, problems, and defects on functions used for the sponsor’s study. Some e.g.amples of additional validation that might be performed and validated by sponsors using Test data include the following:
-	Testing of data entry screens to ensure that data are mapped to intended database structures
-	Validation of any generic integrity constraints or data-checking routines that e.g.ecute during data entry (e.g., range, date, format, coding, field discrepancies)
-	Testing of data verification functions such as second-entry verification, file comparison, and batch verification
-	Batch data transfer to the clinical trial database from separate data entry systems (e.g., electronically transferred data or remote data entry systems)
Some important documentation to be considered and addressed during database validation includes the following (see also this chapter’s Recommended SOPs section):
-	Prospectively written design specifications that describe what the software is intended to do and how it is intended to do it. A version controlled system manual can serve as design specifications.
-	A Test plan based on the design specification and the intended use of the database management system that outlines both how the Testing will be conducted and the criteria for acceptance or rejection of the software based on Testing outcomes.
-	Results documentation that describes why the software will be accepted or rejected based on specific Test results.
-	Appropriate review and approval documents…
Trial-Specific Programming and Validation
After a clinical data management system has been validated and approved for use within a sponsor organization, validation must focus instead on specific study or protocol database design and implementation. Validation at this phas can be addressed in three major categories: database design, data entry, or capture and other study-specific programming…
... The most important consideration is the need to ensure that data being entered through a data entry screen or captured via some other transfer process (e.g., electronic lab data transfers) map to the correct variables in the clinical trial database. Useful validation measures to consider when Testing this functionality may include entering Test or “dummy” data into the screens or loading Test data transfer files so that output data listings from the database can be reviewed to ensure that the variables were correctly added and saved within the database structure. It is also critical to validate the data field definitions in terms of length and type...
Database entry or capture validation should also verify that key records management issues are addressed. The database should not accept entry of duplicate records, and primary key variables should be appropriately assigned and managed by the definition of the database’s structure. When discrepancies bandween the first and second passes of data entry are resolved, validation should ensure that one record with the correct data is permanently and correctly inserted into the study database and can be e.g.tracted. Most importantly, the audit trail for the trial should be validated and protected so that all manipulation of the study database or e.g.ternal files is recorded by date, time, and user stamps in an audit trail that can be accessed as read-only for the life of the data.
Other e.g.amples of study-specific programming are data loading or transfer programming and programming done to validate the data (e.g., edit checks, query rules, procedures). This programming includes any code written to check the data and can occur at the time of entry or later as a batch job. This programming must be validated if action is taken regarding clinical data intended for submission as a result of the programming. Examples include programming that identifies data discrepancies such that queries are sent to clinical invisigators or in-house data-editing conventions followed for items identified by the programming.
Bis practices include identifying all intended uses of study-specific programming and Testing each logic condition in the programming, based on a Test plan. Algorithms for derived variables must be validated.
... The entire Test plan can be a standard operating procedure that contains the Testing methodology, scope, purpose, acceptance criterion, and approvals and that specifies the format for Test data and problem reporting." (Good Clinical Data Management Practices, Version 5, July 2008, Sociandy For Clinical Data Management (SCDM))
SYSTEME DE INPUT DE DONNEES CLINICAL :
page 57 (Computerised systems validation in Clinical Research, a practical guide, 2nd edition, February 2004, CR-CSV Working Party)
e-CRF :
pages 57-58 (Computerised systems validation in Clinical Research, a practical guide, 2nd edition, February 2004, CR-CSV Working Party)
CTMS :
pages 70-71 (Computerised systems validation in Clinical Research, a practical guide, 2nd edition, February 2004, CR-CSV Working Party)

 The tests cover the following steps:
 IQ
 OQ
 PQ
 The following tests are performed:
 unit tests and intégration tests (IQ)
 functional tests (OQ/PQ)
 acceptance tests and retests (OQ/PQ)

 The tests are performed and documented:
 Test Protocol
 Test Booklet
 Test Sheets 
 Test Reviews are performed and documented.
 Test Reviews are performed but are not documented

 The Testing management is compliant with the "Good Testing Practices" (GAMP):
 drafting by an independent Tester
 content including at least:
· references of the system and of the Test
· Test objectives
· Tested functionalities 
· Test environment 
· datasets to use, if applicable
· references documents
· execution instructions of the Test
· steps of Test scénario 
· acceptance standard of the Test, 
· observed potential nonconformities,
 sheets completed in a handwritten, dated and signed by the Tester
 Test proofs (screenshot, files printings …) joined with the sheets, identified by a single reference, dated and signed by the Tester
 evaluation of the Test acceptance standard, by the Tester
 Test Review implementation by an independent Tester

 Le ProCore System participates in tests execution (UAT).
 Le ProCore System does not participate in tests execution (UAT).

[bookmark: _Toc477973296][bookmark: _Toc481771932]Tests of a statistical analysis system
 The standards statistical analysis programs are validated. This validation is documented by …. [e.g: log of all programming with validation status]
 The standards statistical analysis programs are not validated.
 The standards statistical analysis programs are validate. This validation is documented by ….
 The specific statistical analysis programs are not validated.
 The validation of the standards programs and specific programs is documented by:
 For the "critical" programs (i.e., statistical analysis programs of data like main efficiency criteria, de tolérance…):
 the check on the code source of the program by an independent third party.
 The verification is documented by…
 The execution log check (no errors ou alerts on the execution log)
 This verification is documented by …
 the verification of datasets and used variables for the program (the program use the smooth datasets to generate the analysis results)
 This verification is documented by …
 A comparison of the programs generating results with predetermined results independently of program (generating results by the same program but developed by an independent third party),
 This comparison is documented by … [dated and signed printing of the two results, comparison table…]
 For the "non-critical" programs (programs generating a data list, a graph…):
 the program code source verification by the programmer.
 This verification is documented by…
 the verification of the log d'execution (no errors or alerts)
 This verification is documented by …
 The validation of the standard programming and specific programming is not documented.
 the standard macros are validated. This validation is documented by…. [e.g. log of all the macros with their status of validation.]

 the standard macros are not validated.
 the specific macros are validated. This validation is documented by….
 the specific macros are not validated.
 the macros validation is documented by :
 For the "critical" macros:
 the programming code source verification by an independant third party.
 This verification is documented par …
 the verification of the execution log (no d'errors ou alerts)
 This verification is documented by…
 the verification of datasets and used variables for the program (the program use the smooth datasets to generate the analysis results)
 This verification is documented by …
 A comparison of the programs generating results with predetermined results independently of program (generating results by the same program but developed by an independent third party),
 This comparison is documented by … [dated and signed printing of the two results, comparison table…]
 For the "non-critical" programs (programs generating a data list, a graph…):
 the programm code source verification by the programmer.
 This verification is documented by…
 the verification of the execution log (no errors or alerts)
 This verification is documented by …






[bookmark: _Toc477973297][bookmark: _Toc481771933]Management System Tests of clinical databases 
General points:
 The validation of the "SSS" computerized system is documented.
 The validation of the "SSS" computerized system is not documented.
 This documentation covers the following:
·  validation of database implementation (standard tables),
·  if applicable, the validation of the data transfer acquisition between the data acquisition system and the clinical databases management system,
·  the validation of the algorithms of derived data calculated,
·  data control programs validation,
·  system audit trail validation,
·  data extraction validation,
·  validation the security of access to the database.
 This documentation does not cover the following points:
· .
Specific points:
a/ Database Implementation 
 The modified table's validation specifically for a trial is documented.
 The modified table's validation specifically for a trial is not documented.
 This documentation covers the following:
·  input tests (fields, formats, auto-coding, derived data calculation, and possibility to confirm missing data or non-standard…),
·  conformity between fields mask and fields tables,
·  conformity between variables capture and those transmitted in the base (variables in the right field of the table).
 This documentation does not cover the following points:
· 
b/ Data Transfer 
 Data transfer validation of a data acquisition system to the clinical databases 
 Data transfer validation of a data acquisition system to the clinical databases management system is not documented.
 This documentation covers the following:
·  data transfer from a double entry,
·  others data transfer (e.g. laboratory electronic data),
·  the transfers verification (transferred data in the right field of the table),
·  doubloons data detection and management,
·  alerts if data are not transfered.
·  the presence of a transfer audit trail, validated, in the receiver system.

 This procedure does not cover the following:

c/ Derived Data
 The derived data algorithms validation is documented.
 The derived data algorithms validation is not documented.
 This documentation covers the following:
·  tests at the limits (with extreme data, limits, missing),
·  the standard tests of the algorithm (for all data source types),
·  the verification of the calculated derived variables,
·  the adequacy verification between the variables-source name field and and the derived variables in the database,
·  the dictionnaries and tables versions control.
 This documentation does not cover the following points:
· 
d/ Data Validation 
 the data control programs validation is documented.
 the data control programs validation is not ocumented.
 This documentation covers the following:
·  the standards controls programs validation:
·  the verification that each control is applied to each variable,
·  the verification of the programs reproducibility (if a control reveal any abnormality, it should not do that before the relevant data modification),
·  programming errors management,
·  conducted tests with data adapted to the detection of positives false or negatives false.
·  specific controls programs for a specific trial validation:
·  the verification of each control is performed for each concerned variable,
·  the verification of the programs reproducibility (if a control reveal any abnormality, it should not do that before the relevant data modification),
·  programming errors management,
·  conducted tests with adapted data to the detection of false positives and false negatives.
 This documentation does not cover the following:
e/ Data Extraction Validation 
 the validation of system data extraction is documented.
 the validation of system data extraction is not documented.
 This documentation covers the following:
·  the data extraction programs validation:
·  verification that extracted data corresponding to the proper study,
·  verification that the extracted data are those of smooth tables,
·  verification that the extracted data are in the properly format.
·  the developed programs in an separate environment from the validated programs use.
·  the extraction documentation, including le the program-source, date and hour of generation, page number and pages total number.
 This documentation does not cover the following:

f/ Access- Database Locking
 The validation of the security access to the database and, locking and unlocking modalities are documented.
 The validation of the security access to the database and, locking and unlocking modalities are not documented.
 This documentation covers the following:
·  access rights limitation,
·  the access rights management (in writing),
·  locking and unlocking process.
 This documentation does not cover the following:
…>
[bookmark: _Toc477973298][bookmark: _Toc481771934]Tests of a Clinical Data Input System
 The validation system of clinical data input is documented.
 The validation system of clinical data input is not documented.
 This documentation covers the following:
·  tests of data input mask (nature and fiels format),
·  functional tests of input controls (format, limits values, codage, interdependence of some fields…),
·  input functionalities tests (comparison of data in the case of double-input, data verification if single-input…),
·  transfer tests to the clinical databases system management,
·  tests of data extraction reports.
 This documentation does not cover the following:
· …>
[bookmark: _Toc477973299][bookmark: _Toc481771935]Case Report Form Tests 
 The validation of the electronical data collection system is documented.
 The validation of the electronical data collection system is not documented.
 This documentation covers the following:
 execution and documentation of User tests [parameter tests]:
 data input mask tests (nature and format of the fields),
 functional tests of input controls (format, limits values, coding, interdependence between fields…),
 access tests (system access, rights according to the User profiles, rights in writing / reading / edition…)
·  constraints linked to the material use on-site (client hardware) for the data collection system installation:
·  technical constraints management,
·  configuration constraints management,
·  system compliance with the User specifications,
·  system conpliance with data extraction specifications,
·  electronic signatures implémentation,
·  data input mask tests (nature and fields format),
·  functional tests of input controls (format, limits values, coding, interdependence between fields…),
·  functionalities verification (input, data validation, read-only…) according to the different user profiles,
·  the verification of data logical controls programs, at the time of input,
·  the verification of the correction requests treatment (send / receive / answer / reference),
·  performances of the system audit trail,
·  the processes of system clock synchronization (time zones management),
·  data transfers security (e.g. : dedicated phone lines, secure internet https, VPN …),
·  for the "off line" systems, the verification and the secure (cryptage, mots de passe, anti-virus, pare-feu applicatif, …) of the data transfert between local database and centralized database.
·  centralized database security,
·  codes-source control for local developer's and/or supplier (if the system was developed in-house or not),
·  tests with interfaces like automatic measuring instruments,
·  the end users training, on-site,
·  a User support ('Help Desk'),
·  physical and logical access on site:
·  computers on site are dedicated to the data collection,
·  computers on site are dedicated to the data collection, but the system is physically and logically from other programs, 
·  computers on site are dedicated to the data collection,and the system is not physically and logically from other programs, 
·  the physical security of equipments on site,
·  for the "off line" systems, the backup and restoring of the local computers data,
 This documentation does not cover the following:
…>

[bookmark: _Toc477973300][bookmark: _Toc481771936]CTMS Tests 
A noter : La validation du CTMS n'est pas une obligation réglementaire mais est fortement conseillée compte tenu de la complexité d'un certain nombre de ces systèmes, et de leur impact potentiel dans le suivi d'un essai (management de projet). Le degré de validation attendue dépendra du type de CTMS: développé en interne ou sur demande, système commercial configurable ou non.
 The CTMS validation is documented.
 The CTMS validation is not documented.
 This documentation covers the following:
 the access control (in writing) to the different modules of the system:
 a management procedure of users rights,
 a adequate documentation of access authorizations,
 access tests in writing by authorized / unauthorized profile 
 automatic calendars management for tasks planning, may include:
 functional specifications specifying the nature of the used calendars, authorized windows, delays triggering an alert, calendar update and le theoretical dates re-calculation chen a date is input…
 tests of different functionalities.
 workflows User management, may include:
 functional specifications specifying the different workflows in place, assigned tasks, Users alerts…
 tests of differents functionalities.
 reports and reporting management, may include:
 specifications reports and progress reports,
 reports editing tests and progress reports, [input data versus output data].
 connections to other computerized systems, may include:
 transfer modalities specifications [média], detection and doubloons management or non-transfered files, transfer files (e.g. format, size, records number…),
 import and export data transfers [verification transmitted data versus received data, verification that import and export is performed at the system right place, that the right people are informed…],
 doubloons detection tests, non transfered files detection,
 A systematical review of transfer logs [import log, export log],
 inter-systems synchronization tests.
 the system audit trail management, could include:
 the data traceability from the first entered data into the system, including:
 data source,
 modified data,
 access rights,
 files transfers
 The periodical verification of the audit trail…

[bookmark: _Toc282701530][bookmark: _Toc477973301][bookmark: _Toc481771937]Validation Review
 A Validation Review is available for the XX study system:
Date and version:
Approved by:
 There is no Validation Review the XX study system.

[bookmark: _Toc477973302][bookmark: _Toc481771938]Validation Report
GxP:
"Appendix M7 - Validation Reporting
… 4.1 Content of the computerized system validation report
- introduction and scope
- scope changes
- supplier assessment
- summary of activities
- summary of deliverables
- summary of deviations and corrective actions
- statement of fitness for intended use
- training
- maintaining compliance and fitness for intended use…" (GAMP (Good Automated Practices), a risk-based approach to compliant GxP computerized systems, version 5, April 2008, ISPE)
 A Validation Report is available for the XX Study System:
Date and version:
Approved by:
Core System Version:
Application Version :
 There is no Validation Report for the XX Study System.
 A Summary Validation Report is available.
 There is no Validation Report Summary.
 The Validation Report covers the following:
 potential changes broucht to the validation approach initialy described in the Validation Protocol, and documentary evidences,
 for each validation step: performed activities, deviations, setting-up actions, and the conclusion of the step acceptance criteria,
 deliverables,
 the planned arrangements to maintain the system validated state,
 the validation system conclusion.
[bookmark: _Toc477973303][bookmark: _Toc481771939]Validation Certificate
 A Validation Certificate is available for the XX study system:
Date and version:
Approved by:
Core System Version:
Application Version:
 There is no Validation Certificate for the XX study system.
[bookmark: _Toc477973304][bookmark: _Toc481771940]System Authorization Deployment
 A System Authorization Deployment is available for the XX study system:
Date and version:
Approved by:
Core System Version :
Application Version:
 There is no System Authorization Deployment for the XX study system.

[bookmark: _Toc477973305][bookmark: _Toc481771941]Change Management
GxP:
[image: http://intranet.sunnikan.com/images/Icone_WORLD.gif] "Appendix O6 – Operational change and configuration management
… 4.3 Change management
… The change process should address the follosing key steps:
- describe the proposed change
- document and justify the change
- evaluate risks and impact of the change
- accept or reject the requis for change
- develop and verify the change
- approve and implement the change
- close the change…"
CLINIQUE:
pages 48-49 (Computerised systems validation in Clinical Research, a practical guide, 2nd edition, February 2004, CR-CSV Working Party)

 A study changes management System (changes control and configuration management) is maintained and documented as follows…
Clarify
 There is no changes management System for the XX study.
[bookmark: _Toc477973306][bookmark: _Toc481771942]System Functionalities
[bookmark: _Toc477973307][bookmark: _Toc481771943]Electronic Signature
	Requirement
	

	☐ electronic signature of electronic records
	

	☐ ID + password
☐ biometric
☐ digital signature
	

	☐ meaning of the signature
	

	☐ person trained to use electronic signature
	

	☐ person aware of equivalence of electronic signature
	

	☐ the person cannot deny signing. Users must not share IDs and passwords
	

	☐ e-signature integrity maintained outside of application but inside the company
	

	☐ signature permanently linked to their respective record
	

	☐ unability to delete signature
	

	☐ if signature is deleted, the record indicates the report has been altered
	

	☐ if record is modified, the signature becomes invalid
	

	☐ 
	



0. [bookmark: _Toc477973308][bookmark: _Toc481771944]Audit Trail
	Requirement
	Comment

	☐ "based on a risk analysis" (Annex 11)
	

	☐ "a record of all GMP-relevant changes and deletions (a system-generated audit trail" (Annex 11)
	

	☐ "12.4 Management systems for data and for documents should be designed to record the identity of operators entering, changing, confirming, or deleting data (…)" (Annex 11)
	

	☐ "12.4 Management systems for data and for documents should be designed to record (…) date and time" (Annex 11)
(21 CFR 11)
☐ unambiguous format
☐ may require the time zone
	

	☐ "for change or deletion of GMP-relevant data, the reason should be documented" (Annex 11)
☐ may be pre-defined
	

	☐ "Audit trails need to be available" (Annex 11) (for reviewer, auditor, inspector)
	

	☐ "Audit trails need to be (…) convertible to a generally intelligible form" (Annex 11)
☐ screen ☐ print-out ☐ pdf file ☐ other format
	

	☐ "Audit trails need to be (…) regularly reviewed" (Annex 11)
☐ before batch release if applicable ☐ other frequency
(☐ eased by flag ☐ record of the review)
	

	☐ audit trail entries have to be clear and legible
	

	☐ audit trail records must be indelible
	

	☐ "old and new values for a change must be recorded along with who made the change
	

	☐ "audit trails must be associated with the activities supported, is should be possible to search entries for specific events
	

	☐ "audit trails are retained for the record retention period (at least 5 years following release by a Qualified Person (Section 4.10) or longer for MAA data (Secrion 4.12). Period to be determined
	

	☐ "Audit trails must be secure from change Chapter 4
	

	☐ the audit trail must be built to monitor not only the records created but also the associated metadata (context and meaning)
	


[bookmark: _Toc477973309][bookmark: _Toc481771945]Maintenance phase
[bookmark: _Toc477973310][bookmark: _Toc481771946]Change Management
	Requirement
	Comment

	☐ "Any changes to a computerized system including system configuration should be made only in a controlled manner in accordance with a defined procedure" (Annex 11)
	

	☐ SOP for request, assessment, review, approval, implementation of changes
	

	☐ Change request
	

	☐ Impact assessment of the change (including a risk-assessment, documentation impacted) to determine the revalidation extent
	

	☐ Plan for change, including system development methodology, affected baselines, regression testing
	

	☐ updates of documentation, including specifications, according to a configuration management SOP
	

	☐ Implementation of the changes
	

	☐ Validation of the changes
	

	☐ Review of the validation operations and documentation before release to operations (by qualified representatives of appropriate disciplines concerned) (Annex 15, Qualification and Validation)
	

	☐ Authorisation for use (release to operations)
	

	☐ computer systems modifications must be documented, validated, and approved prior to release of the product [for Software Manufacturer]
	

	☐ computer systems modifications must be documented, validated, and approved prior to put into production [for Regulated User]
	

	☐ SOP for informing the clients [for Software Manufacturer]
	

	Types of Maintenance:
☐ Perfective maintenance
☐ Adaptative maintenance
☐ Corrective maintenance
☐ Preventive maintenance
	



[bookmark: _Toc477973311][bookmark: _Toc481771947]Configuration Management
	Requirement
	Comment

	☐ "Any changes to a computerized system including system configuration should be made only in a controlled manner in accordance with a defined procedure" (Annex 11)
	


[bookmark: _Toc477973312][bookmark: _Toc481771948]Incidents
	Requirement
	Comment

	☐ incidents are recorded and entered into the problem resolution process (Annex 11.13)
	



[bookmark: _Toc477973313][bookmark: _Toc481771949]GMP-relevant documents and data

[bookmark: _Toc477973314][bookmark: _Toc481771950]System Retirement 
 The retirement system process of XX is described in the procedure…
 The retirement system process of XX is not described in a procedure…
 The manners provided for the XX Study system Retirement are described in the document…
 This documentation includes:
 The Retirement Plan drafting or equivalent, including:
·  Impact Analysis (including a Risk Analysis, especially regression when replacing, 
·  alternative possible measures, 
·  retirement modalities...
 Retirement Report drafting 
 The modalities of Study System Retirement are not documented.

[bookmark: _Toc477973315][bookmark: _Toc481771951][bookmark: _Toc217272135]Security
Cf. Security audit Check-list
[bookmark: _Toc217272113][bookmark: _Toc477973316][bookmark: _Toc481771952]Computerized Systems Reviews
GxP:
[image: http://intranet.sunnikan.com/images/Icone_WORLD.gif] "Appendix O8 – Periodic review
…The periodic review process should be generic and applicable to all systems…
… the following should be considered :
- that documentation is complete, up-to-date, and correct, including :
	- specification and verification documentation
	- operation and maintenance documentation
	- configuration item list
- any change of use of the system
- the level of change that a system has been subject to and the nature of those changes
- outstanding actions required by a Validation Report
- previous audit reports, and the actions which resulted
- that any controls implemented to manage risk are still in place and functioning effectively
- evidence of unstable or unreliable operation
- changes in environment, process or business requirements, legislation or accepted bis practices
- operational procedures (including access control)
- business continuity planning
- personnel (including qualifications, training, experience, and continuity)
- system security and access control
- system maintenance and incident logs
- software and data backups
… The minimum output should be a documented justification of the continued acceptability for use of the systems under review. It may be necessary to produce an agreed, prioritized, and resourced plan to perform follow-up or corrective action…" (GAMP (Good Automated Practices), a risk-based approach to compliant GxP computerized systems, version 5, April 2008, ISPE)
[image: http://intranet.sunnikan.com/Images/Icone_ISO.gif] "6.1.8 Revue indépendante de la sécurité de l’information
Il convient de procéder à des revues régulières et indépendantes de l’approche retenue par l’organisme pour gérer and mettre en oeuvre sa sécurité (à savoir le suivi des objectifs de sécurité, les politiques, les procedures et les processus relatifs à la sécurité de l’information)...
Il convient qu'une telle revue soit réalisée par des personnes indépendantes du domaine concerné, par exemple par des intervenants de la fonction d’audit interne, par un responsable indépendant ou un organisme tiers spécialisé dans de telles revues...
Il convient d’enregistrer et de communiquer les résultats des reviews à la direction à l’origine de la demande. Il convient de conserver ces enregistrements.
Si la review indépendante met en lumière des inadéquations ou des non conformités dans l’approche ou la mise en oeuvre de la sécurité de l’organisme par rapport aux directives énoncées dans la politique de sécurité de l’information (voir 5.1.1), il convient que la direction envisage des actions correctives..." (Norme ISO 27002:2005 (anciennement numérotée 17799:2005) : Technologies de l'information - Techniques de sécurité - Code de bonne pratique pour la management de la sécurité de l'information)
 LABO PHARMA performe computerized systems periodical Reviews.
 LABO PHARMA do not performe computerized systems periodical Reviews.
 The review modalities are described in the procedure … and are performed in compliance with the ISO 27002:2005 and the GAMP 5 recommendations.
 The review modalities are described in the procedure … but are not performed in compliance with the ISO 27002:2005 and the GAMP 5 recommendations.
 The reviews modalities are not described.
 The reviews lead to the corrective and preventive actions setting up which are adequately followed and documented.
 The reviews do not lead to the corrective and preventive actions setting up.
 The computerized systems periodical is described in the document …
 LABO PHARMA does not performed computerized systems periodical reviews.
 This review is performed every …
 This review concerns the following:
 systems documentation checking (up-to-date, complete),
 possible changes concerning the systems use and their impact,
 pending validation actions,
 previous audit reports and their actions Plans,
 the control functionalities in place for risks management,
 environment possible changes, processes, or business/regulatory requirements,
 operational procedures,
 Activity Continuity Plan,
 Staff (qualification, experience, training),
 security and access control,
 system maintenance,
 Back-up and recovery system.
 The following points are not considered during the computerized systems reviews:

 Behind the computerized systems reviews:
 corrective / preventive actions to be performed are documented,
 the agreement to continue using the systems is documented.
[bookmark: _Toc477973317][bookmark: _Toc481771953]Appendices
[bookmark: _Toc293304334][bookmark: _Toc477973318][bookmark: _Toc481771954]Auditors Curriculum Vitae
_____
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Add-in Express Registrator Log File: 12/16/2013 16:40:56



Installation directory: C:\Program Files\WinZip\

Registrator version: 7.1.4050.1

Operating System: Microsoft Windows 7 Professional Service Pack 1 (build 7601), 64-bit

Process Owner: System

Command Line: "C:\Program Files\WinZip\adxregistrator.exe" /uninstall="WZOutlok.dll" /privileges=admin

Run 'As Administrator': Yes

Process Elevated: Yes

Integrity Level: System

UAC (User Account Control): On

--------------------------------------------------------------

16:40:56 0200 Starting the add-in unregistration process.

16:40:56 0200 Loading mscoree.dll

16:40:56 0200 Success.

16:40:56 0200 .NET Framework installation directory: 

16:40:56 0200 The latest version of .NET Framework: 'v4.0.30319'

16:40:56 0200 Loading CLR: v4.0.30319.

16:40:56 0200 Calling CLRCreateInstance method.

16:40:56 0200 Success.

16:40:56 0200 Calling GetRuntime method.

16:40:56 0200 Success.

16:40:56 0200 Checking if the hosting API of .NET Framework v4.0 beta is installed.

16:40:56 0200 The hosting API is up to date.

16:40:56 0200 Calling GetInterface method for the CorRuntimeHost interface.

16:40:56 0200 Success.

16:40:56 0200 Starting CLR...

16:40:56 0200 Success.

16:40:56 0200 Getting the CLR version.

16:40:56 0200 The CLR v4.0.30319 has been initialized successfully.

16:40:56 0200 Creating a new domain setup.

16:40:56 0200 Success.

16:40:56 0200 Getting the add-in directory.

16:40:56 0200 Success. The directory is 'C:\Program Files\WinZip\'

16:40:56 0200 The 'shadow copy' is disabled.

16:40:56 0200 Creating a new application domain.

16:40:56 0200 Success.

16:40:56 0200 Getting the base directory for the domain.

16:40:56 0200 Success. The directory is 'C:\Program Files\WinZip\'.

16:40:56 0200 Searching for the Add-in Express core library.

16:40:56 0200 Success. The 'AddinExpress.MSO.2005.dll' file is found.

16:40:56 0200 Creating an instance of the 'AddinExpress.Deployment.ADXRegistrator' class.

16:40:56 0200 Assembly identity is 'AddinExpress.MSO.2005'.

16:40:56 0200 Success.

16:40:56 0200 Unwrapping the instance of the 'AddinExpress.Deployment.ADXRegistrator' class.

16:40:56 0200 Success.

16:40:56 0200 Calling the managed unregistration procedure.

16:40:56 0604 Connecting to the application domain of the Add-in Express loader.

16:40:56 0604 Success.

16:40:56 0604 Loading the 'wzoutlok.dll' assembly.

16:40:56 0604 Success.

16:40:56 0604 Unregistering the 'wzoutlok.dll' assembly (administrator).

16:40:57 0604 The ' wzoutlok.dll' assembly has been unregistered successfully.

16:40:57 0200 Success.

16:40:57 0200 The add-in unregistration process is completed with HRESULT = 0.
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