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Version 0.1, dated…
Cette trame doit être utilisée pour tous les rapports d'audit de systèmes ou de vendor pour les aspects :
- Organisation de la structure auditée
- qualification et formation du personnel
- système qualité
- sécurité physique et logique. 
Elle est complétée par d'autres CL opérationnelles qui ne traitent pas des points ci-dessus.


	Audit Type: 	Systems audit / vendor qualification / vendor routine audit (détailler les systèmes revus)

	Audit requested by:	LABO Pharma
	Audit performed by:	_, Sunnikan Auditor

	Audited Study:	si applicable
	Main audited systems:	
	
	Audit location:	
	Audit dates:	



	
	
	

	
	
	Date

	Lead Auditor, Sunnikan
	
	

	
	
	




The auditor(s) wishes/wish to thank all those who participated in the audit.
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List of abbreviations

CRA	Clinical Research Associate
CRO	Contract Research Organization
CRF	Case Report Form
CV	Curriculum Vitae
DSMB	Data Safety Monitoring Board
eCRF	Electronic Case Report Form
eTMF	Electronic Trial Master File
GCP	Good Clinical Practice
IT	Information Technology
SAP	Statistical Analysis Plan
SOP	Standard Operating Procedure
TMF	Trial Master File



1. [bookmark: _Toc526431429]Executive summary
Reprendre ce qu'il y a dans le devis pour le contexte (ex. As part of its activities in clinical research, XX laboratories is the sponsor of the clinical trials…) et introduire la delegation de l'audit à Sunnikan

[bookmark: _Toc74458962]The audit took place in LABO Pharma/vendor facilities on … and was performed by... as per the audit agenda previously sent to LABO Pharma/vendor.
The aim of this audit was to assess …

	Overall, it may be noted that … (points positifs)


However, the audit highlighted x findings distributed as follows: x critical findings - x major findings – x minor findings – x comments.

The main findings are the following:






Si applicable, mettre une conclusion
As a conclusion, the Auditor recommends that…



[bookmark: _Hlk505851697]Note: The audit results reflect a non-exhaustive review of activities falling in the scope of the audit, based on the documentation provided to the Auditor and on interviews conducted during the audit.
The improvement suggestions included in this report are only advices. They are not based on a prior assessment of costs / timelines / quality objectives of the CRO. They do not represent by themselves the appropriate actions plan and should be considered within the global context.	Comment by Catherine MERAT: À garder si applicable


[bookmark: _Toc526431430]Audit Plan
[bookmark: _Toc526431431]Audit Methodology
	Audit objectives
	

	Audit dates
	

	Audit location
	

	Audit team
	

	Main audit standards
	

	Audit scope
	

	Interviews, tour of facilities and documentation review were performed during the audit.


[bookmark: _Toc526426674][bookmark: _Toc526431432]Audit attendees	Comment by Catherine MERAT: Possibilité d'utiliser le bordereau Opening_Closure Meetings Attendees_list  pour que les personnes notent leurs noms et fonctions (pas de signature requise, c'est juste pour avoir l'orthographe exact et ne pas oublier de personnes)
Le bordereau permet aussi de mettre une croix en face des personnes qui sont interviewées (intéressant quand il y a beaucoup de monde)
	
	Opening meeting
	Closure meeting
	Interview

	
	
	
	

	
	
	
	

	
	
	
	


[bookmark: _Toc526431433]Findings grading	Comment by Catherine MERAT: À modifier si client impose une autre classification
In this report, the findings are classified as critical, major or minor according to the Procedure for reporting of GCP inspections requested by the Committee for Medicinal Products for Human Use (CHMP), 28 March 2017:

	"APPENDIX 5 – Grading of inspection findings
Critical
Conditions, practices or processes that adversely affect the rights, safety or well-being of the subjects and/or the quality and integrity of data.
Critical observations are considered totally unacceptable.
Possible consequences: rejection of data and/or legal action required
Remark: Observations classified as critical may include a pattern of deviations classified as major, bad quality of the data and/or absence of source documents. Manipulation and intentional misrepresentation of data belong to this group.

Major
Conditions, practices or processes that might adversely affect the rights, safety or well-being of the subjects and/or the quality and integrity of data.
Major observations are serious deficiencies and are direct violations of GCP principles.
Possible consequences: data may be rejected and/or legal action required
Remark: Observations classified as major, may include a pattern of deviations and/or numerous minor observations.

Minor
Conditions, practices or processes that would not be expected to adversely affect the rights, safety or well-being of the subjects and/or the quality and integrity of data.
Possible consequences: Observations classified as minor, indicate the need for improvement of conditions, practises and processes.
Remark: Many minor observations might indicate a bad quality and the sum might be equal to a major finding with its consequences.

Comments
The observations might lead to suggestions on how to improve quality or reduce the potential for a deviation to occur in the future."






[bookmark: _Hlt470424325][bookmark: _Toc348438911][bookmark: _Toc26864461][bookmark: _Toc27455432][bookmark: _Toc27534952][bookmark: _Toc28061668][bookmark: _Toc28062569][bookmark: _Toc28062931][bookmark: _Toc28399544]

[bookmark: _Toc526431434]Audit report

	Finding # Minor
xxxx



[bookmark: _Toc526431435]Relationship between xxx and LABO PHARMA	Comment by Frédérique ALBOUY-NAVARRO: Nouveau chapitre à discuter
 The vendor is working for LABO Pharma since… / has never experienced working for LABO Pharma.
 The vendor was audited on behalf of LABO Pharma in …. / has never been audited previously.
 The Services provided are…
 Since the last audit / Since the start of the project, there was a major change (acquisition/ merge…) with impact on staff, location, procedures, …
 Pour les audits en cours de prestations : 
lister les taches déléguées à la CRO 
vérifier qu'il y a une documentation écrite et détaillée de cette délégation

Organisation and operational resources	Comment by Catherine MERAT: Titre repris du modèle de rapport inspecteurs EMA
[bookmark: _Toc526431436]Organizational structure
Si audit système d'un client, supprimer les questions sur le Vendor
 Vendor was set up in… and is located in…
 Its main activities are…
 The "business volume" is …
 The number of persons working for Vendor / in the department is…
 The staff turnover rate is (past three years)

 The Vendor/department organization is described in an organizational chart dated … and approved by the management (signature en dur, e-signature, autre ?)
 The organizational chart is consistent with information shared during the interviews, and with HR documentation reviewed during the audit.
[bookmark: _Toc526431437]Job Descriptions
 Roles and responsibilities of each function are addressed in a Job Description.
 Job descriptions are completed by a responsibility matrix (RASCI).	Comment by Catherine MERAT: RASCI Responsibility Matrix, sometimes also just RASCI Matrix. It is one of the methods used to assign and display responsibilities of individuals or jobs in a task (project, service or process) in the organization. RASCI (sometimes RASIC) is an acronym from the initial letters of words:
R - Responsible - who is responsible for carrying out the entrusted task? 
A - Accountable (also Approver) - who is responsible for the whole task and who is responsible for what has been done?
S - Support - who provides support during the implementation of the activity / process / service?
C - Consulted - who can provide valuable advice or consultation for the task?
I - Informed - who should be informed about the task progress or the decisions in the task?
Décrire le système : Job descriptions génériques avec version et date, ou Job description sur mesure pour chaque nouvel employé
 Each employee endorses his/her responsibilities by signing the Job Description / ou autre moyen
 After a revision of a Job Description, employees receive the new version and sign it / ou autre moyen
 The superseeded job descriptions are kept by… to have a proper history for each employee.
 Job Descriptions reviewed during the audit were consistent with the organizational chart and were dated and signed by the employee.
[bookmark: _Toc526431438]Curriculum Vitae
 There are recent, dated and signed CVs for the whole staff reviewed during the audit.
 The skills are consistent with the Job Descriptions requirements.
 The staff is selected with qualifications:
[bookmark: _Toc526431439]Staff Training
Training process
 Staff training is addressed in a procedure
 This procedure describes the appropriate training process steps for induction training of a new employee, as well as for continuous training:
 assessment of the training needs (how)
 training planning
 training sessions performance
 training documentation
 assessment of the training efficacy.
 There is a periodic (e.g. annual) Training Plan. 
Noter quels plans ont été vus.
 Training sessions efficacy is assessed using…
[bookmark: _Toc524609296]Scope of trainings
 Trainings are done on:
SOPs
regulatory requirements (a minima ceux de l'agenda)
operational tools (eCRF, eTMF, CTMS...)
specific training (e.g. CDISC standards)
pathologies and trials specific requirements. 

Documentation
 For each employee, training is documented in the personnel file / in a database / in the CV.
 Training documentation (agenda, attendance list, training materials…) is also filed and maintained by …
 Staff is appropriately trained.

The personal records were checked for the following persons:

	Name
Position
	Job Description
	CV
	Training and Qualification

	
	
	
	


[bookmark: _Toc526431440]Staff empowerment	Comment by Catherine MERAT: Obligation selon GCLP
 For the following functions…, staff is empowered as per the following process…
[bookmark: _Toc526431441]Staff continuity
 There is enough staff for continuity, e.g. during holidays.
 Backup functions are systematically identified.
 A handover process exists for each key function (i.e. Project Manager, CRA, Data Manager, Biostatistician, …) and is as follows…
[bookmark: _Toc526431442]Quality Management System
[bookmark: _Toc526431443]Management Involvement
 The Management is involved in the Quality Management System.
 There is internal communication on quality.
[bookmark: _Toc526431444]Quality Policy
 The Quality Management System is based on the "_" standard.
 A quality policy is defined in the "_" document and communicated and explained to the staff.
 The Contract Research Organization is certified for the "_" standard.
[bookmark: _Toc526431445]Quality objectives
 Quality objectives and quality indicators are defined according to the Quality Policy.
 The client's satisfaction is measured by…
[bookmark: _Toc526431446]Management reviews
 The Quality Management System includes management reviews.
 Management reviews are performed every …according to the "_" procedure.
[bookmark: _Toc526431447]Quality Manager
 A Quality Manager: _, manages ( part time/  full time) the Quality System.
 Quality management is assumed by the Head _.
 The Quality Manager position is described by the "_" Job Description.
[bookmark: _Toc526431448]Quality Manual
 There is a "Quality Manual", 
 The "_" document may be considered as a Quality Manual.
[bookmark: _Toc526431449]Risk assessment	Comment by Cindy BERNAT-ARLAUD: cette partie n'est pas trop détaillée ?
que recherche-t-on réellement ?
n'aurait-elle pas plutôt sa place en gestion de projet ?
 Risk management is taken into account in the Quality Management System.
 Risk management process includes the following elements:
·  Reference to ICH Q9,
·  Risk Manager,
·  Risk identification,
·  Risk characterisation (probability, consequence, detectability),
·  Periodic Risk Analyses,
·  Risk acceptance decision,
·  Risk mitigation,
·  Risk mitigation action plans,
·  Definition of the acceptable risks,
·  Risk follow-up.
 Risk management is also taken into account for the clinical trial:
· identification of the main risks for the clinical trial,
· brief description of the risk mitigation measures.
 Risks are identified on a continuous basis for risk-bearing activities throughout the design, conduct, evaluation and reporting of clinical trials.
 The process starts at the time of protocol design so mitigation can be built into the protocol and other trial related documents (e.g. monitoring plan).
 There are risk management tools (paper based or built with the use of information technology) and the tools allow detection, identification, prediction, tracking, analysis with the generation of metrics. 
 Risk management is appropriately documented and integrated within existing quality systems.
Risk Assessment
☐Risks are identified and assessed at a system level.
☐ Risks are identified at a project level.
☐ Priorities are established for the identified risks.
Risk control
☐ There is a process of decision making to reduce and/or accept risks, and this process is documented (e.g. mitigation plan should be prepared and implemented).
☐ The initial acceptable variation or tolerance limits for the clinical trial data and procedural metrics involved are defined.
Risk review and reporting quality
☐ There are regular documented risk reviews organized by… (frequency .?).
☐ The risks reviews are analysed and summarised.
[bookmark: _Toc526431450]Standard Operating Procedures (SOPs)

 There is a set of Standard Operating Procedures. A list of the applicable procedures is available, dated _.
 The lifecycle of the procedures is adequate.
 Operational procedures are adequately written, identified, approved, and distributed.
 Main processes are covered by operational procedures.
 Procedures are appropriately updated.
 Procedures are consistent with the applicable regulations.

 Training related to procedures is described in the "_" procedure.
 Staff is trained on the new procedures and the new versions of procedures.
 Specific procedures are written for projects. They are managed (approval, update, distribution…) according to the "_" document.

[bookmark: _Toc526431451]Study Documentation Management	Comment by Cindy BERNAT-ARLAUD: cette partie me pose toujours problème
on parle du TMF ? ou de la gestion des documents d'étude ? (versioning, etc.)
 There is a procedure on documentation management.
 Specific documents are prepared for sub-contracted activities and the preparation is managed.
[bookmark: _Toc526431452]Continuous Improvement System
Quality controls
 Quality controls are performed by _ on 
 Quality controls are documented.
 There are quality metrics
Audits
 There is a procedure on "Audits".
 Auditors are independent.
 Auditors are adequately trained.
 System audits are planned.
 There is an Audit Plan.
 Audits are performed (internal or study or sub-contractors) according to an annual program.
 The Vendor is audited by other clients:
Non-compliance Management	Comment by Cindy BERNAT-ARLAUD: je suggère de détailler un peu car c'est un aspect important au sens de la R2 ICH GCP
surtout côté Vendor (au sens remontée des infos au promoteur)
5.20. Noncompliance
5.20.1.
Noncompliance with the protocol, SOPs, GCP, and/or applicable regulatory requirement(s) by an investigator/institution, or by member(s) of the sponsor's staff should lead to prompt action by the sponsor to secure compliance.
ADDENDUM
If noncompliance that significantly affects or has the potential to significantly affect human subject protection or reliability of trial results is discovered, the sponsor should perform a root cause analysis and implement appropriate corrective and preventive actions.
 Non-compliance or feedback information are collected, identified and analysed (system).
 Non-compliances are reported to the Sponsor within the required deadlines.
 In case of non-compliance that significantly affects or has the potential to significantly affect human subject protection or reliability of trial results, a root cause analysis is performed and appropriate corrective and preventive actions are implemented.
Action plans
 Actions are taken and followed after the audit or non-conformities.
 Action plans include corrective and preventive actions.
 Management of CAPAs includes:
· ☐ CAPA identification
· ☐ CAPA distribution
· ☐ CAPA approval of actions planned
· ☐ CAPA follow-up
· ☐ CAPA approval of action completed
· ☐ CAPA closure
· ☐ CAPA merge (Action database).
[bookmark: _Toc526431453]Regulatory Compliance System
[bookmark: _Toc526431454]Regulatory Intelligence
How is the CRO aware of the local regulations?
 The applicable requirements and recommendations for the process are documented, known / spread.
 A regulatory intelligence system exists which guarantees the update of the regulatory documentation and impact analysis on QMS and on ongoing studies.
 For the xxx study: 
In which document are identified the SOPs applicable to the study?
Which process is followed in case of SOP update? Is an impact analysis performed before implementation of the SOP in the study?
Is the process described in the QMS?
[bookmark: _Toc526431455]Personal Data Protection
[bookmark: _Toc526431456]Context and Regulatory Status
	Sponsor established in France – should be compliant with CNIL requirements
Note GMCM : Les prestataires ne signent pas les Engagements de Conformitéchez un prestataire qui n'est pas le Responsable des données, il n'y a pas d'obligation à signer un engagement de conformité à une MR. Cela dépend de ce que le promoteur exige pour débuter la prestation.



☐ Location of the Data Processor
☐ The Data Processor is located in the European Union.
☐ The Data Processor is not located in the European Union, but has designated a representative in the Union: [Name of the representative] located in …

	"(80) Lorsqu'un responsable du traitement ou un sous-traitant qui n'est pas établi dans l'Union traite des données à caractère personnel de personnes concernées qui se trouvent dans l'Union et que ses activités de traitement sont liées à l'offre de biens ou de services à ces personnes dans l'Union, qu'un paiement leur soit demandé ou non, ou au suivi de leur comportement, dans la mesure où celui-ci a lieu au sein de l'Union, il convient que le responsable du traitement ou le sous-traitant désigne un représentant" (Règlement Européen 2016/679 relatif à la protection des personnes physiques à l'égard du traitement des données à caractère personnel et à la libre circulation de ces données, Version au 25 mai 2016)



[bookmark: _Toc526431457]Regulatory Context
Therefore, the following regulations are applicable:
☐ RGPD 
☐ LIL3 (Loi Informatique et Libertés version 3) 
☐ MR-00x 
[bookmark: _Toc526431458]Data Protection System
☐ Data Protection Officer
☐ there is a Data Protection Officer (internal / outsourced)
☐ DPO was declared to Supervisory Authority
☐ the DPO position appears in the organizational chart [not mandatory but strongly recommended as the DPO position has an impact on the quality and compliance of the activities handled by the company]
☐ roles and responsibilities of the DPO are defined through a job description
☐ DPO is appropriately trained
☐ DPO has no conflict of interest with a management position


☐ Record of processing activities, Article 30 of the GDPR ("Registre des activités de traitement")
☐ X maintains a "Data processing activities log" including the following information:

	Content	Comment by Lobna Miftah-Alkhair: Ce tableau est un outil permettant de vérifier la conformité du registre mais il n'est pas destiné à être inclus dans le rapport d'audit.
	Source of the requirement
	Comments

	☐ Data processing identification (reference number)
☐ Creation date
☐ Last update
	CNIL's template for data processing activities log
	

	☐ Name and contact details of the controller, Joint Controller, controller's representative and the DPO
	GDPR, article 30
	

	☐ Name and contact details of other stakeholders
	CNIL's template for data processing activities log
	

	☐ Purposes of the processing
	GDPR, article 30
	

	☐ Description of the categories of data subjects and of personal data
	GDPR, article 30
	

	☐ Categories of recipients to whom the personal data have been or will be disclosed
	GDPR, article 30
	

	☐ Where applicable, transfers of personal data to a third country or an international organisation, including the identification of that third country or international organisation and, in the case of transfers referred to in the second subparagraph of Article 49(1), the documentation of suitable safeguards
	GDPR, article 30
	

	☐ Where possible, the envisaged time limits for erasure of the different categories of data
	GDPR, article 30
	

	☐ Where possible, a general description of the technical and organisational security measures
	GDPR, article 30
	

	☐ Legal basis
	Sunnikan's recommendation
	

	☐ Listing of data protection breaches
	Sunnikan's recommendation
	

	☐ Listing of complaints regarding data protection
	Sunnikan's recommendation
	



For trial audits:
☐ The trial is registered in the "Record of processing activities" and all required information (see above) is available.

	Note LMA : un modèle de "Registre des activités de traitement" est disponible sur le site de la CNIL.



☐ If DPO does not maintain the Register, DPO has direct, immediate and complete access to the Register.
The data processing is described (e.g. in a Data Processing Descriptive Form)
Regulatory framework and compliance with Benchmark Methodologies (MR001/MR003)
☐ [LABO Pharma] has signed a compliance statement with the Benchmark Methodology MR001 / MR003 on [date and reference number]
For a trial audit:
☐ There is documented check of the Benchmark Methodology MR 001/ 003's applicability to the data processing considered.
☐ in case, the Benchmark Methodology MR 001 / 003 is not applicable for the data processing considered:
a CNIL's authorization request has been done on: … (after CPP approval). The application dossier has been signed by the Data Controller or its representative,
the CNIL has provided an authorization on …
After set-up of the data processing, the compliance with the BM is checked (for Data Controller and Data Processors)
QMS Documents
☐ Security and confidentiality policy

☐ Data Protection activities are described in a SOP:
 covering:
☐ involvement of the DPD (roles and responsibilities, review of the PIA, contact person for patients, healthcare professionals and authorities…)
☐ regulatory framework and associated regulatory steps
☐ collaboration with subcontractors involved in data processing
☐ Privacy Impact assessment
☐ patients and health care professional's rights and process for managing requests from these stakeholders
☐ management of breaches (information of the authorities and of concerned persons, and implementation of an action plan with relevant stakeholders)
☐ periodic review of the data protection system
referring to:
 the ☐ Description of organizational and technical measures implemented to ensure data confidentiality and security
Data transfers outside Europe: Yes / No
If yes:
	Countries
	Adequate level of data protection according to the EU?

	XXX
	☐ Yes
☐ No:
☐ BCR
☐ Standard Contractual Clauses signed with XXX on XXX



Security measures (from the "La sécurité des données personnelles" document, CNIL May 04, 2018):
☐ IT Charter available
☐ user authentication process, including:
☐ Login and password for each user,
☐ Appropriate password policy
☐ Limitations regarding the number of attempts to access an account
☐ Empowerment:
☐ Empowerment profiles defined
☐ periodic review of user accounts and empowerment profiles
☐ access traceability
☐ secured workstations (automatic session lock, antivirus, firewall)
☐ encryption of mobile equipment,
☐ Daily backups or synchronizations
☐ secured VPN access
☐ secured servers
☐ appropriate backups
☐ periodic business continuity tests
☐ specific rules for accessing archived data (traceability and restricted access)
☐ secured destruction of obsolete archives
☐ process for deleting data from any material before it is discarded
☐ data encryption before sending
☐ in case of a file protected thanks to a password: process for sending the file and the password thanks to 2 different manners (e.g. file posted in a secured platform and password sent by email)
☐ secured building and restricted access to the facilities
Subcontracting	Comment by Lobna Miftah-Alkhair: À laisser ici ou à déplacer dans la section "control of contracted-out activities"
Ici on ne parle que des prestataires impliqués dans le traitement des données.
☐ any subcontractor involved in Data Processing?:

☐ if yes: Are the following contractual clauses defined with the subcontractors?
	Content
	Source of the requirement
	Comments

	☐ Garanties suffisantes des Sous-Traitants
	GDPR, article 28
	

	☐ Détermination du contexte du traitement : 
de l'objet / durée du traitement 
de la finalité du traitement 
de la nature des données 
des personnes concernées 
obligations / droits du Responsable de Traitement et du Sous-Traitant
	GDPR, article 28
	

	☐ Encadrement de l'action du Sous-Traitant
le sous-traitant : a) ne traite les données à caractère personnel que sur instruction documentée du responsable du traitemen
	GDPR, article 28
	

	☐ Mise en place de mesures organisationnelles et techniques par le Sous-Traitant
	GDPR, article 28
	

	☐ Respect de la confidentialité par les salariés, collaborateurs et préposés du Sous-Traitant
	GDPR, article 28
	

	☐ Notification des violations de données par le Sous-Traitant dans les meilleurs délais (moins de 72h car le Responsable de Traitement a l'obligation de notifier à la CNIL toute violation 72h au plus tard)
	GDPR, article 33
	

	☐ Conditions du transfert de données hors UE
	GDPR, article 28
	

	☐ Le Sous-Traitant peut sous-traiter sous conditions
Si le ST sous-traite, c'est après autorisation du RT
	GDPR, article 28
	

	☐ Devenir des données à la fin de la prestation / traitement
	GDPR, article 28
	



☐ Has the Data Controller / Processor collected the subcontractor's description of organizational and technical measures implemented to ensure data confidentiality and security?
☐ Has the subcontractor been involved in the PIA? How? Provide details and refer to corresponding evidences.
☐ Is there any communication between the subcontractor and the Data Controller / Processor regarding data protection? Any periodic meetings / or reporting?
☐ Is there any process defined for escalation of any data protection breach from the subcontractor to the Data Controller?
Data Flows Description
☐ For the XXX clinical trial, the data flow is described in the "…." Document (version x.x dated …).
Privacy Impact Assessment (PIA)
☐ a global PIA was done by [LABO PHARMA] regarding type(s) of clinical studies (version x.x dated …)
☐ the PIA for the XXX trial has been done on … and includes the following information (GDPR, Article 35):
☐ a systematic description of the envisaged processing operations and the purposes of the processing, including, where applicable, the legitimate interest pursued by the controller;
☐ an assessment of the necessity and proportionality of the processing operations in relation to the purposes;
☐ an assessment of the risks to the rights and freedoms of data subjects referred to in paragraph 1; and
☐ the measures envisaged to address the risks, including safeguards, security measures and mechanisms to ensure the protection of personal data and to demonstrate compliance with this Regulation taking into account the rights and legitimate interests of data subjects and other persons concerned.

	Note LMA : Lors de l'audit, il faut revoir les conclusions de l'analyse d'impact relative à la protection des données et vérifier si le niveau de risque résiduel, malgré les mesures de protection, est jugé comme élevé. Si tel est le cas, alors le traitement de données est exclu du champs d'application des MR001, 003 et 004 ==> Autorisation CNIL requise (et avis CEREES si RNIPH).



☐ The DPO participated, has given opinion, has signed
☐ The DPO has reviewed the PIA with the PIA Compliance Assessment Check-List
☐ The PIA generated an action plan
☐ the PIA is monitored and periodically reviewed.
Management of Data Protection Breaches
Defined in a SOP or equivalent document?
Has any breach occurred during the trial?
major impact on persons concerned
Have the concerned Supervisory Authorities been informed?
Have the concerned persons been informed?
What were the measures taken?

Contractual aspects with Healthcare Professionals
	"3.4.1. Information des professionnels intervenant dans la recherche
L’information est délivrée par une mention figurant sur des documents remis aux personnes concernées ou sur les conventions signées par les professionnels intervenant dans la recherche. Cette information reprend les mentions prévues à l’article 13 [Informations à fournir lorsque des données à caractère personnel sont collectées auprès de la personne concernée] du RGPD." (Délibération n° 2018-153 du 3 mai 2018 portant homologation d'une méthodologie de référence relative aux traitements de données à caractère personnel mis en œuvre dans le cadre des recherches dans le domaine de la santé avec recueil du consentement de la personne concernée (MR-001) et abrogeant la délibération n° 2016-262 du 21 juillet 2016



Did the Data Controller provide the following information to the Healthcare Professionals?	Comment by Lobna Miftah-Alkhair: Ces informations seront soit dans des contrats passés avec les professionnels de santé (Investigateurs, Membres de comité…), soit dans un document à part.
☐ identity and the contact details of the controller and, where applicable, of the controller's representative
☐ contact details of the Data Protection Officer
☐ purposes of the processing for which the personal data are intended as well as the legal basis for the processing
☐ recipients or categories of recipients of the personal data
☐ the fact that the controller intends to transfer personal data to a third country or international organization, reference to the appropriate or suitable safeguards and the means by which to obtain a copy of them or where they have been made available,
☐ period for which the personal data will be stored,
☐ existence of the right to request from the controller access to and rectification or erasure of personal data or restriction of processing concerning the data subject or to object to processing
☐ the existence of the right to withdraw consent at any time, without affecting the lawfulness of processing based on consent before its withdrawal
☐ right to lodge a complaint with a supervisory authority
Information and Consent / Non-opposition
	Requirement	Comment by Lobna Miftah-Alkhair: Ce tableau est un outil permettant de vérifier la conformité du registre mais il n'est pas destiné à être inclus dans le rapport d'audit.
	Source
	Comments

	☐ Base juridique (licéité du traitement): 
mission d'intérêt public
intérêts légitimes
consentement [Non recommandé]
	RGPD
	



Rights exercise for patients
	Right	Comment by Lobna Miftah-Alkhair: Ce tableau est un outil permettant de vérifier la conformité du registre mais il n'est pas destiné à être inclus dans le rapport d'audit.
	Source
	Comments

	☐ Droit d'accès
	
	

	☐ Droit de rectification
	
	

	☐ Droit d'opposition
	
	

	☐ Droit à l'effacement
	
	

	☐ Absence de droit à la portabilité
La MR-001 ne prévoit pas le droit à la portabilité pour les patients.
Contact avec le service DPO de la CNIL [7 août 2018]: La CNIL confirme qu'il n'y a pas de droit à la portabilité pour les patients dans le cadre d'une RIPH.
	
	




	"Conformément à l’article 12 du RGPD, le responsable de traitement s’engage à mettre en œuvre des procédures permettant qu’il soit donné suite à ces demandes dans un délai maximal d’un mois à compter de la réception de la demande. Ce délai peut être prolongé de deux mois, compte tenu de la complexité et du nombre de demandes. Cette prolongation est portée à la connaissance de la personne dans un délai d’un mois à compter de la réception de la demande." (Délibération n° 2018-153 du 3 mai 2018 portant homologation d'une méthodologie de référence relative aux traitements de données à caractère personnel mis en œuvre dans le cadre des recherches dans le domaine de la santé avec recueil du consentement de la personne concernée (MR-001) et abrogeant la délibération n° 2016-262 du 21 juillet 2016



Check if any patient request has been received.
If yes:
Check if the request was processed within 1 month (GDPR, article 12).

Rights exercise for Healthcare Professionals
	"3.4.2. Modalités d’exercice des droits des professionnels intervenant dans la recherche 
Le droit d’accès, de rectification, le droit à l’effacement, le droit à la limitation du traitement, le droit à la portabilité des données et le droit d’opposition s’exercent à tout moment auprès du responsable de traitement, conformément aux dispositions des articles 15, 16, 17, 18, 20 et 21 du RGPD. " (Délibération n° 2018-153 du 3 mai 2018 portant homologation d'une méthodologie de référence relative aux traitements de données à caractère personnel mis en œuvre dans le cadre des recherches dans le domaine de la santé avec recueil du consentement de la personne concernée (MR-001) et abrogeant la délibération n° 2016-262 du 21 juillet 2016



Check if any healthcare professional request has been received.
If yes:
Check if the request was processed within 1 month (GDPR, article 12).
Periodic Data Protection System Review
Any periodic review of the data protection system?
Any process defined?
Any meeting minutes?
Any action plans?
[bookmark: _Toc432584668][bookmark: _Toc526431459]Control of Contracted-out Activities
 There is a procedure addressing Subcontractors management.
 Main subcontractors:
· <Activity> delegated to…
· <Activity> delegated to…
 Process to select subcontractors.
 Subcontractors have been assessed prior the beginning of the subcontracted activity (eg: CRO qualification audits).
 Confidentiality agreements have been signed with the subcontractors prior communication of information.
 A list of requirements and a contract are present for all the CROs in the TMF (verifier s'il y a eu une mise à jour/addendum avec RGPD).
 The contracts have been signed prior the beginning of the subcontracted tasks.
 The distribution of tasks and responsibilities is documented (contract or equivalent).
 Contracts with exceeded dates have been amended.
 Subcontractors are oversighted by the CRO after qualification (tools? Audits, KPI, QC on deliverables?)
 Evidences of selection and control processes available.
 List of qualified subcontractors.
 Process to manage subcontractors related non-conformities.
 Communication and approval requirements with Sponsor (deviations, change control, validations,…)
[bookmark: _Toc526431460]Operational processes
See operational audit checklist
[bookmark: _Toc526431461]Security and business continuity
 There are procedures on security
 The procedures cover the following topics:
· ☐ physical security
·  logical security
·  security incidents management
·  backup and recovery
·  archiving
·  activity continuity.
[bookmark: _Toc526431462]Physical security 
 The facilities are adequate, well organized, and allow confidentiality.
 Access to the buildings is under control and secured with:
access restriction using a digicode, a badge … and staff leaving the company cannot access the facilities
environmental risks management
fire extinguishers
smoke and intrusion detectors
central alarm connected to a telesurveillance company (on-site intervention if required)
 The server room is secured with:
access restriction
air conditioning system and temperature control
UPS
smoke detectors and fire extinguishers
no water pipes
[bookmark: _Toc526431463][bookmark: _Toc367108324][bookmark: _Toc514358609]Logical security
 Database hosting: For which data?
 Service Level Agreement / hosting agreement in place
 Database hosting specificities (security, backup…) are appropriate.
Véerifier si datacenter n'est pas hors EU (par rapport à MR-001)

 Relevant logical security measures are implemented, including:
users cannot administrate their PC
password protection with defined rules to change it regularly
automatic standby
firewall
antivirus
user access management
[bookmark: _Toc367108325][bookmark: _Toc514358610][bookmark: _Toc526431464]Business Continuity Plan
 Data backup system for the company / in the data center:
à décrire
 Backup strategy is based on a risk analysis, documented in … and periodically reviewed.
 Backup covers:
 business data (administratives , contractuelles…)
 process data (i.e. des activités gérées par la société)
 audit trail
 connections log
 other (préciser)
 Backups are done on [media] as follows:
Daily (incremential or full)
Weekly (incremential or full)
Monthly (incremential or full)
 In case of use of a data center, what is provided to the company to ensure that the backups are efficient?
 Data restoration exercises
Test protocol and scenarii are defined 
Tests are done as expected (dernier test à voir)
 Backup frequency, storage conditions and execution and documentation of backup and restoration periodic tests allow to guarantee a suitable level of reliability of the implemented process.

· Plan de Reprise Informatique
· Que se passe-t-il en cas de gros crash, quelles garanties pour le sponsor ?
· Business continuity plan – Disaster recovery plan
· Tests ?

En conclusion : pouvoir répondre à la question :
- en combien de temps peuvent-ils reprendre l'activité de data management ?
- combien de données/heures peuvent être perdues ?
[bookmark: _Toc526431465]
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