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1. [bookmark: _Toc514417647]IT organization
☐ There is an IT Manager.
☐ IT Manager job description is available.
☐ IT Manager is integrated in the organization chart.
☐ IT Manager is responsible for IT security and premises security.
☐ There is an Information Security Policy.
☐ Policy for computerized resources use is described in …
1. [bookmark: _Toc514417648]Physical security
[bookmark: _Toc514417649]Premises
☐ Measures are implemented guaranteeing restricted access to premises: 
☐ alarm,
☐ keypad (digicode),
☐ remote surveillance,
☐ private guard enterprise,
☐ other (precise):
☐ Premises are correctly protected (locks, windows, reception staff…)
☐ Leaving staff have no more access to premises.
☐ Access outside working hours is controlled.
☐ There is a log to document arrivals and departures of external people coming into the company.
[bookmark: _Toc514417650]Computer server room
☐ There are rooms dedicated to IT activities (server room).
☐ Access to the server room is controlled (only authorized staff).
☐ There is a log to document this authorized staff.
☐ Measures are implemented guaranteeing restricted access to the server room:
☐ alarm,
☐ keypad (digicode),
☐ remote surveillance.
[bookmark: _Toc514417651]☐ other (precise):
The following characteristics have been observed:
☐ there is a log for server room access,
☐ the room is dedicated to computerized material,
☐ the room is tidy and clean,
☐ the temperature and humidity of the room are under control (periodic monitoring, alarm, air conditioning, maintenance contract for air conditioning),
☐ power supply is under inverter (onduleur),
☐ power supply is adapted and compliant with manufacturing standards,
☐ there is an emergency power supply (ex: emergency generator, such as UPS), with an adapted autonomy duration,
☐ there is an emergency circuit-breaker device (disjoncteur) to switch off the systems,
☐ there is a shutdown system with an alarm,
☐ emergency power supply is regularly tested (according to manufacturer recommendations, at least once per year?),
☐ there is no water pipe in the room,
☐ there is an appropriate firefighting device.
☐ The server room is correctly equipped and maintained (precise): 
[bookmark: _Toc514417652]Access to computerized equipment
In case of user's absence, the following measures are implemented :
☐ switch off of workstations,
☐ storage of paper documents under lock and key ,
☐ storage of removable storage devices (USB key, CD/DVD, external hard drive…) under lock and key.
☐ Access to workstations is restricted:
☐ physical access restricted to authorized staff,
☐ authentication checkpoints in physical access points to verify if system authentication codes correspond the same person.
☐ Users are administrators of their own workstations.
☐ Workstations are submitted to a centralized Information Security Policy, including the following rules:
Precise:
This Information Security Policy does not allow to:
☐ install software,
☐ modify network parameters,
☐ modify the register,
☐ access Internet,
☐ use software for instant messaging.
☐ This policy manages the access rights based on job descriptions.
☐ This policy is shared by all the users, except the administrator.
1. [bookmark: _Toc514417653]Logical security
[bookmark: _Toc514417654]Access management
☐ Access to the system is correctly managed.
☐ These rules guarantee an adequate protection.
[bookmark: _Toc514417655]Access granting
Access authorizations (grating, modification, revoking) are managed as follows:
☐ the manager requests by writing the allocation of access rights,
☐ an Administrator allocates the access rights,
☐ this allocation (and potential modifications) is documented,
☐ the user signs a commitment for access conditions (the use of an ID engages the responsibility of its owner).
☐ The access is allocated only when access authorization process is finished.
☐ The access to the system is limited to authorized staff.
☐ There is a log documenting authorized staff to access the system (name, function, description of authorized accesses) and based on the user's role (reading, writing, modification, deletion).
[bookmark: _Toc514417656]ID and password management
☐ The system uses an ID and a password for user's login.
☐ The system asks the user to login again if extended absence.
☐ There is a way to detect non authorized use of ID/passwords to access the system.
The couple ID/password has the following characteristics:
☐ each couple is unique (two persons cannot have the same combination ID/password),
☐ ID and password are regularly modified.
☐ The ID management is performed by a designed administrator 
☐ referenced in the job description
☐ The ID allocation is described in the SOP…
☐ ID are individual and non-transferable: 
☐ there is a non-disclosure commitment signed by the user (or term in the work contract).
☐ Redundant ID are regularly verified and deleted as necessary.
Password management complies with the following recommendations:
☐ kept confidentially,
☐ transmitted in a secure manner,
☐ not disclosed orally,
☐ not disclosed by written.
☐ modified by the user during the first use,
☐ modified regularly (and immediately in case of suspicion of compromise), or after a certain number of accesses,
☐ of quality, enough long and easy to remember:
☐ not being linked to an evident personal information (name, date of birth…),
☐ not vulnerable by a dictionary attack,
☐ mix of letters, numbers and special characters (not alphanumerical), not in succession,
☐ minimal length,
☐ mix of upper and lower cases.
☐ limited number of connecting attempts,
☐ not reuse or recycle previous passwords,
☐ not use the same password for professional and personal activities,
☐ not included into an automatic connection process (macro-command or associated to a function key).
☐ Passwords are stored in a protected computerized media.
[bookmark: _Toc514417657]Access rights periodic review
☐ Access rights are periodically reviewed (for instance every 6 months, 3 months for users having special privileges).
☐ In case of function change, access rights are reviewed and modified as necessary.
☐ ID are deactivated if a person is leaving or if a change of function of ID owner.
☐ Group ID are modified if one of the members of the group is leaving.
[bookmark: _Toc514417658]Connection log
☐ The details on users connections to the system are recorded in an electronic log.
[bookmark: _Toc514417659]Particular situations
☐ The system uses a portable device (token, id-grid, USB key, RFID chip…) to authenticate users when accessing the system.
Details of the device:
☐ Devices are regularly tested.
☐ Deactivation and replacement terms of portable devices allowing user's authentication in case of loss, thief, are described in the SOP… 
☐ The system uses a biometric identification method (finger print, handwritten signature…) to authenticate users when accessing the system.
Details of the method:
[bookmark: _Toc514417660]Automatic standby
☐ There is an automatic disconnection system of the workstations after a specific inactivity period.
☐ There is no way to force the automatic standby method.
[bookmark: _Toc514417661]Anti-virus protection
☐ There is a centralized anti-virus protection system.
☐ The anti-virus protection system is regularly updated.
The following controls are included in the anti-virus protection system:
☐ files stored in an electronic or an optical media, or received via network,
☐ attached and downloaded files,
☐ web pages.
☐ Controls for preventive contamination by viruses are adequate (updates…).
[bookmark: _Toc514417662]Firewall
☐ The system is protected by a firewall.
☐ The configuration of the firewall is described in a referenced documentation.
[bookmark: _Toc514417663]Security incidents
☐ The management of security incidents (physical and logical) is described in … 
☐ Incidents are documented and handled.
☐ Incidents are reported to senior management.
☐ The causes of the incidents are investigated and corrective action proposed, implemented, and closed out.
☐ Security incidents are regularly reviewed. 
☐ This review results in the implementation of action plans.
[bookmark: _Toc514417664]Back-up and data recovery
☐ Back-up and recovery process is described in …
☐ The back-up and recovery strategy is based on a Risk Analysis. 
☐ This Risk Analysis is documented and regularly reviewed.
Back-up include the following data:
☐ business data (administrative , contractual…)
☐ process data (i.e. activities managed by the company)
☐ audit trail
☐ connexion log
☐ other (precise)
☐ The back-up and recovery system is described in… (ex: Plan of …).
☐ Periodicity of back-up, conditions of storage and execution and documentation of backup and recovery periodic tests allow to guarantee an adequate reliable level of the implemented process.
Data backup has the following characteristics:
☐ a risk analysis has been performed,
☐ backup has been performed manually / automatically,
☐ backup periodicity is determined and respected,
Describe the rotation backup system:
☐ the backup extent is:
☐ total 
☐ differential
☐ the backup storage media are the following:
☐ HDD
☐ DAT
☐ CD - DVD
☐ the backup storage media are correctly identified (on the media itself or in a specific document):
☐ concerned system
☐ version of the software or concerned data
☐ creation date
☐ first use date
☐ backup current number
☐ backup date
☐ backup reason 
☐ operator's identity
☐ backup media are regularly tested (to ensure their reliability in case of emergency),
☐ backup operations are recorded (i.e. manual or automatic log),
☐ backup failures are recorded (i.e. manual or automatic log),
☐ the actions undertaken on failure are documented,
☐ storage premises are secure (far enough to escape the damage of a disaster on the main site) and referenced in a centralized document,
☐ a duplication of the storage is implemented, in an appropriate way, in different places:
☐ outside the computer room,
☐ safe from fire and water,
☐ storage media are kept outside the site.
☐ Recovery is performed manually / automatically.
☐ Recovery operations are recorded (i.e. manual or automatic log).
☐ Data recovery is regularly tested and documented:
☐ frequency of recovery tests (ex. Annual Recovery Plan)
☐ recovery tests responsibilities:
☐ recovery tests documentation:
☐ Recovery incidents are recorded in …
1. [bookmark: _Toc514417665]Data archiving
☐ Data archiving system is described in …
☐ Data archiving strategy is based on a risk analysis.
☐ Data archiving is computerized.
☐ Data archiving is in paper format (PDF printing for an e-CRF, on-site).
☐ Data are archived with appropriate software / applications.
☐ Archived data are described in … This document is versioned.
Archived data include the following items:
☐ audit trail,
☐ entered data,
☐ imported data,
☐ users connexions,
☐ quality documentation,
☐ validation documentation,
☐ software version(s), parameters and associated configuration details,
☐ associated complementary software,
☐ other [specific system]
Computerized format for data archiving is:
☐ CSV
☐ XML
☐ SAS® transport files
☐ Adobe® PDF
☐ Data archiving is regularly verified:
☐ regular reading tests,
☐ verification of media integrity (according to manufacturer recommendations),
☐ regular copies of archived data,
☐ availability of adequate technology for archived data reading, during the retention period.
☐ The verification frequency is based on a risk analysis (taking into account the storage type, media,…).
☐ Archiving is performed in an adequate and secure place (safe from fire and water, temperature and humidity monitoring, in another site…), based on a risk analysis.
1. [bookmark: _Toc514417666]Business continuity
☐ There is a business continuity policy.
☐ There is a business continuity / contingency / resumption Plan.
☐ The use, the responsibilities and the modalities of this plan are described in …
This plan includes the following:
☐ plan activation conditions,
☐ roles and responsibilities,
☐ list of collaborators to be contacted and personal phone numbers,
☐ instructions to be communicated to all staff,
☐ external communication / nomination of a responsible for communication,
☐ crisis unit,
☐ potential consequences on threatened scenarios and activities,
☐ adopted preventive plans and description of security items,
☐ priority systems (if several systems have to be restored),
☐ emergency premises,
☐ emergency material: list, providers, set-up, delays...,
☐ backup solutions: data and documents repatriation…,
☐ activity resumption modalities (including the management of data handled manually when computerized systems are restored).
The plan refers to:
☐ information sheets (contacts, addresses, material/equipment location…),
☐ action sheets (operation methods of scenarios).
☐ This plan is regularly reviewed (frequency?).
☐ Simulation exercises are regularly performed and are appropriately documented:
☐ testing of scenarios,
☐ testing of technical recovery,
☐ testing of recovery in a substitution site,
☐ testing of services and equipment of providers,
☐ complete testing,
☐ Staff is trained to the business continuity plan.
☐ There are copies of the business continuity plan.
☐ These copies are kept away from the principal site, in a secure place.
1. [bookmark: _Toc514417667]Security review
☐ Security reviews are regularly organized.
☐ These reviews are documented.
These reviews include the following:
☐ incidents which occurred during the period,
☐ security documentation,
☐ detection of non-reliable operating modes,
☐ modifications of applicable regulatory requirements and/or of security process,
☐ review of the risk analysis related to premises and computerized systems security,
☐ review of documentation related to business continuity,
☐ audit results and associated actions plan,
☐ improvement proposals...
☐ These Reviews lead to the implementation of action plans (corrective / preventive actions) that are followed by …


Evaluation of level security of personal data (CNIL tool)
1 – User sensibilisation
Inform and sensitize staff processing data
Write an IT charter
2 – User authentication
Determine a unique ID (login) for each user
Adopt a password policy (see CNIL recommendations)
Force the user to change the password after reinitialization
Limit the number of attempts to access the system
3 – Management of authorizations
Define user profiles
Delete authorizations if obsolote access
Review authorizations annually
4 – Access documentation and incident management
Implement a logging system
Inform the users about this logging system
Protect logging equipment and logging information
Implement procedures to notify breaches in personal data
5 – Workstation security
Implement an automatic locking
Use anti-viruses regularly updated
Install a software firewall
Collect users consent prior any intervention on their workstations
6 – Mobile equipment security
Secure mobile equipment
Implement encryption on mobile equipment
Safeguard or synchronise data regularly
Ask for a secret for smartphone unlocking
7– Internal network protection
Limit the network flow as much as possible
Secure remote access by VPN 
Implement the WPA2 or WPA2-PSK protocol for Wi-Fi
8 – Server security
Limit the access to administration tools only to authorized staff
Install immediately critical updates
Ensure data availability
9 – Web sites security
Use TLS protocol and verify its implementation
Verify that no password or ID goes through the url
Control that users entries correspond to expected
Put a banner of consent for cookies not needed for the service
10 – Backup and Business Continuity
Perform backups regularly
Storage backup media in a secure place
Implement secure ways for backup transporting
Implement and test regularly business continuity
11 – Archiving in a secure manner
Implement specific access to archived data
Destruct obsolete archives in a secure manner
12 - Maintenance and data destruction
Record any maintenance operation
Regulate external operations by a manager of the company
Delete data from systems to be discarded
13 – Subcontracting
Implement a specific term in contracts with subcontractors
Implement data recovery and destruction conditions
Verify the efficacy of implemented actions (security audits, visits, etc.)
14 – Exchanges with other companies
Encrypt data before sendind
Check the data recipient
Send the code in a different sending and through a differnt channel
15 – Premises protection
Limit access to premises with locked doors
Install anti-intrusion alarms and test them regularly
16 – Computer development 
Propose respectful parameters of private life to final users
Avoid comments zones or regulate them strictly
Test on dummy data or anonymized data
17 – Cryptographic functions
Use recognized algorithms, software and libraries 
Retain cryptographic codes in a secure manner
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