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[bookmark: _Toc175124198][bookmark: _Toc11162276]Executive summary
As part of its pharmacovigilance obligations as a marketing authorisation holder, LABO PHARMA (xxx in the rest of this report) mandated Sunnikan Consulting to conduct an audit of its Country Distributor, DISTRIBUTOR located in City, COUNTRY.
The audit was conducted on DD-Mon-YYYY, by Mrs xxx, Sunnikan Consulting Senior Auditor in DISTRIBUTOR facilities, according to the agenda sent to the auditees on DD-Mon-YYYY.
Name, Function, LABO PHARMA, attended the audit as an observer.
This audit was aimed at assessing:
DISTRIBUTOR's organisation,
the quality system applicable to pharmacovigilance, including the qualification and training of the personnel,
the management of the pharmacovigilance activities and corresponding documentation,
the compliance of the pharmacovigilance activities with the applicable regulatory requirements and the agreement signed with LABO PHARMA.

Overall, it may be noted that:
The quality system applicable to pharmacovigilance activities is globally formalised, well developed and subject to continuous improvement.
DISTRIBUTOR personnel is appropriately qualified and trained to pharmacovigilance regulatory requirements and activities and the training is documented.
The pharmacovigilance activities are well managed.
The reporting to LABO PHARMA is regular and appropriate.

No critical observation was noted. xx findings were identified: xx were classified as major, xx as minor and xx are comments.

The xx major findings concern the following:
Xxx,
Xxx.

The results of this audit are the reflection of a non-exhaustive review of the quality system and pharmacovigilance activities and, based on the available documentation and the interviews conducted during the audit.
The possible improvement suggestions included in the report are only advices. They are not based on a prior assessment of costs/timelines/quality objectives of the auditee. They do not represent by themselves the appropriate actions plan and should be considered within a global context.
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[bookmark: _Ref467681995][bookmark: _Toc11162277]Audit plan
[bookmark: _Toc11162278]Audit methodology

	Audit objectives
	To assess DISTRIBUTOR's pharmacovigilance system and its quality system to ensure the compliance of the performed activities with the Safety Data Exchange Agreement (SDEA) signed with LABO PHARMA and the applicable regulatory requirements.

	Main audit standards
	SDEA signed between DISTRIBUTOR and LABO PHARMA
Local regulatory requirements, as communicated by LABO PHARMA and DISTRIBUTOR
EU legislation (for EU Distributors)

	Audit scope
	1. DISTRIBUTOR's organisation for pharmacovigilance 
1. Quality system applicable to the pharmacovigilance activities:
quality documentation
continuous improvement (audits, deviations/non-conformities and CAPAs)
1. Qualification and training of the personnel to pharmacovigilance
1. Regulatory compliance:
local pharmacovigilance regulatory monitoring
pharmacovigilance-related personal data protection
1. Relationship with and supervision of third parties (e.g. Partners, Contractors), if applicable
1. Review of the following processes, including the relationship with LABO PHARMA Corporate:
Local QPPV responsibility and backup
collection, recording, assessment, follow-up, transmission and submission of spontaneous ICSRs and solicited SAEs/AEs 
local literature monitoring
management of medical information enquiries and quality complaints associated to pharmacovigilance information
reconciliations
management of periodic safety reports (PSURs/DSURs)
implementation of local risk minimisation measures (if applicable)
local signal detection, identification of safety issues and transmission to LABO PHARMA
safety communication with local Competent Authorities and healthcare professionals/patients
management of local product safety information and safety variations
management of pharmacovigilance activities in the framework of interventional and non-interventional studies and other researches/programmes (if applicable)
Security (physical and logical) and Business continuity
Facilities and equipment (tour of facilities)
Traceability of the activities and filing (electronic and hard copies) of the documents (reviewed for each topic)


The audit consisted in interviews on the different topics and reviews of the corresponding documentation. Due to a lack of time and in agreement with the auditees, the xxx and xxx topics were not covered during the audit.
[bookmark: _Toc11162279]Audit attendees
	
	Opening meeting
	Interview
	Closing meeting

	Name, Function
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



[bookmark: _Toc11162280]Audit findings grading
The results of this audit are the reflection of a non-exhaustive review of the quality system and pharmacovigilance activities and, based on the available documentation and the interviews conducted during the audit.
According to the classification of the EMA, the findings are classified as critical, major or minor.
"critical is a fundamental weakness in one or more pharmacovigilance processes or practices that adversely affects the whole pharmacovigilance system and/or the rights, safety or well-being of patients, or that poses a potential risk to public health and/or represents a serious violation of applicable regulatory requirements. 
major is a significant weakness in one or more pharmacovigilance processes or practices, or a fundamental weakness in part of one or more pharmacovigilance processes or practices that is detrimental to the whole process and/or could potentially adversely affect the rights, safety or well-being of patients and/or could potentially pose a risk to public health and/or represents a violation of applicable regulatory requirements which is however not considered serious. 
minor is a weakness in the part of one or more pharmacovigilance processes or practices that is not expected to adversely affect the whole pharmacovigilance system or process and/or the rights, safety or well-being of patients."
(Guideline on good pharmacovigilance practices: Module IV – Pharmacovigilance audits, EMA, HMA, Revision 1, 3 August 2015)



[bookmark: _Toc11162281][bookmark: _Toc414368759]Audit report
[bookmark: _Toc11162282]Relationship between LABO PHARMA and DISTRIBUTOR
[bookmark: _Toc11162283]Contractual agreements
LABO PHARMA has appointed DISTRIBUTOR as the Distributor of an LABO PHARMA product in COUNTRY. 
DISTRIBUTOR is the local marketing authorization holder of these products.
The relationship between the 2 parties is covered by a Safety Data Exchange Agreement (SDEA) signed on DD-Mon-YYYY.
It is part of the Distribution Agreement.
The first SDEA was signed on xxx.
It includes a detailed scope of services describing the responsibilities of each party.
The main pharmacovigilance activities delegated by LABO PHARMA to DISTRIBUTOR are the following:
the Local QPPV responsibility,
the collection and processing of local safety information,
the local medical literature screening,
the local PSUR schedule and PSUR submission,
the local signal detection,
the safety communication with the local Competent Authorities.

	Finding # Grade

	Blablabla

Main audit standards

	Suggestions

	



[bookmark: _Toc11162284]Concerned products and territories 
The medicinal products covered by the SDEA are listed in Appendix X of the SDEA and are:

The territories covered by the SDEA as specified in Appendix X of the SDEA are:
.
[bookmark: _Toc430615036][bookmark: _Toc11162285]Reporting to LABO PHARMA

Presentation of DISTRIBUTOR and its organisation
DISTRIBUTOR is a pharmaceutical company specialised in xxx.
It is based in xxx.
It was founded in date.
· DISTRIBUTOR's ensures the following activities for its clients:
Xxx,
Xxx.
· DISTRIBUTOR employs xxx people.
· DISTRIBUTOR has xxx clients, mainly pharmaceutical companies.
· DISTRIBUTOR manages around xxx cases per year in total (xx spontaneous cases and xx solicited cases) and prepares approximately xxx periodic reports.
[bookmark: _Toc11162286]DISTRIBUTOR's general organisation
· DISTRIBUTOR's organisation is described in a functional organisational chart, dated date and signed by DISTRIBUTOR's CEO.
· It is up-to-date and reflects DISTRIBUTOR current organisation.
There are X Units/Departments/Services:
xxx Unit/Department/Service,
xxx Unit/Department/Service,
xxx Unit/Department/Service, which undertake the activities for LABO PHARMA.
[bookmark: _Toc11162287]DISTRIBUTOR's organisation for vigilance
· DISTRIBUTOR's organisation for vigilance is described in a functional organisational chart, dated date and signed by DISTRIBUTOR's xxx.
· The Vigilance Department depends from xxx.
· Xxx people are involved in the vigilance activities performed for LABO PHARMA:
the Local QPPV,
xxx.
[bookmark: _Toc175124061][bookmark: _Toc508698241][bookmark: _Toc417051628][bookmark: _Toc430615049]DISTRIBUTOR does not subcontract any pharmacovigilance-related activities for LABO PHARMA.
[bookmark: _Toc11162288]Local QPPV/PV Contact responsibility
· There is a requirement in Country to appoint a local contact person for pharmacovigilance and notify the local Competent Authorities.
The Local QPPV is xxx, Function.
· She/He was appointed on xxx and declared to the local Competent Authorities on xxx.
· The local requirements regarding this function are the following: xxx.
· She/He is a Physician/Pharmacist.
· The local contact person for pharmacovigilance backup is xxx, xxx.
· The backup is organised xxx.
· [bookmark: _Hlk207618489]The backup process is tested …
· The Local Safety Contact must be available 24/7, this permanence is ensured by xxx.
Address arrangements for outside office hours (how is the information collected, recorded, communicated and handled?)
[bookmark: _Toc11162289]Quality System
DISTRIBUTOR quality management system is under the responsibility of the Quality Assurance Department.
[bookmark: _Toc417051630][bookmark: _Toc430615050][bookmark: _Toc11162290]Quality documentation
· The management of quality documents is described in the procedure xxx "xxx", version xxx, dated date.
· There is a list of the applicable quality documents.
· They are subject to a writing/review (by xxx)/approbation process (by xxx).
· They are revised at least every xx years.
· The quality documents are managed in an electronic document management system (tool name)/hard copies.
· The quality documents are up-to-date and cover the processes delegated by LABO PHARMA.
· The training to the quality documents is ensured before they become applicable.

However, xxx.
Examples are provided in the table below:	Comment by David MARCEREUIL: Include PV SOP expected according to the GVP ?
Are critical PV activities covered in the QMS ?

Is there a process defined for alert/ crisis management ?
(Safety queries from opinion leaders, technical issue, legal issue, regulatory authorities, mass media...)

	SOP ID
	SOP Title
	Comments

	
	
	

	
	
	

	
	
	

	
	
	


[bookmark: _Toc11162291][bookmark: _Toc417051632][bookmark: _Toc430615055][bookmark: _Toc417051631][bookmark: _Toc430615051]Continuous improvement: audits
· The internal audit process is described in the procedure xxx "xxx", version xxx, dated date.
· An internal audit programme over xx years is established by xxx based on the risk-based approach audit strategy.
· The audit strategy includes the xx criteria: xxx that are taken into account xxx.
· Internal audits are performed according to the annual calendar (xxx). 
· CAPAs are implemented following audits and tracked in xxx (xxx).
· DISTRIBUTOR is regularly audit by its clients (xx audits/month). The present audit is the xx audit by LABO PHARMA.
· DISTRIBUTOR transmits to LABO PHARMA the critical and major findings related to the pharmacovigilance system for integration in the LABO PHARMA PSMF.
· DISTRIBUTOR has already be inspected by the local Competent Authorities xx times through its clients.
· DISTRIBUTOR has completed the annual risk-based questionnaire sent by LABO PHARMA.
· DISTRIBUTOR was previously audited by LABO PHARMA: all actions are closed.
[bookmark: _Toc417051633][bookmark: _Toc430615056][bookmark: _Toc11162292]Continuous improvement: non-conformities/deviations and CAPAs management
· The management of non-conformities/deviations is described in the procedure xxx "xxx", version xxx, dated date.
It applies to internal audit findings, deviations from the quality management system, deviations from contractual obligations, etc.
· Any identified non-conformity/deviation is transmitted to xxx.
· DISTRIBUTOR records all non-conformities/deviations in xxx.
· LABO PHARMA is informed of any non-compliance related to the activities performed for LABO PHARMA.
· CAPAs are implemented following non-conformities/deviations and tracked in xxx.	Comment by David MARCEREUIL: Should we add a section regarding PV KPI to assess compliance of the PV activities with the QMS/ regulations/ contractual agreements (in term of time and quality of deliverables) ?	Comment by David MARCEREUIL: For Distributor, better to consider :
Monitoring the compliance of activities with the expectations and recording NC as applicable
[bookmark: _Toc11162293][bookmark: _Toc430615058]Compliance monitoring
Personnel qualification and training
Vigilance personnel
· Personal files are kept for each collaborator including the CV, Job Description and training records (training plan, training certificates, attendance sheets, training material, etc.).
The personal files of the following people were reviewed during the audit:
Name, function,
Name, function.

	Name, function
	Date of entry in the company or in the function
	CV
	Job Description

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



· The CVs are up-to-date, dated and signed.
· There is a job description for each function. They are managed by xxx. The Job description details the responsibilities, tasks, hierarchical relationship, qualification required of each function and is signed by the employee and his/her manager as well as the Human Resources.
· Training
[bookmark: _Toc11162295]Initial and continuous training
· The training process is described in the procedure xxx "xxx", version xxx, dated date.
· It covers the initial and continuous training of the personnel.
· Upon arrival in the company an initial training is initiated. It consists in xxx (training to PV regulatory requirements, to quality documents, to tools, to LABO PHARMA products and specific requirements, etc.) according to a training plan/training matrix established for each function.
· The training is assessed through a test. A score of xxx is required to pass the test and validate the training.
· When the minimal score is not obtained, a re-training is organised.
· When the training is completed, it is checked by xxx and the collaborator is considered qualified. It is documented on xxx.
· A continuous training plan is prepared each year, including xxx.
An annual training of all personnel (including medical representatives) is performed.
· DISTRIBUTOR personnel is appropriately qualified and trained to pharmacovigilance regulatory requirements and activities.
[bookmark: _Toc11162304][bookmark: _Toc417051640][bookmark: _Toc430615067]Management of Third Parties
· The management of third parties is described in the procedure xxx "xxx", version xxx, dated xxx.
· There is a list of "third parties" relevant for pharmacovigilance (partners/subcontractors, including Sales Representatives networks).
· The Local QPPV is informed of any new contract signed by DISTRIBUTOR and assesses whether a SDEA and/or a pharmacovigilance clause in the contract are needed.
· There is a SDEA and/or a pharmacovigilance clause with all third parties.
· The SDEAs are signed by xxx.
· The content of the SDEAs and pharmacovigilance clause is compliant with the applicable regulatory requirements and ensures that DISTRIBUTOR is able to fulfil its pharmacovigilance responsibilities.
· Third parties are supervised through xxx.
· LABO PHARMA is informed of the Third Parties relevant to pharmacovigilance.
[bookmark: _Toc11162298][bookmark: _Toc430615062][bookmark: _Toc11162305]Pharmacovigilance regulatory monitoring
· The regulatory intelligence process is described in the procedure xxx "xxx", version xxx, dated date.
· The pharmacovigilance local regulatory monitoring is a weekly process performed by xxx.
· The sources are: newsletter, local Competent Authority website, etc.
· The results of the search are documented in xxx.
· A documented impact analysis is performed in order to ensure that the processes in place are conducted in accordance with the applicable regulatory requirements.
DISTRIBUTOR informs LABO PHARMA of any change in the pharmacovigilance legislation.
LABO PHARMA requests twice a year the completion of a table with the local requirements (or verification that the requirements are correct).
Case management
The spontaneous pharmacovigilance cases management process is mainly described in the procedure xxx "xxx", version xx, dated xxx.
It covers the management of non-valid cases.
[bookmark: _Toc11162306][bookmark: _Toc417051642][bookmark: _Toc430615069]Scope of safety data collection
In all documents (procedures, SDEAs, training material), the field of safety data collection is complete (includes all special situations) and is consistent the European legislation as well as the SDEA.
[bookmark: _Toc11162307]Source of cases
· Cases may be received (or identified) by DISTRIBUTOR, through:
DISTRIBUTOR personnel: Sales Representatives, Switchboard staff, etc.
medical information enquiries (responded by DISTRIBUTOR with the support of LABO PHARMA if needed),
quality complaints,
website contact fields,
social media,
local literature screening,
local Competent Authorities,
non-interventional studies and other programmes (market research),
interventional studies,
LABO PHARMA: international literature, ICSR download from EudraVigilance and MLM.
Internal reconciliations:
Reconciliations are in place with:
medical information (weekly review of the medical information tracker by PV personnel, it is documented: xxx),	Comment by David MARCEREUIL: How do you cover MI and PQC in a distributor audit ?
Should we add subsections to cover these items or only check that there are reconciliations in place ?

Note : during an audit (Propharma), the MI Dpt was responsible for direct transmission to the Laboratory (without involvement of the LPV…)
quality complaints (monthly review of the complaints reports).
At the time of the audit, no case has been received or identified by DISTRIBUTOR.
[bookmark: _Toc467776327]Monitoring of the local medical literature	Comment by David MARCEREUIL: As a subsection (3.10.2.1 ou 3.10.3) ?
· The local medical literature monitoring process is described in the procedure xxx "xxx", version xxx, dated date.
· It is a weekly process.
A list of local literature sources (local journals, database) is available: xxx.
The list is reviewed and updated if needed every year.
The reception of the journals is checked and if an issue is not received appropriate actions are implemented and documented (contact of the editor, etc.).
· Upon reception of the journal (in paper or electronically), the xxx reviews it to identify cases (including non-valid cases) and safety information.
· The review is documented xxx.
· The database is checked on a weekly basis by xxx. The search is documented xxx and the articles containing relevant information are highlighted.
· The xxx performs a quality control which is documented xxx.
· DISTRIBUTOR is responsible for the translation of the article (or abstract initially) into English.
· The results of the local literature monitoring are sent to LABO PHARMA by email.
· Any case is transmitted using the "Adverse Drug Reaction (ADR) Form", together with the corresponding article (and a translation into English) according to the deadlines defined for all cases.
[bookmark: _Toc417051648][bookmark: _Toc430615075][bookmark: _Toc11162308]Processing of the cases by DISTRIBUTOR
Receipt and translation
· Upon reception, the date of reception by DISTRIBUTOR (or by any contractor) is specified on the source documents. This is day 0.
· The xxx performs a local duplicate check.
· A local identification number is allocated to each initial case.
· The case information is entered in a case tracking table.
· For initial cases, the content of the source documents is reviewed by xxx and additional information is requested from the reporter if the case is non-valid.
· If the case is reported by a patient, the contact details of a healthcare professional is systematically requested.
· The case information is translated into English by xxx in LABO PHARMA "Adverse Drug Reaction (ADR) Form" (included in Appendix X of the SDEA), including:
the initial date of receipt,
the unique case identification number.
Xxx signs the ADR form.
· The xxx performs a quality control of the translation, it is documented on the printed form.
[bookmark: _Toc417051651][bookmark: _Toc430615078]Transmission of cases to LABO PHARMA
The (serious) adverse reactions/events are transmitted to LABO PHARMA by secure email within the following timeframes:
fatal and life-threatening SAEs: 3 working days,
other SAEs and serious ICSRs: 5 calendar days,
non-serious ICSRs and special situations without ADRs: 5 calendar days.
The patient information is anonymous.
Non-valid cases (with at least the product and a reaction or special situation) are transmitted according to the same deadlines.
LABO PHARMA sends an acknowledgment of receipt within 2 days, otherwise DISTRIBUTOR contacts EXPENSCIENCE to ensure the receipt.
LABO PHARMA is responsible for the data entry of the case into the global safety database, its assessment and reporting to EU Competent Authorities.
LABO PHARMA transmits to DISTRIBUTOR the regulatory report extracted from the global safety database within the following timeframes:
fatal and life-threatening SAEs: 5 working days,
other SAEs and serious ICSRs: 10 calendar days,
non-serious ICSRs and special situations without ADRs: 30 calendar days.
If required by the local legislation, LABO PHARMA also transmits to DISTRIBUTOR the foreign cases within 10 and 30 working days, respectively.
Submission
DISTRIBUTOR translates the regulatory report 
DISTRIBUTOR is in charge of the submission of the cases to the local Competent Authorities (domestic and foreign cases if applicable).
For the local submission, the DISTRIBUTOR is in charge of the expectedness assessment according to the local product information.
In Country the case submission requirements are the following:
serious domestic cases: 1 day,
non-serious domestic cases: 15 days,
foreign cases: no submission.
DISTRIBUTOR submits the case using the ADR form provided by LABO PHARMA.
DISTRIBUTOR transmits to LABO PHARMA the date of submission using the "Adverse Event Report ACK" (or the reason why the submission was not necessary.
Follow-up
The xxx is in charge of requesting additional information from the reporters.
The follow-up requests are done by xxx using xxx.
At least 2 attempts are done.
For pregnancy exposure cases, a request for pregnancy outcome is sent after the expected delivery date.
Additional information are transmitted to LABO PHARMA within the same timeframe as initial information.
The follow-up attempts are recorded in the case tracking table.
Case documentation
The case files are kept in hard copies/electronically.
It includes the source documents, translations, forms, follow-up attempts, correspondence with the reporters and LABO PHARMA, the proof of submission of the case by LABO PHARMA, if applicable.
The documentation of the following cases was reviewed during the audit:
xxx
The paper versions are kept in a secured and controlled-access room.
[bookmark: _Toc11162309]Reconciliations with LABO PHARMA
A quarterly reconciliation is performed with LABO PHARMA.
It is initiated by LABO PHARMA.
DISTRIBUTOR reviews the list of reports and provides a feedback to LABO PHARMA.
[bookmark: _Toc11162311]Periodic reports (PSUR/PBRER) Management
LABO PHARMA is in charge of the preparation of PSURs/PBRERs.
DISTRIBUTOR is responsible for their submission to the local Competent Authorities.
DISTRIBUTOR assists LABO PHARMA in the establishment of the PSUR schedule (the EU PSUR schedule is sent annually by LABO PHARMA and DISTRIBUTOR acknowledges its receipt).
In case of additional periodic reports are needed, DISTRIBUTOR informs LABO PHARMA at least 6 months prior the report DLP.
In Country the PSUR submission requirements are the following:
xxx.
DISTRIBUTOR submits the PSUR locally describing differences between the CCDS and the local SmPC in the PSUR cover letter.
DISTRIBUTOR transmits within 7 calendar days to LABO PHARMA the date of submission of the PSUR (or the reason why the PSUR was not submitted).
DISTRIBUTOR forwards to LABO PHARMA the PSUR assessment by the local Competent Authorities within 7 calendar days.
[bookmark: _Toc11162312][bookmark: _Toc417051660][bookmark: _Toc430615106]Local signal detection
LABO PHARMA is responsible for the global signal detection and management activities.
DISTRIBUTOR is responsible for the local signal detection activities.
If DISTRIBUTOR identifies a new validated safety signal, LABO PHARMA is promptly informed.
[bookmark: _Toc11162313]Risk management
LABO PHARMA is responsible for the global risk management activities and provides DISTRIBUTOR with the RMP and guidance for the implementation of risk minimisation activities, if any.
DISTRIBUTOR is responsible for the implementation of the risk minimisation measures at local level.
At the time of the SDEA, there is no need for global or local RMPs.
[bookmark: _Toc11162314]Communication with Competent Authorities 
The communication with Competent Authorities is covered by the procedure xxx "xxx", version xx, dated xxx.
DISTRIBUTOR informs LABO PHARMA in case of regulatory action on the products for safety reasons without any delay.
DISTRIBUTOR forwards to LABO PHARMA (with a translation into English if needed) any question/request from a local Competent Authority without any delay.
DISTRIBUTOR is responsible for the preparation and submission to the Local Competent Authorities of the answers, after validation by LABO PHARMA. 
[bookmark: _Toc11162315]Communication to Healthcare Professionals and Patients/Consumers
LABO PHARMA is responsible for the preparation of the safety communications.
DISTRIBUTOR is responsible for the local distribution of the communication.
[bookmark: _Toc11162316]Maintenance of product safety information
LABO PHARMA maintains the product CCDS.
LABO PHARMA informs DISTRIBUTOR of any modification of the CCDS.
DISTRIBUTOR is responsible for submitting the corresponding variation to the local product information within 4 months.
[bookmark: _Toc11162317]Studies
At the time of the audit no ongoing (or recently completed) interventional clinical trial is sponsored by DISTRIBUTOR with the LABO PHARMA product.
At the time of the audit, DISTRIBUTOR conducts (or has recently conducted) xx non-interventional studies or other organised data collection systems with the LABO PHARMA product.
LABO PHARMA has been informed of the studies and the copies of the following documents were transmitted before the start of each study:
final protocol,
signed amendment to the protocol,
CRF,
Safety Management Plan,
Reconciliation Plan.
LABO PHARMA is informed in case of change in the conduct of the studies.
The appropriate contractual arrangements were made regarding the collection and processing of safety data.
The collection of safety data is appropriate: the protocol is validated by the Local QPPV.
The safety information is transmitted to LABO PHARMA, including the final study report, within 2 weeks of its submission to the local Competent Authorities.
PSP?
[bookmark: _Toc430615061][bookmark: _Toc11162296][bookmark: _Toc417051636][bookmark: _Toc11162300][bookmark: _Toc11162318]Filing and archiving of vigilance-related documents
· DISTRIBUTOR only keeps in paper the source documents directly received at DISTRIBUTOR (e.g. replies to follow-up requests). All other documents are kept electronically and sent to LABO PHARMA as it comes along.
· The hard copies of the documents are kept in filing room the access of which is restricted to the authorised personnel. The room is protected against fire and water damages (smoke detectors, sprinklers, secure cupboards, etc.).
[bookmark: _Toc430615063]Computerised systems and business continuity
[bookmark: _Toc11162302][bookmark: _Toc417051637]IT security
· The management of the IT systems is described in the procedure xxx "xxx", version xxx, dated date.
· Each collaborator has an individual access to his/her the computing system: individual username and password which has to be changed every xxx days.
· Backups are in place in order to ensure the quality, accuracy, reliability, integrity, availability and completeness of the data: xxx (servers, data centres, etc.).
[bookmark: _Toc11162303]Business continuity
· There is a "Business continuity plan and disaster recovery plan" described in "xxx" version xxx, dated date.
· It includes a risk analysis which led to risks with different scores and for each risk (fire, intrusion, loss of data, hacking, viruses, loss of internet and telephone connections, etc.), mitigation measures are established.
· The recovery of activities is also covered by the procedure, and verification means are foreseen to ensure that all of the activities performed during the incident/failure were correctly "recovered".
· The Business continuity plan is regularly tested and the tests are documented: xxx.
[bookmark: _Toc11162299]Facilities and equipment
· The facilities and equipment are adequate and secure.
Personal data protection
Local requirements: 
The appropriate clauses in accordance with the requirements of the EU General Data Protection Regulation (GDPR) (Regulation (EU) N°2016/679) are included in the SDEA.
DISTRIBUTOR has implemented the required organisational and technical measures to ensure personal data protection.
The information provided to reporters (healthcare professionals and patients/consumers) is systematic and adequate.
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