[bookmark: _Toc251586642][bookmark: _Toc510249969][bookmark: _Toc514570500][bookmark: _Toc514570730][bookmark: _Toc514571893][bookmark: _Toc514572011][bookmark: _Toc514572206][bookmark: _Toc515849703][bookmark: _Toc26864461][bookmark: _Toc27455432][bookmark: _Toc27534952][bookmark: _Toc28061668][bookmark: _Toc28062569][bookmark: _Toc28062931][bookmark: _Toc28399544]Audit of SERVICE PROVIDER medical information system for LABO PHARMA
Check-list/Report
Version 0.1, dated date




	Audit conducted by:	Auditor's name, Sunnikan

	Audit type:	Service provider
	Audited systems:	Quality system
		Medical information system
		
	Audit requested by:	LABO PHARMA
		
	Audited company:	Service provider
	Address:	Address (street)
		Address (city)
		Address (COUNTRY)

	Audit date:	audit date



	
	
	

	
	
	Date

	Auditor
	
	

	Sunnikan Consulting
	
	





The auditor wishes to thank all those who participated in the audit.

[image: ]

	Sunnikan Consulting
231 rue La Fontaine
94120 Fontenay-sous-Bois, France
	+33 (0)1 55 97 13 13
contact@sunnikan.com
www.sunnikan.com
	Sunnikan Consulting
SAS au capital de 100 000 €
RCS Créteil B 409 032 240 APE 7490B


Sunnikan Consulting / A_InfoMed_CL_En.docx / Page 2/15
Sunnikan Consulting / A_InfoMed_CL_En.docx / Page 15/15
Table of contents
[bookmark: _Toc464470161]
1	Principaux Référentiels	3
2	Organisation de l'Information Médicale	3
2.1	Structure organisationnelle	3
2.2	Supervision par le Pharmacien Responsable	3
3	Définition de l'information	4
4	Existence d'un système (procédures et outils)	4
5	Procédure d'Information	4
5.1	Champ de la procédure	4
5.2	Circuit de la demande d'information	5
5.3	Personnes en charge de la délivrance / communication de l'information	5
5.4	Prise en charge de la réponse	5
5.4.1	Documentation de la demande et de la réponse	5
5.4.2	Utilisation d'une base de questions / réponses type	5
5.4.3	Délai de réponse	5
5.4.4	Validation de la réponse	6
5.4.5	Identification des cas de Pharmacovigilance	6
5.4.6	Identification des défauts qualité	6
5.4.7	Gestion des autres cas particuliers / zones à risque	6
6	Déclaration des bases de données nominatives à la CNIL	6
7	Garde	6
8	Durée d'archivage	7


1 [bookmark: _Ref467681995][bookmark: _Toc478143784][bookmark: _Toc464470162][bookmark: _Toc464474866]Executive Summary
[bookmark: Audit_context]As part of its obligations as a pharmaceutical company, LABO PHARMA mandated Sunnikan Consulting to conduct an audit of its service provider in charge of medical information activities, SERVICE PROVIDER, located in City, COUNTRY.
LABO PHARMA outsources to SERVICE PROVIDER the management of medicinal information activities for all its authorised medicinal products.
[bookmark: Audit_objectives]This audit was aimed at assessing:
SERVICE PROVIDER's organisation,
the quality system applicable to medical information activities, including the qualification and training of the personnel,
the management of the medical information activities and corresponding documentation,
the compliance of the medical information activities with the applicable regulatory requirements and the agreement signed with LABO PHARMA.

	Overall, it may be noted that:
xxx

No critical or major observation was noted. xx findings were identified: xx were classified as major, xx as minor and xx are comments.
The major findings concern the following:
Organisation:

Quality system:

Qualification and training:





The results of this audit are the reflection of a non-exhaustive review of the quality system and pharmacovigilance activities and, based on the available documentation and the interviews conducted during the audit.


[bookmark: _Toc531091595][bookmark: _Toc478143787]Audit plan
[bookmark: _Toc531091596]Audit methodology

	Audit objectives
	To assess the medical information system to ensure the compliance with the requirements of the agreement signed with LABO PHARMA

	Main audit standards
	Agreement signed between LABO PHARMA and SERVICE PROVIDER
Regulation (EC) N°726/2004 as amended
Directive 2001/83/EC as amended
Guideline on good pharmacovigilance practices and associated documents
Regulation (EU) 2016/679 ("GDPR")

	Audit scope
	1. SERVICE PROVIDER's organisation and responsibilities with regard to the services provided to LABO PHARMA
1. Qualification and training of the personnel involved in the services
1. Brief review of the quality system applicable to the medical information activities (management of quality documentation, deviations/non-conformities and audits)
1. Review of the following processes:
Management of the services, including the management of the documents provided by LABO PHARMA
Management of the medical information enquiries, spontaneous reports and quality complaints (during and outside working hours, as applicable)
1. Validation of the computerised systems used for the services
1. Security (physical and logical) and business continuity
1. Personal data protection
1. Documentation (tracking) and filing (electronic and hard copies) of the documents

	The audit consisted in interviews on the different topics and reviews of the corresponding documentation. Due to a lack of time and in agreement with the auditees, the xxx and xxx topics were not covered during the audit.




[bookmark: _Toc531091597]Audit attendees
	
	Opening meeting
	Closing meeting
	Interview

	
	
	
	

	
	
	
	

	
	
	
	



[bookmark: _Toc417051619][bookmark: _Toc485283737][bookmark: _Toc531091598]Audit findings grading 
According to the classification of the EMA, the findings are classified as critical, major or minor.
"critical is a fundamental weakness in one or more pharmacovigilance processes or practices that adversely affects the whole pharmacovigilance system and/or the rights, safety or well-being of patients, or that poses a potential risk to public health and/or represents a serious violation of applicable regulatory requirements. 
major is a significant weakness in one or more pharmacovigilance processes or practices, or a fundamental weakness in part of one or more pharmacovigilance processes or practices that is detrimental to the whole process and/or could potentially adversely affect the rights, safety or well-being of patients and/or could potentially pose a risk to public health and/or represents a violation of applicable regulatory requirements which is however not considered serious. 
minor is a weakness in the part of one or more pharmacovigilance processes or practices that is not expected to adversely affect the whole pharmacovigilance system or process and/or the rights, safety or well-being of patients."
(Guideline on good pharmacovigilance practices: Module IV – Pharmacovigilance audits, EMA, HMA, Revision 1, 3 August 2015)


Audit report
[bookmark: _Toc414368759][bookmark: _Toc478143790]Relationship between LABO PHARMA and SERVICE PROVIDER
[bookmark: _Toc478143791]Contractual agreement
· The first contract between LABO PHARMA and SERVICE PROVIDER was signed in date.
· The current contract has been applicable since date and has been completed by xx amendments.
· It includes a detailed scope of services describing the responsibilities of each party.
· LABO PHARMA outsources to SERVICE PROVIDER the following medical information activities for all its authorised medicinal products:
xxx.
The subcontracted activities are supervised by LABO PHARMA's function of the person responsible for the supervision.

	Finding # Minor / Major / Critical / Comment
xxx.

	Suggestion of improvement
xxx.



[bookmark: _Toc478143792]Concerned products
· The medicinal products covered by the contract signed between LABO PHARMA and SERVICE PROVIDER are the following (listed in xxx of the agreement):
Xxx.
[bookmark: _Toc478143793][bookmark: _Toc430615036]Reporting to LABO PHARMA
· The xxx sends weekly activity report, by email, to LABO PHARMA. it includes xxx.
· In addition, at least one annual meeting is organised between SERVICE PROVIDER and LABO PHARMA.
[bookmark: _Toc478143794]Presentation of SERVICE PROVIDER and its organisation
SERVICE PROVIDER is a SERVICE PROVIDER located in City, COUNTRY.
It was created in date.
· SERVICE PROVIDER employs xxx people, including xxx physicians/pharmacists.
· SERVICE PROVIDER ensures the following activities for its clients:
Xxx,
Xxx.
· SERVICE PROVIDER has xxx clients, mainly pharmaceutical companies.
· SERVICE PROVIDER manages around xxx medical information enquiries per year in total.
[bookmark: _Toc478143795]SERVICE PROVIDER's general organisation
· SERVICE PROVIDER's organisation is described in a functional organisational chart, dated date and signed by SERVICE PROVIDER's CEO.
· It is up-to-date and reflects SERVICE PROVIDER current organisation.
There are X Units/Departments/Services:
xxx Unit/Department/Service,
xxx Unit/Department/Service,
xxx Unit/Department/Service, which undertake the activities for LABO PHARMA.
[bookmark: _Toc478143796]SERVICE PROVIDER's organisation for the provided services
· Xxx people are involved in the medical information activities performed on behalf of LABO PHARMA:
xxx.
· A list with all the involved people is available and it is accurate (dated date).
· SERVICE PROVIDER manages around xx xxx medical information enquiries per year for LABO PHARMA.
A medical information system is established.
"Each undertaking which manufactures or imports medicinal products should set up a mechanism to ensure that all information supplied about a medicinal product conforms with the approved conditions of use." (Directive 2001/83/EC, whereas 53)
During working hours, the phone calls are managed by xxx.
Outside working hours, the phone calls are managed by xxx.
[bookmark: _Toc464470164][bookmark: _Toc464474868]Supervision by the Chief Pharmaceutical Officer (si audit France)
Section à traduire
Le Pharmacien Responsable de l'établissement exploitant organise et surveille l'information.
Implication dans la revue et validation des SOPs
"Reporting" régulier vers le Pharmacien Responsable
Le Pharmacien Responsable a délégué l'organisation et la surveillance de l'information à ……
Le Pharmacien Responsable de l'établissement exploitant n'est pas impliqué dans l'organisation et la surveillance de l'information.
Définition établissement pharmaceutique exploitant :
"L'exploitation comprend les opérations de vente en gros ou de cession à titre gratuit, de publicité, d'information, de pharmacovigilance, de suivi des lots et, s'il y a lieu, de leur retrait ainsi que, le cas échéant, les opérations de stockage correspondantes". (Article R. 5124-2 du CSP)
Responsabilités du Pharmacien Responsable :
"En vue de l'application des règles édictées dans l'intérêt de la santé publique, le pharmacien responsable défini à l'article R. 5124-34 assume les missions suivantes dans la mesure où elles correspondent aux activités de l'entreprise ou organisme dans lequel il exerce : "Il organise et surveille l'ensemble des opérations pharmaceutiques de l'entreprise ou de l'organisme, et notamment la fabrication, la publicité, l'information, la pharmacovigilance, le suivi et le retrait des lots, la distribution, l'importation et l'exportation des médicaments, produits, objets ou articles concernés ainsi que toutes les opérations de stockage correspondantes" (Article R. 5124-36 du CSP)
[bookmark: _Toc417051628][bookmark: _Toc430615049][bookmark: _Toc478143797]Quality System
[bookmark: _Toc417051629][bookmark: _Toc430615059][bookmark: _Toc478143798][bookmark: _Toc417051630][bookmark: _Toc430615050]Regulatory watch
· The regulatory watch process is described in the procedure xxx "xxx", version xxx, dated date.
· The regulatory watch is performed by xxx, using newsletter, IDRAC, every xxx.
· The results of the search are documented in xxx.
· A documented impact analysis is performed in order to ensure that the processes in place are conducted in accordance with the applicable regulatory requirements.
[bookmark: _Toc478143799]Quality documentation
· The applicable documents are SERVICE PROVIDER and LABO PHARMA quality documents.
· The management of quality documents is described in the procedure xxx "xxx", version xxx, dated date.
· The quality documents are managed in an electronic document management system (tool name)/hard copies.
· They are subject to a writing/review (by xxx)/approbation process (by xxx).
· They are revised at least every xx years.
· The quality documents are up-to-date and cover all processes.
· The training to the quality documents is ensured before they become applicable.
There is a procedure on the management of medical information: procedure xxx "xxx", version xxx, dated date. 
It covers:
medical information
scientific information
quality complaints
bibliographic searches
questions/requests from journalists
questions/requests from Competent Authorities
provision of documentation on active substances, excipients
However, xxx.
Examples are provided in the table below:

	SOP ID
	SOP Title
	Comments

	
	
	

	
	
	

	
	
	

	
	
	


[bookmark: _Toc478143800][bookmark: _Toc417051632][bookmark: _Toc430615055][bookmark: _Toc417051631][bookmark: _Toc430615051]Continuous improvement:  audits
· The internal audit process is described in the procedure xxx "xxx", version xxx, dated date.
· An internal audit programme over xx years is established by xxx based on the risk-based approach audit strategy.
· The audit strategy includes the xx criteria: xxx that are taken into account xxx.
· Internal audits are performed according to the annual calendar (xxx). 
· CAPAs are implemented following audits and tracked in xxx (xxx).
· SERVICE PROVIDER is regularly audit by its clients (xx audits/month). The present audit is the xx audit by LABO PHARMA.
· SERVICE PROVIDER has already been inspected by the Competent Authority xx times through its clients.
[bookmark: _Toc417051633][bookmark: _Toc430615056]Continuous improvement: non-conformities/deviations management
· The management of non-conformities/deviations is described in the procedure xxx "xxx", version xxx, dated date.
· Any identified non-conformity/deviation is transmitted to xxx.
· SERVICE PROVIDER records all non-conformities/deviations in xxx.
· CAPAs are implemented following non-conformities/deviations and tracked in xxx.
[bookmark: _Toc478143801][bookmark: _Toc430615058]Personnel qualification and training
Personal files
· Personal files are kept for each collaborator including the CV, Job Description and training records (training plan, training certificates, attendance sheets, training material, etc.).
The personal files of the following people were reviewed during the audit:
Name, function,
Name, function.

	Name, function
	Date of entry in the company or in the function
	CV
	Job Description

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



· The CVs are up-to-date, dated and signed.
· There is a job description for each function. They are managed by xxx. The Job description details the responsibilities, tasks, hierarchical relationship, qualification required of each function and is signed by the employee and his/her manager as well as the Human Resources.
Initial and continuous training
· The training process is described in the procedure xxx "xxx", version xxx, dated date.
· It covers the initial and continuous training of the personnel.
· Upon arrival in the company an initial training is initiated. It consists in xxx (training to regulatory requirements, to quality documents, to tools, to LABO PHARMA products and specific requirements, etc.) according to a training plan/training matrix established for each function.
· The training also includes pharmacovigilance and quality complaints (for identification of such cases).
· The training is assessed through a test. A score of xxx is required to pass the test and validate the training. 
· When the minimal score is not obtained, a re-training is organised.
· When the training is completed, it is checked by xxx and the collaborator is considered qualified. It is documented on xxx.
· A continuous training plan is prepared each year, including xxx.
· SERVICE PROVIDER personnel is appropriately qualified and trained to medical information activities.
1.1 [bookmark: _Toc430615060][bookmark: _Toc478143802]Personal data protection
· Adequate provisions with regard to the requirements of the GDPR are included in an agreement between LABO PHARMA and SERVICE PROVIDER.
· A DPO has been appointed
· There is a "Data Security and Confidentiality" policy, version _, date_
· There is a SOP "Personal Data Protection".
· There is a record of data processing activities.
· A data protection impact assessment has been performed.
· Technical and organizational measures for security of processing are implemented.
· These measures are described in …
· There is a data privacy statement before the caller reaches the line.
1.2 [bookmark: _Toc430615061][bookmark: _Toc478143804][bookmark: _Toc417051636]Filing and archiving of medical information-related documents
· Electronic documents
· The hard copies of the documents are kept in filing room the access of which is restricted to the authorised personnel. The room is protected against fire and water damages (smoke detectors, sprinklers, secure cupboards, etc.).
· The paper documents are sent to LABO PHARMA annually (for closed cases).
· The documents are kept for xxx years.
Non définie par la réglementation (Recommandations pour l'archivage de la documentation relative aux produits pharmaceutiques, Conseil National de l'Ordre des Pharmaciens, Février 2008)
[bookmark: _Toc430615062][bookmark: _Toc478143805][bookmark: _Toc430615063]Facilities, equipment, computerised systems and business continuity
[bookmark: _Toc478143806]Facilities and equipment
· The facilities and equipment are adequate and secure.
[bookmark: _Toc417051637]IT security
· The management of the IT systems is described in the procedure xxx "xxx", version xxx, dated date.
· Each collaborator has an individual access to his/her the computing system: individual username and password which has to be changed every xxx days.
· Backups are in place in order to ensure the quality, accuracy, reliability, integrity, availability and completeness of the data: xxx (servers, data centres, etc.).
Management of the computerised system relevant for medical information activities
· The management of the medical information database xxx is described in the procedure xxx "xxx", version xxx, dated date.
· The medical information database was validated.
The validation process was based on the GAMP 5. The validation documentation includes (non-exhaustive list):
a validation plan, including a risk analysis,
a traceability matrix which identifies the tests protocols,
a validation protocol,
a validation report, version xx, dated date and signed by xxx. Xx deviations were identified: xxx.
· There is a list of all the people who have access to the medical information database (new access, deletion of access).
· The other computerised systems are relevant for medical information activities are the following:
Xxx, validated on xxx.
Business continuity
· The 24/7 availability of medical information is ensured through xxx.
· There is a "Business continuity plan and disaster recovery plan" described in "xxx" version xxx, dated date.
· It includes a risk analysis which led to risks with different scores and for each risk (fire, intrusion, loss of data, hacking, viruses, loss of internet and telephone connections, etc.), mitigation measures are established.
· The recovery of activities is also covered by the procedure, and verification means are foreseen to ensure that all of the activities performed during the incident/failure were correctly "recovered".
· The Business continuity plan is regularly tested and the tests are documented: xxx.
Management of medical information enquiries
[bookmark: _Toc464470165][bookmark: _Toc464474869]Definition of "information" (si audit France)
Section à traduire
L'information a été définie dans un document….
L'information n'est pas définie.
Définition de la publicité qui exclut notamment l'information médicale :
"On entend par publicité pour les médicaments à usage humain toute forme d'information, y compris le démarchage, de prospection ou d'incitation qui vise à promouvoir la prescription, la délivrance, la vente ou la consommation de ces médicaments, à l'exception de l'information dispensée, dans le cadre de leurs fonctions, par les pharmaciens gérant une pharmacie à usage intérieur.
Ne sont pas inclus dans le champ de cette définition :
la correspondance, accompagnée le cas échéant de tout document non publicitaire, nécessaire pour répondre à une question précise sur un médicament particulier ;
les informations concrètes et les documents de référence relatifs, par exemple, aux changements d'emballages, aux mises en garde concernant les effets indésirables dans le cadre de la pharmacovigilance, ainsi qu'aux catalogues de ventes et listes de prix s'il n'y figure aucune information sur le médicament ;
les informations relatives à la santé humaine ou à des maladies humaines, pour autant qu'il n'y ait pas de référence même indirecte à un médicament." (Article L. 5122-1 du CSP)
Management of the documents sent by LABO PHARMA
LABO PHARMA sends the following documents to SERVICE PROVIDER:
xxx.
The documents are filed in xxx by xxx.
The previous versions are archived in a separate folder.
Workflow of the medical information
The medical information phone number is the xxx.
The collaborators receiving the calls or information are:
xxx.
Depuis le 1er janvier 2005, les Visiteurs Médicaux, qui font de la "publicité pour les médicaments" conformément à la Charte de la Visite Médicale, ne peuvent pas remettre l'information médicale aux prescripteurs : les documents remis par les Visiteurs Médicaux sont définis dans la Charte de la Visite Médicale, les documents remis par les Visiteurs Médicaux doivent être signés par le Pharmacien Responsable (qui doit en tenir la liste à jour) 
Management of the answer
[bookmark: _Toc464470172][bookmark: _Toc464474876]Documentation of the enquiry and the answer
The medical information enquiries are recorded in xxx, including xxx and the provided answers.
Preparation of the answer
There is a set of validated Questions & Answers.
They are prepared by LABO PHARMA.
If the question is not included in the Q&As, the product information (e.g. SmPC) is used to provide the answer.
If the answer is not included in the product information, xxx. There are rules to provide such answers (mention of studies submitted or accepted for publication, etc.)
The answer is prepared by xxx.
"Each undertaking which manufactures or imports medicinal products should set up a mechanism to ensure that all information supplied about a medicinal product conforms with the approved conditions of use." (Directive 2001/83/EC, whereas 53)
[bookmark: _Toc464470175][bookmark: _Toc464474879]Validation of the answer
Only the answers to questions that are not include in the Q&As are validated.
They are validated by xxx.
"Each undertaking which manufactures or imports medicinal products should set up a mechanism to ensure that all information supplied about a medicinal product conforms with the approved conditions of use." (Directive 2001/83/EC, whereas 53)
[bookmark: _Toc464470176][bookmark: _Toc464474880]Deadline for the provision of the answer
The deadline for an oral answer is xxx.
The deadline for a written answer is xxx.
Identification of pharmacovigilance cases
The pharmacovigilance cases are identified and documented in the medical information tracking table.
The cases are transmitted to xxx and the transmission is documented.
A monthly reconciliation is in place.
Identification of quality complaints
[bookmark: _Toc464470178][bookmark: _Toc464474882]The pharmacovigilance cases are identified and documented in the medical information tracking table.
The cases are transmitted to xxx and the transmission is documented.
A monthly reconciliation is in place.
Management of particular cases and "at-risk areas"
Particular cases are identified: questions from patients, "legal" questions, requests for off-label use, questions/requests from journalists or Competent Authorities, etc.
Rules are developed for those situations.
[bookmark: _Toc417051660][bookmark: _Toc430615106][bookmark: _Toc478143819]Reporting to LABO PHARMA
The list of medical information enquiries is sent on a monthly basis to LABO PHARMA.
2 Curriculum Vitae of the Auditor
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