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Regulation on the protection of natural persons with regard to the processing of personal data and on the free movement of such data
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1. [bookmark: _Toc151452503]Contract between the Data Controller and the Data Processor
☐ Controller only uses processors that provide sufficient guaranties to implement appropriate technical and organisational measures in such a manner that processing will meet the requirements of the Regulation.
☐ This qualification is documented.
☐ Roles and responsibilities between controller and processor are defined in…
☐ Roles and responsibilities between controller and processor are appropriately determined.
☐ Processor engages other processor(s) only with written prior controller's authorization.
☐ A representative in the UE has been appointed (if controller or processor not established in the UE).
☐ This designation is documented in…
[bookmark: _Toc151452505]Data Protection Officer (DPO)
☐ A DPO has been appointed:
☐ This designation is documented in… (organization chart updated?)
☐ There is a job description for the DPO.
☐ The DPO is trained and has legal skills.
☐ This training / competence is documented (CV, training logs…).
☐ The DPO has been declared to the CNIL.
☐ This declaration is documented.
[bookmark: _Toc151452506]Information / subject rights
☐ Controller has implemented appropriate measures to demonstrate that the data subject has consented to processing of his or her personal data.
☐ Controller has implemented appropriate measures to provide information relating to data processing.
☐ Controller has implemented appropriate measures to facilitate the exercise of data subject rights.
☐ Actions taken on a request by the data subject are provided without undue delay (and in any event within one month of receipt of the request). 
☐ These actions are documented as well as the provided information.
☐ These actions are centralized in ... and followed by …
[bookmark: _Toc151452507]Data Protection Impact Assessment
☐ A data protection impact assessment has been performed.
☐ This impact assessment is documented.
☐ This impact assessment is performed prior data processing activities.
This impact assessment includes:
☐ a systematic description of the envisaged processing operations and the purposes of the processing, including the legitimate interest pursued by the controller,
☐ an assessment of the necessity and proportionality of the processing operations in relation to the purposes,
☐ an assessment of the risks to the rights and freedoms of data subjects,
☐ the measures envisaged to address the risks (safeguards, security measures and mechanisms to ensure the protection of personal data and to demonstrate compliance with this Regulation).
☐ Actions issued from the impact assessment are centralized in… / followed by… 
[bookmark: _Toc151452508]Security of processing
☐ Technical and organizational measures for security of processing are implemented.
☐ These measures are described in …
☐ These measures include:
☐ pseudonymisation,
☐ encryption,
☐ the ability to ensure the ongoing confidentiality, integrity, availability and resilience of processing systems and services,
☐ the ability to restore the availability and access to personal data in a timely manner in the event of a physical or technical incident,
☐ a process for regularly testing, assessing and evaluating the effectiveness of technical and organisational measures for ensuring the security of the processing,
☐ data minimising,
☐ data protection policy,
☐ approved codes of conduct,
☐ certification.
[bookmark: _Toc151452509]Transfer of personal data
☐ Transfer of personal data to third countries is performed in a way that ensures the level of protection requested by the Regulation:
☐ Adequacy Decision,
☐ legally binding and enforceable instrument between public authorities or bodies,
☐ Biding Corporate Rules (BCR),
☐ standard data protection clauses adopted by the Commission,
☐ standard data protection clauses adopted by a supervisory authority and approved by the Commission,
☐ approved code of conduct,
☐ approved certification mechanism.
☐ Each data transfer to third countries is documented.
[bookmark: _Toc151452510]Personal data breach
☐ There is a document describing the personal data breach notification process.
☐ Personal data breaches (likely to result in a risk to the rights and freedoms) are notified without undue delay (and not later than 72 hours) to the supervisory authority competent.
☐ Personal data breaches are notified by the processor to the controller without undue delay.
☐ The notifications are documented.
☐ Personal data breaches likely to result in a high risk to the rights and freedoms are communicated to the data subject without undue delay.
☐ The communications are documented.
☐ Actions issued from data breach analysis are centralized in.. / followed by…
[bookmark: _Toc151452511]Data Protection Documentation
☐ There is a "Data Security and Confidentiality" policy, version _, date_
☐ There is a SOP "Personal Data Protection".
☐ There is a record of data processing activities.
☐ The record is maintained by…
☐ The record is updated.
☐ There is a detailed sheet for each data processing (description, impact assessment, protection measures…).
☐ These sheets are maintained by…
☐ These sheets are updated.
☐ Staff is trained to this Regulation.
☐ Data protection system is regularly reviewed.
☐ This review is documented.
[bookmark: _Toc26864461][bookmark: _Toc27455432][bookmark: _Toc27534952][bookmark: _Toc28061668][bookmark: _Toc28062569][bookmark: _Toc28062931][bookmark: _Toc28399544]______
	
Sunnikan Consulting
231 rue La Fontaine
94120 Fontenay-sous-Bois, France
	
+33 (0)1 55 97 13 13
contact@sunnikan.com
www.sunnikan.com
	
Sunnikan Consulting
SAS au capital de 100 000 €
RCS Créteil B 409 032 240 APE 7490B


Sunnikan Consulting / A_GDPR_CL_En.docx / 21 novembre 2023 Page 1/1
Sunnikan Consulting / A_GDPR_CL_En.docx / Page 3/4
image2.wmf

