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Référentiels pris en compte dans la checklist
	Source = ST https://intranet-sc.sunnikan.com/RechBiom/Data_ST_Integrity.htm
GxP data integrity guidance and definitions, MHRA, March 2018 + GCP perspective (blog MHRA Inspectorate)
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[bookmark: _Toc12025214]Opening meeting
[bookmark: _Toc12025215]Rappel des principes généraux
"A sponsor may transfer any or all of the sponsor's trial-related duties and functions to a CRO, but the ultimate responsibility for the quality and integrity of the trial data always resides with the sponsor." (ICH E6(R2) §5.2.1)
"... il ne s'agit pas à proprement parlé d'une nouvelle réglementation mais plutôt d'une "nouvelle approche dans la gestion et le contrôle des données". [...]
Il importe donc de :
· considérer la mise en place de la Data Integrity au sein d'une organisation comme un programme directement sponsorisé par les plus hautes responsabilités de l'entreprise
· organiser les actions pour que les collaborateurs soient des participants actifs à l'intégrité des données
· mettre en place les actions de formation adéquates pour les former sur l'importance et la fragilité des données aussi bien que sur des concepts clés, comme la signature électronique, la traçabilité des opérations sur les données, les revues d'audit trail
· ne pas oublier d'établir des moyens de revue, de contrôle et de correction pour se réadapter." (Article Le lien entre réglementation, système qualité & data integrity, La Vague, avril 2018)
Data integrity:
"... il ne s'agit pas à proprement parlé d'une nouvelle réglementation mais plutôt d'une "nouvelle approche dans la gestion et le contrôle des données". [...]
Il importe donc de :
· considérer la mise en place de la Data Integrity au sein d'une organisation comme un programme directement sponsorisé par les plus hautes responsabilités de l'entreprise
· organiser les actions pour que les collaborateurs soient des participants actifs à l'intégrité des données
· mettre en place les actions de formation adéquates pour les former sur l'importance et la fragilité des données aussi bien que sur des concepts clés, comme la signature électronique, la traçabilité des opérations sur les données, les revues d'audit trail
· ne pas oublier d'établir des moyens de revue, de contrôle et de correction pour se réadapter." (Article Le lien entre réglementation, système qualité & data integrity, La Vague, avril 2018)
quality culture
implementation of Good Documentation Practices (ALCOA principles) all along the data lifecycle
1 manière de garantir la capacité de l'organisation à régénérer un résultat de manière fiable
donnée "4" sur site
donnée "4" tout au long du cycle de vie
donnée "4" dans le rapport statistique/le CSR
"even if every involved system for every involved partner has been validated to commonly agreed standards and processes, including clearly defned risk-based approaches, it may still not be enough to ensure the integrity of data.
The remaining risk results from the fact that the data is not just exchanged between two systems or two parties. Some of the data ﬂows through multiple systems, at multiple partners, as shown in Figure 7.5.
The individual teams responsible for a system are often aware of the immediate partners or systems with which they exchange data; however, most of the time, they are unaware of further handovers or data transfers. Therefore, a change in System A, or the processes applicable to System A, may not have an effect on the directly-interfaced System B; but it may have an effect on System C that is interfaced with System B." (Good Practice Guide: Validation and Compliance of Computerized GCP Systems and Data, Good eClinical Practice, ISPE, December 2017)
"organisations should have an appropriate level of process understanding and technical knowledge of systems used for data collection and recording, including their capabilities, limitations and vulnerabilities" (MHRA GxP data integrity guidance)
[bookmark: _Toc12025216]Avancement actuel de l'étude

[bookmark: _Toc12025217]Personnel impliqué
	Demander staff log(s):
LABO
prestataires



[bookmark: _Toc12025218]Pour le rapport d'audit
Préciser :
les exclusions (ex. données à partir de V7, activités statistiques, archivage)
les limites DI vers fiabilité des données
pour chaque donnée d'intérêt auditée la partie de cycle revue (ex. pour les données médicales : à partir du eCRF jusqu'à analyse statistique > non couvert = données sources et archivage)
accès direct (ou non) aux systèmes informatisés en profil Auditeur
le cas échéant, limitations propres à un audit "remote" > ex. pas d'accès aux originaux des rapports biopsies, des SAE forms
[bookmark: _Toc12025219]Data Integrity (DI) governance for the study (LABO perspective)
[bookmark: _Toc12025220]System level
	To be discussed:
Is a DI policy or data governance policy defined?
Are DI principles known by the staff? Is staff trained to DI principles? (MHRA GxP data integrity guidance: training to DI principles provided to all appropriate staff (including senior management))
> obtain evidence such as training records
> including training records on Good Documentation Practices outlining that GxP records must be initialed and dated
Ex. of training:
ALCOA principles (Good Documentation Practices)
Use of validated CS
Never to disclose ID and/or PW
Paper recording of data using permanent, indelible ink
No use of correction fluid
It is improper to back date or forward date a record
Etc.
How management is involved in the DI approach?
Are responsibilities defined?
> if yes, check Job Descriptions
Is the use of a person's handwritten signature digital image permitted by LABO Pharma ?
Are there any quality documents addressing DI?
"Within the quality management system, the organization should establish the appropriate infrastructure, organizational structure, written policies and procedures, processes and systems to both prevent and detect situations that may impact on data integrity" (Guidance on good data and record management practices, WHO)
Examples of expected SOPs:
IT policies.
System administration (CDS access, roles and privileges)
Data management and storage
Data acquisition and processing
Data review and approval
Data archiving and back-up
Anti-fraud monitoring (e.g. audit trail review, User accounts review)
What kind of measures are already implemented? (e.g. DI risk assessment, ongoing data review, use of validated systems, audit trails, logical security measures, detection of DI failures/incidents…)
· Is there a system in place to detect DI failures? Is this covered by an SOP? 
addressing responsibilities, DI failure impact assessment to the patient, the environment…, implementation of actions and follow-up
root cause analysis
MHRA GxP data integrity guidance: appropriate notification to regulatory authorities should be made where significant DI incidents have been identified
Are quality metrics relevant to DI /data governance defined for the purpose of study DI oversight? (e.g. indicateurs sur les incidents de DI, résultats d'audits DI)

	"La Data Governance correspond à l'ensemble des dispositions qui visent à garantir que les données, quel que soit le format dans lequel elles sont générées, sont enregistrées, traitées, conservées et exploitées de façon à garantir un enregistrement complet, cohérent et exact tout au long de leur cycle de vie." (Article Data Integrity : vers la mise en place d'un data management, La Vague, avril 2018)
"La Data Governance fait partie intégrante du système qualité pharmaceutique et s'appuie sur les 3 piliers que sont le comportement, l'organisation et la technique.
Un comportement aligné sur les principes de Data Integrity implique notamment :
· la compréhension de l'importance du sujet par l'ensemble du personnel concerné (au moyen par exemple d'un code de conduite, ou d'un code d'éthique),
· l'implication du management,
· la remontée et le traitement, correctes des déviations
Les dispositions organisationnelles peuvent être, par exemple :
· une approche fondée sur le risque,
· la mise en place de procédures,
· la formation du personnel,
· la ségrégation des rôles,
· la revue des données et les vérifications de routine,
· les revues périodiques et la surveillance du système.
Les dispositifs techniques concernent, entre autres, les sujets suivants :
· l’utilisation de systèmes informatisés ou automatisés validés,
· l'implémentation d'Audit Trails,
· la sécurisation des supports d'enregistrement,
· le contrôle des accès,
· la mise en place de systèmes de sauvegarde et d'archivage." (Article Data Integrity : vers la mise en place d'un data management, La Vague, avril 2018)



[bookmark: _Toc12025221]Study level (overview)
	To be discussed:
Which specific study documents were created to manage DI at a study level?
Quelles actions ont-été mises en œuvre par LABO ?
ex. vérifier que les SI des sous-traitants sont validés
Selon DMP : participation LABO à UAT eCRF
Fait pour les autres SI ?
Responsibilities for DI
DI failures management
· Any DI failures reported for the trial to date?
How were they managed?
> check related documentation
Au global évaluer si LABO est au courant de toutes les mesures "DI-related" mises en place par ses sous-traitants
Que regarde LABO par rapport à tout cela ? (ex. random review of "QC-related" actions? (au sens large))



[bookmark: _Toc12025222]Identification of study data flows
	To be discussed:
Are study data flows identified? Appropriately documented?
Exhaustivity?
Which were identified as "critical"?
> demander une présentation détaillée des flux d'intérêt pour l'audit
> vérifier si on est d'accord sur le scope de chaque flux tel que préparé dans les documents A_Data_Integrity_Flow_Review
Le cas échéant, discuter :
intérêt de dupliquer les représentations des flux… (complément ou redondance)
niveau de précision des flux décrits



[bookmark: _Toc12025223]DI-related risks considerations for the study
	To be discussed:
· Are DI-related risks identified at the trial level? (i.e. when performing the overall trial risk assessment from an ICH GCP R2 perspective)
· blog MHRA Inspectorate – GCP perspective: risk assessment for DI can be incorporated into the trial risk assessment (no need for a separate document)
Were the following key steps of the risk-based approach appropriately implemented and documented:
identification of critical data/processes (e.g. considering how the data is used to influence the decisions made / data or processes having an impact to decision making and data quality or patient safety) > which decision does the data influence? What is the impact of the data to study results or safety?
identification of risks to critical data/processes (e.g. determining the potential for data to be deleted, amended [altered] or excluded without authorization, and the opportunity for detection of those activities and events)
implementation of mitigation actions (e.g. system validation, staff training, SOPs, guidances, study-specific documents, verifications, periodic controls, security measures…)
Is the risk assessment appropriately documented?
Inclusion of SMEs in the risk assessment process?
· Quelles contributions des prestataires ?
Comment ? (centralization par LABO +++)
Is it communicated to the management? Trial staff?
Is it subject to periodic review?
Is this process covered by an SOP or equivalent?

Où sont stockés les data chez LABO ? secure ?



[bookmark: _Toc12025224]Subcontracting management (from a DI perspective)
	To be discussed:
Are contract/service agreement in place with all subcontractors involved in the study?
> signed on…
Quelles sont les attentes de LABO en termes de DI par rapport à ses sous-traitants ?
Est-ce clairement inscrit dans les contrats ?
· Ex. need for risk-based monitoring of data generated
· Ex. need for providing meta-data at each transfer
Are data ownership, governance and accessibility addressed in these contracts?
> to be checked
> provisions for access and transfer of data records in the event of subcontractor's closure ?
Any specific clause for the reporting of DI failures? (note: pas d'obligation sauf si requis Policy LABO ; il n'y a pas a priori nécessité de traiter les DI failures à part de la gestion des autres issues
At the time of subcontractor's qualification (initial and/or follow-up), was a data governance review performed?
> is this part of the LABO qualification policy?
> audits performed on…
> check evidences for data governance review
Subcontractor's training on DI ?

> à voir également pour les contrats concernant les sous-traitants des sous-traitants

	MHRA GxP data integrity guidance: 
· contract givers should ensure that the data ownership, governance and accessibility are included in any contract/technical agreement with a 3rd party
· the contract giver should also perform a data governance review as part of their vendor assurance program
· for IT suppliers / IT services providers:
· The physical location where the data is held, including the impact of any laws applicable to that geographic location, should be considered.
· The responsibilities of the contract giver and acceptor should be defined in a technical agreement or contract. This should ensure timely access to data (including metadata and audit trails) to the data owner and national competent authorities upon request.
· Contracts with providers should define responsibilities for archiving and continued readability of the data throughout the retention period.
· Business continuity arrangements should be included in the contract, and tested.
· The need for an audit of the service provider should be based upon risk.



[bookmark: _Toc12025225]Conference call with 3rd parties involved
	Use the form A_Data_Integrity_Flow_Review to conduct the interview
To be discussed with each Party:
DI integrity governance system (general and study-specific)
Poser les questions de la section 2
Is a self-inspection program in place that covers DI?
Subcontractor's management (from study and DI perspectives)
Any services delegated by the subcontractor to a 3rd party?
If yes > poser les questions de la section 5
DI at a study level: implementation of DI principles for the study
Communication with LABO regarding DI expectations
for each critical data of interest for the audit:
detailed presentation of the data flow / lifecycle
risks considered (and contribution to LABO risk assessment)
measures in place and associated mitigation actions / control activities, to ensure DI at each step of the data lifecycle
DI incidents/failures during for the study
Any reported to date?
Management process
> request study/system documentation, data export, procedures, etc. depending on the discussion
A minima:
DI policy or equivalent
Staff log et/ou signature log (important pour la signature des données sous format papier)
Contracts/service agreements with 3rd parties ("sous-traitants des sous-traitants")
If any, DI failures/incidents documentation
For each computerized system used:
Validation Report
evidence for audit trail testing (at the time of validation), including assurance that data cannot be deleted by a user once acquired
audit trail periodic review strategy (extent, periodicity) and evidence for the 3 last reviews performed
description of security measures, including backup and restoration system
evidence for the last restoration tests (system settings, study database)
Access control:
List of active users
User privileges
Password policy
Administration audit trail report
business continuity plan / IT disaster recovery plan
+ demander ce qui aura été identifié en // de l'interview dans le formulaire A_Data_Integrity_Flow_Review



[bookmark: _Toc12025226]DI measures for the critical data XXX
1. Compléter le formulaire A_Data_Integrity_Flow_Review, en s'aidant de la grille A_Data_Integrity_Assessment_Grid
2. Contrôler certaines données (ex. début vs fin de flux, données source vs eCRF)
3. Revoir les DI failures éventuelles (détectées par LABO)

_____
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