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To be used for the assessment of each flow step
[bookmark: _GoBack]Compliance with ALCOA plus criteria
	ALCOA plus
	Questions

	Attributable (to the person generating the data)
	Who acquired the data or performed the action?
Staff log?
Signature log?
Audit trail?

	Legible (and permanent)
	Can the data be read and understood?
Periodic check of readability?

	Contemporaneous
	Is the data documented at the time of activity?
Staff trained on this requirement?

	Original (record or certified true copy)
	Is the data recorded from an original observation or certified copy?
Are electronic signatures permanently linked to their respective records?
Does the system prevent deletion of original data?
Is it possible to take screenshots and use snipping tools to manipulate data ?

	Accurate ("précis, exact")
	Is the data complete, consistent and correct?
Use of official/controlled documents to record data?
Use of correct version of the document to record data?
Évaluer également les contrôles mis en œuvre pour garantir cela
Are systems periodically reviewed?
Archived data protected against unauthorized amendment?

	Complete
	All the data is included (complete set)

	Consistent
	Consistent generation of records and time stamps

	Enduring (durable – lasting throughout the data lifecycle)
	Data recorded on worksheet or validated systems

	Available
	Data readily available and directly accessible for review, audit, inspection for the life of the record


Compliance with other DI criteria
Audit trail
	Criteria
	Expectations

	Compliant with regulatory requirements
	MHRA GxP data integrity guidance:
It should be possible to associate all data and changes to data with the persons making those changes, and changes should be dated and time stamped (time and time zone where applicable).
The reason for any change, should also be recorded.
Ensure that accurate audit trail comments are entered
Is data deletion possible and how is it recorded in the audit trail?

	Switch on
	MHRA GxP data integrity guidance:
Audit trails (identified by risk assessment as required) should be switched on.
Users should not be able to amend or switch off the audit trail.
Where a system administrator amends, or switches off the audit trail a record of that action should be retained

	Reviewed
	MHRA GxP data integrity guidance:
Documented audit trail review
Need and extent based on risk assessment performed prior the trial commencing (e.g. in relation to data points associated with critical/complex trial processes)
No need for having a specific SOP covering audit trail review (blog MHRA Inspectorate – GCP perspective)
Review for critical data to detect if they have been altered (WHO)

	In case of no audit trail (e.g. legacy system)
	MHRA GxP data integrity guidance:
An alternative control may be achieved for example defining the process in an SOP, and use of log books.
Alternative controls should be proven to be effective.


Time clocks
	Criteria
	Expectations

	Controlled/synchronized time clocks
	MHRA GxP data integrity guidance:
For recording timed events to ensure reconstruction and traceability, knowing and specifying the time zone where this data is used across multiple sites
Additionnal checks
Users cannot change the system Time/Date
the date/time functionality on all PC’s is locked down and can only be changed by IT personnel with Administration privileges.


Source/raw data
	Criteria
	Expectations

	Controlled source/raw data
	MHRA GxP data integrity guidance:
Access should be appropriately controlled, to prevent recreation of a record
Where it is not practical or feasibly possible to retain the original copy of source data, (e.g. MRI scans, where the source machine is not under the study sponsor's control and the operator can only provide summary statistics) the risks and mitigation should be documented.
Pour biopsies +++:
Where the data obtained requires manual observation to record (for example results of a manual titration, visual interpretation of environmental monitoring plates) the process should be risk assessed and depending on the criticality, justify if a second contemporaneous verification check is required or investigate if the result could be captured by an alternate means.
Sunnikan:
Where source/raw data are located?
Secure storage?
Restricted access? (e.g. access for staff involved in records generation or staff involved in data review)
For paper source data that are submitted to data entry (e.g. biopsy forms):
Worksheet sufficiently indexed to allow traceability?
Reconciliation process in place to ensure that all forms were entered?

How is the data controlled?
What data is locked down? What data can be changed? Is it overwritten?
Can data be deleted? at what point in the data lifecycle? By who?
Who has access to the raw data?
How is the data backep up? Where to and how often? Manually or automatically? Who has access? What is the rationale behind these decisions?


True/certified copies
	Criteria
	Expectations

	True/certified copies
	MHRA GxP data integrity guidance:
A true copy may be stored in a different electronic file format to the original record if required, but must retain the metadata and audit trail required to ensure that the full meaning of the data are kept and its history may be reconstructed.
True copies of original records may be retained in place of the original record (e.g. scan of a paper record), if a documented system is in place to verify and record the integrity of the copy. Organisations should consider any risk associated with the destruction of original records.
It should be possible to create a true copy of electronic data, including relevant metadata, for the purposes of review, backup and archival. Accurate and complete copies for certification of the copy should include the meaning of the data (e.g. date formats, context, layout, electronic signatures and authorisations) and the full GXP audit trail.


CSV
	Criteria
	Expectations

	Validated computerized systems
	MHRA GxP data integrity guidance:
Computerised systems should comply with regulatory requirements and associated guidance.
These should be validated for their intended purpose which requires an understanding of the computerised system’s function within a process.
> Discuter des mesures prises par le client pour s'assurer que les systèmes utilisés pour l'étude sont validés
> Checker a minima Rapports de Validation

	Integration with other systems
	Validated?


Staff
	Criteria
	Expectations

	Staff
	Trained on Good Documentation Practices (including rules for changing paper records: single-line cross out accompanied by initials and date)
Trained to system use
Aware of security rules (password use, session locking, etc.)


Access control
	Criteria
	Expectations

	Access control
	How access to the system is authorized and controlled?
Specific user profiles and passwords required to access the system?
Clear segregation of duties with no overlap of privileges?
Password policy defined?
Password changed on a regular basis?
System sets to auto-lock after a period of inactivity?
MHRA GxP data integrity guidance:
To prevent unauthorized data amendments
For systems generating, amending or storing GXP data, shared logins or generic user access should not be used.
Companies must be able to demonstrate the access levels granted to individual staff members and ensure that historical information regarding user access level is available.
Where the system does not capture this data, then a record must be maintained outside of the system.
Sunnikan:
Are user profiles defined?
Are related access rights appropriate?
Are user accounts periodically reviewed?
Are active accounts legitimate?

	Administrator access
	MHRA GxP data integrity guidance:
System administrator access should be restricted to the minimum number of people possible taking account of the size and nature of the organisation.
The generic system administrator account should not be available for routine use.
Personnel with system administrator access should log in with unique credentials that allow actions in the audit trail(s) to be attributed to a specific individual.
System Administrator rights (permitting activities such as data deletion, database amendment or system configuration changes) should not be assigned to individuals with a direct interest in the data (data generation, data review or approval).

	Rights modification depending on trial status
	MHRA GxP data integrity guidance:
For example, once data management processes are complete, the data is ‘locked’ by removing editing access rights.
This should be able to be demonstrated within the system.


Electronic signatures
	Criteria
	Expectations

	Electronic signatures
	MHRA GxP data integrity guidance:
The use of electronic signatures should be appropriately controlled with consideration given to:
How the signature is attributable to an individual
How the act of ‘signing’ is recorded within the system so that it cannot be altered or manipulated without invalidating the signature or status of the entry.
How the record of the signature will be associated with the entry made and how this can be verified.
The security of the electronic signature i.e. so that it can only be applied by the ‘owner’ of that signature.
It is expected that appropriate validation of the signature process associated with a system is undertaken to demonstrate suitability and that control over signed records is maintained.
Where a paper or pdf copy of an electronically signed document is produced, the metadata associated with an electronic signature should be maintained with the associated document.
An inserted image of a signature or a footnote indicating that the document has been electronically signed (where this has been entered by a means other than the validated electronic signature process) is not adequate.


Data migration
	Criteria
	Expectations

	Data migration
	MHRA GxP data integrity guidance:
Data transfer/migration procedures should include a rationale, and be robustly designed and validated to ensure that data integrity is maintained during the data lifecycle.


Data transfer
	Criteria
	Expectations

	Data transfer
	MHRA GxP data integrity guidance:
Data transfer/migration procedures should include a rationale, and be robustly designed and validated to ensure that data integrity is maintained during the data lifecycle.
Data transfer should be validated.
The data should not be altered during or after it is transferred to the worksheet or other application.
There should be an audit trail for this process.
Appropriate Quality procedures should be followed if the data transfer during the operation has not occurred correctly.


Data review
	Criteria
	Expectations

	Data review
	MHRA GxP data integrity guidance:
The approach to reviewing specific record content, such as critical data and metadata, crossouts (paper records) and audit trails (electronic records) should meet all applicable regulatory requirements and be risk-based.
There should be a procedure that describes the process for review and approval of data.
Data review should also include a risk-based review of relevant metadata, including relevant audit trails records.
Data review should be documented and the record should include a positive statement regarding whether issues were found or not, the date that review was performed and the signature of the reviewer.
A procedure should describe the actions to be taken if data review identifies an error or omission. This procedure should enable data corrections or clarifications to provide visibility of the original record, and traceability of the correction, using ALCOA principles.

	Automated reports
	MHRA GxP data integrity guidance:
Key actions may be incorporated into such reports provided they are validated and locked to prevent changes


Data processing
	Criteria
	Expectations

	Data processing (e.g. statistical analysis)
Autre ex. :
· Saisie des données
· Validation des données (au sens data management)

	MHRA GxP data integrity guidance:
There should be adequate traceability of any user-defined parameters used within data processing activities to the raw data, including attribution to who performed the activity.
Audit trails and retained records should allow reconstruction of all data processing activities regardless of whether the output of that processing is subsequently reported or otherwise used for regulatory or business purposes.
If data processing has been repeated with progressive modification of processing parameters this should be visible to ensure that the processing parameters are not being manipulated to achieve a more desirable result.


Excluding data
	Criteria
	Expectations

	Excluding data (e.g. for defined analysis population)
	MHRA GxP data integrity guidance:
Data may only be excluded where it can be demonstrated through valid scientific justification that the data are not representative of the quantity measured, sampled or acquired.
In all cases, this justification should be documented and considered during data review and reporting.
All data (even if excluded) should be retained with the original data set, and be available for review in a format that allows the validity of the decision to exclude the data to be confirmed.


Data backup
	Criteria
	Expectations

	Backup
	MHRA GxP data integrity guidance:
= "A copy of current (editable) data, metadata and system configuration settings maintained for recovery including disaster recovery"
Backup and recovery processes should be validated and periodically tested.
Each back up should be verified to ensure that it has functioned correctly e.g. by confirming that the data size transferred matches that of the original record.
The backup strategies for the data owners should be documented


Archiving
	Criteria
	Expectations

	Archiving
	Procedure ?
Users should not have access to archive folder(s).
Access restricted to archive folders?
MHRA GxP data integrity guidance:
Data to be retained in appropriate archive
Data must be retained in a dynamic form where this is critical to its integrity or later verification. If the computerised system cannot be maintained e.g., if it is no longer supported, then records should be archived according to a documented archiving strategy prior to decommissioning the computerised system.
It is conceivable for some data generated by electronic means to be retained in an acceptable paper or electronic format, where it can be justified that a static record maintains the integrity of the original data.
However, the data retention process must be shown to include verified copies of all raw data, metadata, relevant audit trail and result files, any variable software/system configuration settings specific to each record, and all data processing runs (including methods and audit trails) necessary for reconstruction of a given raw data set. It would also require a documented means to verify that the printed records were an accurate representation.


DI failures/incidents
	Criteria
	Expectations

	DI failures/incidents
	System in place?
Any reported during the course of the study?
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