[image: Logo_Sunnikan]

[image: Logo_Sunnikan]

Audit Report 
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Version 0.1, dated 

Warning : ISO 20387:2018 pas encore intégrée – seule la NF96-900 est prise en compte

	Audit Type:	Systems audit / vendor qualification / vendor routine audit (détailler les systèmes revus)

	Audit requested by: 	

	Audit performed by:	_, Auditor, Sunnikan Consulting

	Audited Study:
	Main audited systems:	
	
	Audit location: 
	
 	
	Audit dates:	



	
	
	

	
	
	Date

	(Lead) Auditor, Sunnikan
	
	

	
	
	




The auditor(s) wishes/wish to thank all those who participated in the audit.




Table of contents
1	List of abbreviations	3
2	Executive Summary	4
3	Audit Plan	6
3.1	Audit Methodology	6
3.2	Audit attendees	6
3.3	Findings grading	6
4	Audit Report	8
4.1	Relationship between Biobank and LABO PHARMA	8
4.2	Organisation and operational resources	8
4.3	Quality Management System	10
4.4	Regulatory Compliance	14
4.5	Control of Biobank Contracted-out Activities	15
4.6	Equipment and facilities	16
4.7	Operational processes	18
4.8	Security and business continuity	22
5	Version history of the audit report	23
6	Auditor's resume	24



[bookmark: _Toc437355334][bookmark: _Toc526431428][bookmark: _Toc58850477]List of abbreviations

CRB	Centre de Ressources Biologiques
CV	Curriculum Vitae
IT	Information Technology
LIMS	Laboratory Information Management System
SOP	Standard Operating Procedure



[bookmark: _Toc58850478]Executive Summary
Reprendre ce qu'il y a dans le devis pour le contexte (ex. As part of its activities in clinical research, XX laboratories is the sponsor of the clinical trials…) et introduire la delegation de l'audit à Sunnikan

[bookmark: _Toc74458962]The audit took place in LABO Pharma/vendor facilities on … and was performed by... as per the audit agenda previously sent to LABO Pharma/vendor.
The aim of this audit was to assess …

	Overall, it may be noted that … (points positifs)


However, the audit highlighted x findings distributed as follows: x critical findings - x major findings – x minor findings – x comments.

The main findings are the following:







As a conclusion, the overall assessment is:
☐ Satisfactory: no or low risk with no or minimal deviations from applicable legislation, guidelines or LABO Pharma requirements – CRO is considered reliable
☐ Not fully satisfactory: a moderate risk with significant deviations from applicable legislation, guidelines or LABO Pharma requirements – CRO is considered reliable with conditions
☐ Unsatisfactory: a high risk with unacceptable deviations from applicable legislation, guidelines or LABO Pharma requirements – CRO is not considered reliable.

[bookmark: _Hlk505851697]Note: The audit results reflect a non-exhaustive review of activities falling in the scope of the audit, based on the documentation provided to the Auditor and on interviews conducted during the audit.
The improvement suggestions included in this report are only advices. They are not based on a prior assessment of costs / timelines / quality objectives of the CRO. They do not represent by themselves the appropriate actions plan and should be considered within the global context.	Comment by Catherine MERAT: À garder si applicable






[bookmark: _Toc58850479]Audit Plan
[bookmark: _Toc526431431][bookmark: _Toc8995908][bookmark: _Toc58850480]Audit Methodology

	Audit objectives
	

	Audit dates
	

	Audit location
	

	Audit location
	

	Audit team
	NF S96-900:2011 "Qualité des centres de ressources biologiques (CRB) Système de management d'un CRB et qualité des ressources biologiques"
ISO 20387:2018 "Biotechnology - Biobanking - General requirements for biobanking"

	Audit scope
	


[bookmark: _Toc8995909]Interviews, tour of facilities and documentation review were performed during the audit.
[bookmark: _Toc526426674][bookmark: _Toc526431432][bookmark: _Toc58850481]Audit attendees	Comment by Catherine MERAT: Possibilité d'utiliser le bordereau Opening_Closure Meetings Attendees_list  pour que les personnes notent leurs noms et fonctions (pas de signature requise, c'est juste pour avoir l'orthographe exact et ne pas oublier de personnes)
Le bordereau permet aussi de mettre une croix en face des personnes qui sont interviewées (intéressant quand il y a beaucoup de monde)

	
	Opening meeting
	Interview
	Closing meeting 

	
	
	
	

	
	
	
	

	
	
	
	


[bookmark: _Toc526431433][bookmark: _Toc58850482]Findings grading	Comment by Catherine MERAT: À modifier si client impose une autre classification
[bookmark: _Hlk6262801]In this report, the findings are classified as critical, major or minor according to the Procedure for reporting of GCP inspections requested by the Committee for Medicinal Products for Human Use (CHMP), 28 March 2017:

	"APPENDIX 5 – Grading of inspection findings
Critical
Conditions, practices or processes that adversely affect the rights, safety or well-being of the subjects and/or the quality and integrity of data.
Critical observations are considered totally unacceptable. 
Possible consequences: rejection of data and/or legal action required 
Remark: Observations classified as critical may include a pattern of deviations classified as major, bad quality of the data and/or absence of source documents. Manipulation and intentional misrepresentation of data belong to this group.
Major
Conditions, practices or processes that might adversely affect the rights, safety or well-being of the subjects and/or the quality and integrity of data.
Major observations are serious deficiencies and are direct violations of GCP principles.
Possible consequences: data may be rejected and/or legal action required
Remark: Observations classified as major, may include a pattern of deviations and/or numerous minor observations.
Minor
Conditions, practices or processes that would not be expected to adversely affect the rights, safety or well-being of the subjects and/or the quality and integrity of data.
Possible consequences: Observations classified as minor, indicate the need for improvement of conditions, practises and processes.
Remark: Many minor observations might indicate a bad quality and the sum might be equal to a major finding with its consequences.
Comments
The observations might lead to suggestions on how to improve quality or reduce the potential for a deviation to occur in the future."






[bookmark: _Toc58850483]Audit Report
	Finding n° Grade

	Blablabla

Main audit standards

	Suggestions	Comment by Catherine MERAT: À supprimer si pas prévu au devis

	



[bookmark: _Toc58850484]Relationship between Biobank and LABO PHARMA	Comment by Frédérique ALBOUY-NAVARRO: Nouveau chapitre à discuter
☐ The Biobank is working for LABO Pharma since… / has never experienced working for LABO Pharma.
☐ The Biobank was audited on behalf of LABO Pharma in …. / has never been audited previously.
☐ The Services provided are…
☐ Since the last audit / Since the start of the project, there was a major change (acquisition/ merge…) with impact on staff, location, procedures, …
 Pour les audits en cours de prestations : 
· lister les taches déléguées à la CRO 
· vérifier qu'il y a une documentation écrite et détaillée de cette délégation
[bookmark: _Toc58850485]Organisation and operational resources
Biobank organisational structure
☐ The Biobank was set up in… and is located in…
☐ Its main activities are…
☐ The "business volume" is …
☐ The number of persons working for Vendor / in the department is…
☐ The staff turnover rate is (past three years)

☐ The Biobank organisation is described in an organisational chart dated … and approved by the management (signature en dur, e-signature, autre ?)
☐ The organisational chart is consistent with information shared during the interviews, and with HR documentation reviewed during the audit.
[bookmark: _Toc526431437]Job Descriptions
☐ Roles and responsibilities of each function are addressed in a Job Description.
☐ Job descriptions are completed by a responsibility matrix (RASCI).	Comment by Catherine MERAT: RASCI Responsibility Matrix, sometimes also just RASCI Matrix. It is one of the methods used to assign and display responsibilities of individuals or jobs in a task (project, service or process) in the organization. RASCI (sometimes RASIC) is an acronym from the initial letters of words:
R - Responsible - who is responsible for carrying out the entrusted task? 
A - Accountable (also Approver) - who is responsible for the whole task and who is responsible for what has been done?
S - Support - who provides support during the implementation of the activity / process / service?
C - Consulted - who can provide valuable advice or consultation for the task?
I - Informed - who should be informed about the task progress or the decisions in the task?
Décrire le système : Job descriptions génériques avec version et date, ou Job description sur mesure pour chaque nouvel employé
☐ Each employee endorses his/her responsibilities by signing the Job Description / ou autre moyen
☐ After a revision of a Job Description, employees receive the new version and sign it / ou autre moyen
☐ The superseded job descriptions are kept by… to have a proper history for each employee.
☐ Job Descriptions reviewed during the audit were consistent with the organizational chart and were dated and signed by the employee.
☐ There is a function ""correspondant Hygiène et Sécurité" (CRB – REF NF 7.2.1 d) detailing the responsibilities of :
☐ informing the staff about hygiene and safety legal and regulatory environment 
☐ informing the Executive staff about their implementation
☐ There is a staff registry with their function start date and end date.
Qualification and trainings 
☐ There are recent, dated and signed CVs for the whole staff reviewed during the audit.
☐ The skills are consistent with the Job Descriptions requirements.
☐ A procedure " " addresses staff training and describes the appropriate training process steps for induction training of a new employee, as well as for continuous training:
· ☐ assessment of the training needs (how)
· ☐ training planning
· ☐ training sessions performance
· ☐ training documentation 
· ☐ assessment of the training efficacy. ☐ Training sessions efficacy is assessed using…

☐ There is a periodic (e.g. annual) Training Plan. 
· Noter quels plans ont été vus.

☐ Trainings are done on:
· ☐ SOPs
· ☐ regulatory requirements (a minima ceux de l'agenda)
· ☐ operational tools (LIMS...)
· ☐ others, specific requirements: 

☐ For each employee, training is documented in the personnel file / in a database / in the CV.
☐ Training documentation (agenda, attendance list, training materials…) is also filed and maintained by …

The personal records were checked for the following persons:
☐ Staff whose training records were reviewed is appropriately trained.

	Name
Position
	Job Description
	CV
	Training and Qualification

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



[bookmark: _Toc526431440]Staff empowerment (habilitation)	Comment by Catherine MERAT: Obligation selon GCLP
☐ For the following functions…, staff empowerment is required:
…

☐ Staff is empowered as per the following process…
☐ For the staff whose training records were reviewed, empowerment 
☐ is adequately documented 
☐ was performed before the start of the corresponding activities
Staff continuity
☐ There is enough staff for continuity, e.g. during holidays.
☐ Backup functions are systematically identified.
☐ A handover process exists for each key function (i.e. Project Manager, Laboratory manager, …) and is as follows…
[bookmark: _Toc58850486]Quality Management System
[bookmark: _Toc526431443]Management Involvement
☐ The Management is involved in the Quality Management System.
☐ There is internal communication on quality.
Quality Policy
☐ The Quality Management System is based on the " " standard. (Norme NF 96900 ? ISO 20387:2018 ? ISO 9001:2015 ?)
☐ The Biobank is certified for the "NF 96900" standard since…., last certification audit was conducted on …..
☐ The Biobank foresees a ISO 20387:2018 certification in the near future / in…
☐ The Contract Research Organization is certified for the "_" standard.
☐ A quality policy is defined in the "_" document and communicated and explained to the staff.

[bookmark: _Toc526431445]Quality objectives
☐ Quality objectives and quality indicators are defined according to the Quality Policy.
☐ The client's satisfaction is measured by…
[bookmark: _Toc526431446]Management reviews
☐ The Quality Management System includes management reviews.
☐ Management reviews are performed every …, and documented according to the "_" procedure.
☐ Follow-up of actions is performed

[bookmark: _Toc526431447]Quality Manager
☐ A Quality Manager: _, manages (☐ part time/ ☐ full time) the Quality System.
☐ Quality management is assumed by the Head _.
☐ The Quality Manager position is described by the "_" Job Description.

[bookmark: _Toc526431450]Documentation of the QMS
☐ There is a Quality Manual describing the operational processes and other processes (Quality Management, Quality Control, Continuous improvement) as well as out-sources processes. 
Lorsqu'un CRB choisit d'externaliser un processus, il doit en assurer la maitrise (NF 4.1)
☐ The "_" document may be considered as a Quality Manual

The documentation of the QMS is organized as follows:
· ☐ Quality Manual
☐ The "_" document may be considered as a Quality Manual
· ☐ Policies
· ☐ Operating Standard Procedures (SOP)
· [bookmark: _Toc418874621]☐ Work Instructions
· ☐ Forms, templates
☐ There is a set of Standard Operating Procedures. A list of the applicable procedures is available, dated _.
☐ The lifecycle of the procedures is adequate.
☐ Operational procedures are adequately written, identified, approved, and distributed.
☐ Main processes are covered by operational procedures. 
☐ Procedures are consistent with the applicable regulations.
☐ Procedures are appropriately updated.
☐ Training related to procedures is described in the "_" procedure.
☐ Staff is trained on the new procedures and the new versions of procedures.
☐ Specific procedures are written for projects. They are managed (approval, update, distribution…) according to the "_" document.
☐ There is a procedure on documentation management.
Continuous Improvement System
☐ An impact analysis on the QMS is performed for any change in the Biobank processes  (NF 5.4)
Quality controls
☐ Quality controls are performed by _ on 
☐ Quality controls are documented.
☐ There are quality metrics.
Audits
☐ There is a procedure on "Audits".
☐ Auditors are independent.
· ☐ Auditors are adequately trained.
· ☐ System audits are planned.
· ☐ There is an Audit Plan.
☐ The Biobank was audited by other clients:
☐ Major findings were related to:
☐ Audits are performed (internal or study or sub-contractors) according to an annual program.
Complaints and Non-compliance Management
☐ Non-compliance or feedback information are collected, identified and analysed (system).
· ☐ NC related to the QMS
· ☐ NC related to operational processes (samples) 
☐ There is a system to manage Client complaints (NF 5.6.2)
☐ There is a system to escalate Non-compliance identified by the Biobank to the Client (NF 5.6.2)
☐ There is a process to assess Client satisfaction
☐ Non-compliance identified by the Biobank are reported to the Client as follows:
· ☐ all non-compliance / only critical and major non-compliance
· ☐ only if there is an impact on the clinical trial (if impact on the Vendor's systems, no Sponsor reporting)
· ☐ through the following process:
· ☐ within the following deadlines: 
☐ The process proposed by the Biobank allows the Sponsor to take adequate measures (root cause analysis, corrective and preventive actions).
E6R2
5.20. Noncompliance
5.20.1.
Noncompliance with the protocol, SOPs, GCP, and/or applicable regulatory requirement(s) by an investigator/institution, or by member(s) of the sponsor's staff should lead to prompt action by the sponsor to secure compliance.
ADDENDUM
If noncompliance that significantly affects or has the potential to significantly affect human subject protection or reliability of trial results is discovered, the sponsor should perform a root cause analysis and implement appropriate corrective and preventive actions.

Action plans
☐ Actions are taken and followed after the audit or non-conformities.
☐ Action plans include corrections and corrective and preventive actions for all findings and non-conformities / for critical and major findings and non-conformities. It does not include minor findings and non-conformities.
☐ Management of CAPAs includes:
☐ actions proposal by functions …
☐ validation of proposed actions by functions 
☐ follow-up of the actions plan by function to ensure the respect of deadlines and the realization of planned actions
☐ documented evidences of the actions are systematically requested and attached to the actions plan
· ☐ the closing of the actions plan takes place when all the actions are closed / when all critical and major actions are closed.
[bookmark: _Toc526431449]Risk assessment (NF 96-900 § 7.3.1)
À basculer en gestion de projet si besoin
☐ Risk management is taken into account in the Quality Management System.
☐ Risk management also takes into account the following:
· ☐ ICH Q9
· ☐ identification of a "Risk Manager"
· ☐ identification of critical process and data 
· ☐ identification of main risks in connection with critical process and data (including probability of occurrence, seriousness and detectability)
· ☐ Periodic risk review
· ☐ risk acceptance criteria (acceptance threshold)
· ☐ risk acceptance decision 
· ☐ brief description of the risk mitigation measures
· ☐ risks are identified on a continuous basis for risk-bearing activities throughout delegated activities
☐ There are risk management tools (paper based or built with the use of information technology) and the tools allow detection, identification, prediction, tracking, analysis with the generation of metrics. 
☐ Risk management is appropriately documented and integrated within existing quality systems.
☐ The Vendor cooperates with the Sponsor in the risk management process as follows:
· 
[bookmark: _Toc58850487]Regulatory Compliance
Regulatory intelligence system
How is the CRO aware of the local regulations?
☐ The applicable requirements and recommendations for the process are documented, known / spread.
☐ A regulatory intelligence system exists which guarantees the update of the regulatory documentation and an impact analysis on QMS and on ongoing studies/projects.
☐ Impact analyses on QMS are performed and documented.

[bookmark: _Toc432584668][bookmark: _Toc526431459]Personal Data Protection
☐ The Biobank is Data Controller (Responsable du traitement) for the following processing: 

☐ For its Clients' data, the Biobank is (Data Processor…)
Outside clinical trials specifications
☐ The Biobank has appointed a Data Protection Officer (DPO) : name
☐ The DPO has been communicated to the Supervisory Authority 
☐ DPO is mentioned in the organizational chart.
☐ DPO's job description clearly identifies its missions and responsibilities.
☐ DPO is appropriately trained.
☐ DPO has no conflict of interest with any other task fulfilled within the company.
☐ The Biobank maintains a record of processing activities, Article 30 of the GDPR ("Registre des activités de traitement").
☐ The Biobank has Procedures for Personal Data Protection management covering the following:
☐ Security and confidentiality policy 
☐ Description of organizational and technical measures implemented to ensure data confidentiality and security
☐ Data Protection activities:
☐ involvement of the DPO (roles and responsibilities, review of the PIA, contact person for patients, healthcare professionals and authorities…)
☐ regulatory framework and associated regulatory steps
☐ collaboration with subcontractors involved in data processing
☐ Privacy Impact assessment
☐ patients and health care professional's rights and process for managing requests from these stakeholders
☐ management of breaches (information of the authorities and of concerned persons, and implementation of an action plan with relevant stakeholders)
☐ periodic review of the data protection system

  Data transfers outside Europe: Yes / No
If yes:
	Countries
	Adequate level of data protection according to the EU?

	XXX
	☐ Yes
☐ No:
· ☐ BCR
· ☐ Standard Contractual Clauses signed with XXX on XXX


☐ Management of Data Protection Breaches
☐ Defined in a SOP or equivalent document?
☐ Has any breach occurred during the trial?
☐ major impact on persons concerned
☐ Have the concerned Supervisory Authorities been informed?
☐ Have the concerned persons been informed?
☐ What were the measures taken?

[bookmark: _Toc58850488]Control of Biobank Contracted-out Activities
Voir si besoin les achats de fournitures si conforme à norme P650 : 
- UN2814 matière infectieuse pour l’homme
- UN2900 matière infectieuse pour les animaux uniquement 
- UN3373 matière biologique, Catégorie B
☐ There is a procedure addressing Subcontractors management:
· ☐ process for selection / qualification of subcontractors with different levels depending on the subcontractor's criticality
· ☐ process for qualification's maintaining
· ☐ process for supervision of subcontracted activities (GCP §5.2.2; NF 4.1 f)
· ☐ process in case of non-conformity regarding a subcontractor.
☐ There is a list of qualified subcontractors.
☐ Main subcontractors:
<Activity> delegated to…
<Activity> delegated to…

☐ Vendors selection process is as follows:

☐ Documented evidences of the selection and the control processes are available.
☐ Vendors a supervised after their qualification using the following means / tools.
☐ There is a process to manage subcontractors related non-conformities.

Pour un projet déjà débuté :
☐  Subcontractors have been assessed prior the beginning of the subcontracted activity (e.g.: CRO qualification audits).
· ☐ documented evidences of the selection and the control processes are available
· ☐ these evidences are consistent with the audit procedures and the audit program.
☐ Confidentiality agreements have been signed with the subcontractors prior communication of information.
☐ A list of requirements and a contract are present for all the subcontractors (verifier s'il y a eu une mise à jour/addendum avec RGPD). 
☐ The distribution of tasks and responsibilities is documented (contract or equivalent).
☐ The contracts have been signed before the start for any out-sourced activity.
[bookmark: _Toc58850489]Equipment and facilities
Biobank facilities
☐ There are dedicated facilities for samples reception:
☐ for which environmental conditions are controlled (temperature and humidity) using (system?, air extractor, draining lab bench (for carbon ice)?	Comment by Catherine MERAT: Exemples de ce qui peut se faire
Pas d'obligation
☐ if relevant, based on facilities organisation, a close-by -80°C freezer to manage samples reception without cold chain breakage
☐ Computers with software for samples management, temperature and humidity control, linked to the bar-code reading system
☐ bar-code scanners for 1D (bar-code) or 2D (data-matrix). 
☐ There are dedicated facilities for samples storage:
☐ for which environmental conditions are controlled (temperature and humidity) using (system?, air extractor)
After receipt and recording, cryoboxes are stored in dedicated freezers, for long-term storage, based on the location assigned by the LIMS system
Storage slots are managed by the LIMS system (occupied slots, emptied slots following shipment or destruction, partially field cryoboxes).
☐ There are dedicated facilities for samples preparation (before shipment or destruction):
☐ with a -80°C freezer / cold room dedicated to samples being prepared (quarantine-extraction) before shipment
☐ with a -80°C freezer / cold room dedicated to samples being prepared (quarantine-destruction) before destruction.
☐ There are dedicated facilities for material storage: cryoboxes, cryotubes, shipment material, labels, others 

☐ There facilities are identified and access controlled using […..] with individually/group defined permissions. (NF 7.3.2)

☐ Flows are identified (staff, samples, consumables/material, waste, pollens). (NF 7.3.2)

Environmental control (facilities, cold-rooms / freezers):
☐ checks frequency: 
☐ temperature probes (system, subcontractor, contract, which temperatures – 80°C et – 150°C, -20°C, +5°C, ambient)
☐ humidity probes (system, subcontractor, contract, which facilities)
Equipment
Freezers/cold-rooms :
☐ Characteristics, number (how many), location, identification:
☐ Alarm system: local (visual, ringing), remote (24/7?), 
☐ freezers real-time temperature monitoring
☐ With reporting (recording frequency)
☐ Maintenance:

Centrifuges:
☐ Characteristics, number (how many), location, identification:
☐ Maintenance:

Others:
☐ Characteristics, number (how many), location, identification:
☐ Remote monitoring systems (24/7 tele surveilliance)? 
☐ facilities real-time temperature and humidity monitoring 
☐ With reporting (recording frequency)
☐ Maintenance:
Consumables
☐ Consumables managements is under the resonsibility of "function" and traceability is performed through the software "…" 
☐ Checks of expiry dates 
Computerised Systems Validation
☐ The main Computerised systems used at the Biobank are: 
LIMS: name, version
Temperature monitoring:  name, version

☐ Based on the documentation presented / reviewed, the auditees considers the following systems as (adequately) validated

☐ However, the xxx system is not….
[bookmark: _Toc58850490]Operational processes
Interactions with sampling laboratories 

 La Biobanque participe aux actions de formation des laboratoires de prélèvement :
· 

Biological samples receipt
Transport : 
☐ The transport is arranged by____________.
☐ Samples receipt is performed by            .
☐ Upon samples receipt:
☐ Controls are performed regarding
Transport conditions
visual aspect (including labelling and labels readbility)
provider name
☐ check are documented (checklist?)
☐ Non-conformities are managed and the Laboratory / the Client is informed
☐ Corrective Actions / Corrections are implemented

Receipt: 
☐  Receipt is performed by function.
☐ Receipt is performed in a dedicated area (identified and suitable), 
☐ compliant with biosecurity rules (ref / norm: )

☐  Upon receipt :
☐ quality controls are based on acceptance criteria
☐ samples integrity (including labelling and labels readability)
De-identification
☐ controls are performed at the latest within xx minutes/hours following receipt
☐ controls are documented (form? LIMS?) and documentation is made available for function. 

Recording : 
☐  There is a procedure "  " for recording in the LIMS.
☐  Recording in the LIMS is  performed at the latest within xx minutes/hours following receipt.
☐  Cross verification of supplier identification (sample bar-code) and Biobank identifier is performed
☐  In case of non-conformity, the concerned samples are quarantined physically and  in the LIMS.
☐  The quarantine area is clearly identified, well defined, suitable and compliant with biosecurity rules (ref / norm: ).
☐  There is a procedure addressing the above mentioned.(NF 10.1)
Samples preparation 
☐  Samples preparation is performed according to Clients' protocol. 
☐  Preparation is performed function at the latest within xx minutes / hours following receipt.
☐  After treatment, a quality control is performed by function. This control is documented (in form, LIMS…).
☐  There is a procedure addressing the above mentioned. (NF 10.2)
Storage and preservation 
☐  The Biobank has recommendations regarding samples preservation:
☐  storage conditions
☐  storage location
☐  storage optimal duration
☐  Samples are stored according to:
 Clients' requirements 
and Biobank recommandations.
☐  There is a "double backup" procedure.
☐  This procedure identifies the concerned samples as well as the method. 
☐  During Samples retention duration, the following controls are performed: 
☐  checks of the identification device integrity (labels…)
☐  checks of samples integrity (frequency, sampling method…) 
☐  checks of consistency between physical location and LIMS information.
☐  There is a procedure addressing the above mentioned. (NF 10.3)

Biological Samples provision / transfer 	Comment by Catherine MERAT: mise à disposition : plutôt utilisé si pas de vente
cession: plutôt utilisé si vente
dans le cas d'un labo qui fait héberger ses collections part la biobanque, c'est une mise à dispo ou un transfert de RB au propriétaire
☐  Provision principles/criteria are the following: 
☐  minimum time-period between request and provision
☐  contractual document to complete
☐   …
☐ The Biobanks take all the necessary measures to ensure that the provision / transfer activities comply with legal and regulatory requirements (NF 4.2.1) 
☐   At each provision / transfer a contractual document (work order…) is signed between the Biobank and the other party.
☐   This document details…. 
· ☐   identification of the requester
· ☐   Identification of the project (as applicable)
· ☐   nature, quantity of samples
· ☐   quality controls results
· ☐   handling instructions
· ☐   instructions for use 
· ☐   authorisation of prohibition for further transfer of biological samples (to a third party)
· ☐   costs (if applicable)
· ☐   legal and regulatory requirement regarding intellectual property (if applicable)
· ☐   …
☐   Preparation is perfomed by function in a clearly identified, well defined, suitable area compliant with biosecurity rules (ref / norm: ).
☐   Before each provision, a QC is performed by function who was not the one who collected the samples from storage area.
☐   Controls covers the following points and is documented:
☐    samples identification compared with LIMS data
☐   samples integrity.
☐   In case of transfer to a third party for the purpose of scientific researches , all the samples are irreversibly de-identified. No more link can be established between the patient and the sample.
☐   Samples are prepares and stored in dedicated freezers, in the storage area.
☐   Each  shipment is comes with documentation detailing the potential biosafety and biosecurity risks.
☐   the following norms are applied for shipments (P650 for layer packaging ? ISO 15189 ?)
☐   Each provision is documented in the LIMS.
☐  There is a procedure addressing the above mentioned. (NF 10.4)
Biological samples data management
NF 10.5.1
☐  A minimum data set is systematically associated to each sample, according to the Biobank standard: 
Data
Data

☐  The Biobank can add data as requested by Clients 
☐  The data are recorded in the LIMS/ other tool.  
☐  if another tool, how does it interact with the LIMS?
☐  Access to the data is under the responsibility of  function who manage users access rights.
☐  The samples owner has access to these data during the (whole / part of) the retention duration.
☐  Data retention conditions are defined in XXX . (NF 10.5.3)
☐  Data can be updated. 
☐  The data are controlled  and their integrity is periodically verified:  
☐ via the audit trail review (frequency? By whom)
☐  during periodic and random samples collections verifications
☐  before samples provision / transfer
☐   other ?
☐  Controls are documented .

☐  A library of samples collections is maintained (NF 10.5.1)
☐  The tool(s) used by the Biobank allow transfer of de-identified and encrypted data.
Biological samples and associated data destruction
☐  Destruction of biological samples collections and data is adressed in Procedure "   ".
☐  The process requires the prior agreement of the samples owner
☐  This agreement is documented through / by….
☐  This procedure allows the destruction of samples without prior agreement of the owner (at any moment from receipt) in case of any risk for the Biobank staff (leakage, etc.).
☐  Samples for destruction are prepared function, and stored in a dedicated freezer located in the destruction area.
☐  Destructions are recorded in the LIMS. 
☐  A destruction certificate is established and provided to the owner/lab (other?) within____days.
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☐ There are procedures on security
☐ The procedures cover the following topics:
☐ physical security
☐ logical security
☐ security incidents management
☐ backup and recovery
☐ archiving
☐ activity continuity.
Physical security
☐ The facilities are adequate, well organised, and allow confidentiality.
☐ Access to the buildings is under control and secured with:
· ☐ access restriction using a digicode, a badge … and staff leaving the company cannot access the facilities
· ☐ environmental risks management
☐ fire extinguishers
☐ smoke and intrusion detectors
☐ central alarm connected to a telesurveillance company (on-site intervention if required)
☐ The server room is secured with:
· ☐ access restriction
· ☐ air conditioning system and temperature control
· ☐ UPS
· ☐ smoke detectors and fire extinguishers
· ☐ no water pipes

☐ Servers are/are not hosted on hardware located in the Biobank facilities.
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☐ Database hosting: For which data?
☐ Service Level Agreement / hosting agreement in place
☐ Database hosting specificities (security, backup…) are appropriate.
☐  Vérifier si datacenter n'est pas hors EU (par rapport à MR-001)

☐ Relevant logical security measures are implemented, including:
☐  users cannot administrate their PC
☐ password protection with defined rules to change it regularly
☐  automatic standby
☐  firewall
☐  antivirus
☐  user access management
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☐ Data backup system for the company / in the data center:
à décrire
☐  Backup strategy is based on a risk analysis, documented in … and periodically reviewed.
☐  Backup covers:
☐  business data (administratives , contractuelles…)
☐ process data (i.e. des activités gérées par la société)
☐ audit trail
☐ connections log
☐ other (préciser)
☐ Backups are done on [media] as follows:
☐ Daily (incremental or full)
☐ Weekly (incremental or full)
☐ Monthly (incremental or full)
☐  In case of use of a data center, what is provided to the company to ensure that the backups are efficient?
☐ Data restoration exercises
☐ Test protocol and scenarii are defined 
☐ Tests are done as expected (dernier test à voir)
☐ Backup frequency, storage conditions and execution and documentation of backup and restoration periodic tests allow to guarantee a suitable level of reliability of the implemented process.

☐ IT Recovery Plan :
☐ Recovery Time Objective (RTO) is:
☐ Recovery Point Objective (RPO) is: 
☐ Tests ?

En conclusion : pouvoir répondre à la question :
- en combien de temps peuvent-ils reprendre l'activité ?
- combien de données/heures peuvent être perdues ?
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