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[bookmark: _Toc496210950]Objective
The aim of this procedure is to define the activities related to the protection of personal data during clinical researches sponsored by LABO in France.
The aim of this procedure is to define the activities related to the protection of personal data during interventional clinical trials sponsored by LABO in France.
[bookmark: _Toc496210951]Scope of application
This procedure applies to all interventional clinical trials sponsored by LABO in France, requiring processing of personal data whatever the clinical trial falls or not within the scope of the MR-001 Benchmark Methodology.
This procedure applies to all the clinical researches sponsored by LABO in France, requiring processing of personal data, including:
researches involving human subjects (whatever the regulatory frame: MR-001, MR-003, or not),researches on historical data.
[bookmark: _Toc496210952]Responsibilities
The Clinical Project Manager is responsible for guaranteeing the regulatory compliance of the personal data processing of the clinical trials he/she is responsible for by:
ensuring compliance of the research with the MR-001 Benchmark Methodology in relationship with the research documents (Research Protocol, Case Report Form…),
maintaining this compliance in case of change in data processing during the course of the clinical trial,
ensuring compliance of contracted-out clinical activities.
The Medical Director:
signed the Compliance Statements to MR-001 and MR-003 Benchmark Methodology,,
guarantees in fine the compliance of clinical activities to applicable regulatory requirements.
Le Manager Qualité est responsable de :
mettre en place un système permettant de garantir la protection des données à caractère personnel des personnes participant aux recherches,
déterminer si la recherche entre dans le champ d'application de la " Méthodologie de référence pour les traitements de données personnelles opérés dans le cadre des recherches biomédicales",
s'assurer du maintien de la liste des recherches menées dans le cadre des Méthodologies de Référence.
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Personal Data Confidentiality and Security
Process Overview
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1 Personal Data Protection Global System
2 Job Descriptions (Personal Data Protection Responsibilities)
When relevant, the Job Descriptions include a responsibility related to personal data protection.
/The following Job Descriptions include a responsibility related to personal data protection:
· Medical Director / Head of Clinical Development,,
· Clinical Quality Manager,
· Clinical Project Leader,
· Legal Department Representative,
· "Correspondant Informatique et Libertés",
· CRA,
· Auditor.
Unless otherwise specified at the level of a given clinical trial, XXX is the "Research Scientific Responsible Person", responsible for the "security of information and data processing, as well as for the purpose of data processing" (MR-001 Benchmark Methodology).
3 Personal Data Protection and Security Procedures
The Clinical Quality Manager maintains the list of the main SOPs related to the protection of personal data, such as:
· clinical research SOPs:
· "Sélection des Prestataires en Recherche Clinique",
· "Control of contracted-out clinical activities",
· "Archiving clinical research documentation",
· Information Technology SOPs:
· "Global Security",
· "Premices and hardware Security",
· "Data Backup and Recovery",
· "Data Archiving".
4 Personal Data Security and Confidentiality Policy during Clinical Research
The Head of Clinical Development signed a "Personal Data Security and Confidentiality Policy during Clinical Research", including:
· a global data flow template, describing the main data processing steps, from data collection to data archiving or destruction: 
· the partners of a clinical trial,
· the categories of data processed,
· the data location,
· the data flows,
· a global Risk Analysis including:
· the review of potential violations of treatment data: 
· illegal access to data,
· unwanted modification of data,
· data loss,
· the review of the risks making possible the violations of data,
· risk assessment, 
· potential impacts on the privacy of data subjects,
· seriousness (consequences),
· likelihood (probability of occurrence),
· a list of the main procedures for protecting and securing data, including: 
· measurements on processing data (e.g. encryption, anonymization, security of paper processing, etc.),
· organizational measures (e.g. security policy, risk and incident management, personnel management, relations with third parties…).
5 MR-001 and MR-003 Compliance Statements
The Compliance Statement to the MR-001 Benchmark Methodology has been signed as follows:
· MR-001, version dated 05 January 2006, by _, sent to the CNIL on _,
· MR-001, version dated 21 July 2016, by _, sent to the CNIL on _.
[As the MR-001 Compliance Statement has been signed according to the version of 05 January 2006, XXX signed a document attesting the conformity of the system set up with the version of 21 July 2016.]
XXX maintains the global documentation related to compliance with MR-001, including:
· signed Compliance Statement to MR-001 Benchmark Methodology,
· acknowledgements of receipt by the CNIL,
· approved versions of the "Personal Data Security and Confidentiality Policy during Clinical Trials".
6 List of the Clinical Trials mentioning the Applicable Regulatory Framework
The Medical Director ensures that the Clinical Project Managers update the "List of the clinical trials, mentioning the applicable regulatory framework":
· MR-001 Benchmark Methodology (incl. version),
· MR-003 Benchmark Methodology (incl. version),
· other framework (e.g. authorization by CNIL).
7 Exercise of Access and Rectification Rights by Patients
During the course of a clinical trial, patients exercise their access and rectification rights directly to the Investigator, who:
· responds to them,
· when relevant, updates data in the patient's case report form.
8 Exercise of Access and Rectification Rights by Healthcare Professionals
During the course of a clinical trial, Healthcare Professionals exercise their rights to XXX, as mentioned in the contractual documents. [check contracts with Investigators]
XXX:
· acknowledges receipt of the request,
· records the request on the "List of Healthcare Professional's Requests for Exercise of their Personal Data Access and Rectification Rights",
· if appropriate, requests the Clinical Project Manager to update the Healthcare Professional's data,
· answers to the Health Professional within 2 months,
· systematically informs the Legal Department representative,
· files the request and the answer.
9 Patient's Consent Withdrawal
In accordance with French regulation: "In the event that the person who has consented to a research has withdrawn his / her consent, this withdrawal does not affect the activities carried out and the use of the data obtained on the basis of informed consent expressed before it has been withdrawn." (Article L. 1122-1-1 of the Public Health Code).
According to the Clinical Trials Regulation EU No 536/2014 [not applicable to date]: "3.Any subject (...) may, without any resulting detriment and without having to provide any justification, withdraw from the clinical trial at any time by revoking his or her informed consent. Without prejudice to Directive 95/46/EC, the withdrawal of the informed consent shall not affect the activities already carried out and the use of data obtained based on informed consent before its withdrawal."
10 Quality Control / Audit
The Clinical Quality Manager includes data protection-related aspects in quality controls and audits:
· at the quality management system-level,
· at the clinical trial-level.
11 Review of the Personal Data Protection Global System
On a regular basis (e.g. every year), the Quality Assurance Manager and the Head of Development organise a review of the personal data protection system.
Members of this review meeting are:
· CEO,
· Medical Director,
· Legal Department representative,
· Clinical Quality Manager.
During this meeting, are reviewed:
· the main following documents:
· responsibilities related to data protection,
· the "Personal Data Security and Confidentiality Policy during Clinical Trials",
· the adequacy of the SOPs and other elements of the personal data protection system.
At the end of the review, the Clinical Quality Manager:
· prepares a Personal Data Protection System Review Report,
· as applicable, prepares an Action Plan, including when relevant a new version of the "Personal Data Security and Confidentiality Policy during Clinical Trials".
12 Maintien de la documentation globale de conformité MR-001 et MR-003
Le Manager Qualité maintient la Documentation Globale de Conformité MR-001 et MR-003, incluant :
· la "Politique de Sécurité et de Confidentialité des Données à Caractère Personnel au cours de Recherches",
· les Engagements de Conformité MR-001 et MR-003,
· la documentation relative aux Revues du Système de Protection des Données Personnelles.
Il s'assure d'avoir accès à la documentation du système de management de la qualité, telle que :
· les Définitions de Fonctions intégrant la protection des données personnelles,
· les Procédures de Protection et de Sécurisation des Données.
13 Personal Data Protection for a Specific Clinical Trial
14 "Personal Data Security and Confidentiality Plan"
When designing a clinical trial, the Clinical Project Manager:
· checks that the clinical trial falls within the scope of a Benchmark Methodology by completing as appropriate:
· the "MR-001 Benchmark Methodology Applicability Check-List", ["Protection des Données à Caractère Personnel - MR-001"]
· the "MR-003 Benchmark Methodology Applicability Check-List", ["Protection des Données à Caractère Personnel - MR-003"]
· if not, refers to the "Clinical Trials out of the scope of the MR-001 Benchmark Methodology" section of this SOP,
· according to the "Clinical Trial Project Management" SOP (CLI-05-015), drafts a "Personal Data Security and Confidentiality Plan". ["Plan de Sécurité et de Confidentialité des Données à Caractère Personnel de la Recherche"]
The "Personal Data Security and Confidentiality Plan" is:
· either a section of the "Clinical Trial Management Plan", updating the "Personal Data Security and Confidentiality Policy during Clinical Trials": 
· clinical trial-specific data flows,
· Risk Analysis for clinical trial-specific data,
· procedures and clinical trial-specific plans related to data protection measures.
· or a stand-alone document.
15 Data Flow
 
16 Privacy Impact Assessment (PIA)
 
 
17 Clinical Trial Activities Contracted-Out
In case of sub-contracting, the Legal Department representative ensures that the contracting documents include the responsibilities related to personal data protection for the clinical trial (e.g. in a "Data Processing Agreement").
The Clinical Project Manager ensures that the Vendors have documented their own personal data protection measures.
The Clinical Quality Associate ensures that any data entry Vendor:
· either has been audited for qualification,
· or has been audited during previous sub-contracted services (audit performed less than 5 years before).
18 Clinical Trials out of the scope of the MR-001 Benchmark Methodology
In the case of a clinical trial out of the scope of the MR-001 Benchmark Methodology, the Clinical Trial Manager ensures that a request for authorization has been submitted to the CNIL after getting a positive opinion from a French Ethics Committee.
In that case, the clinical trial can start only after CNIL authorisation (timeline: 2 months, renewable).
19 Appendices
· Personal Data Security and Confidentiality Policy during Clinical Trials
· List of the Clinical Trials performed according to the MR-001 Benchmark Methodology
· List of Healthcare Professional's Requests for Exercise of their Personal Data Access and Rectification Rights
· MR-001 Benchmark Methodology Applicability Check-List
· MR-003 Benchmark Methodology Applicability Check-List
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